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NCheck Bio Attendance

1 INTRODUCTION

NCheck Bio Attendance is a biometric time and attendance managements system. It is used to manage and
control the employee attendance. NCheck Bio Attendance is easy and convenient attendance recording for
employees and simplify the employee attendance management. Following features are available with NCheck
Bio Attendance.

e Web based attendance system administration and configuration
e Running on Android, iOS and windows

e Use of devices available in the market (No special hardware)

e  Face, Fingerprint and Iris biometric

e RFID, Barcode and manual ID

e Use of integrated camera for face recognition

e Configurable with IP camera

e  Support many fingerprint scanning devices available in the market
e Configurable employee attendance authentication with ID, biometric or ID+Biometric
e Automatic or Manual In/Out selection

e  Configurable day start time

e Work shift

e  Work Rosters

e Configurable work time

e Configurable overtime

e In/Out time restriction

e Attendance location data collection

e Unidentified attempts

e Geo fencing

e Attendance location map

e  Configurable report generation

e PDFand CSV reports

e  Multilingual support

e Scheduling report generation and delivery

e Duplicate biometric detection

e Employee group

e  Group administrators

e Read only administrators (Auditors)

e Admin operation logs

e  (CSV data import and export

e Employee self-service login

e Event administration

e Attendance device management

e In/out restriction

e Door lock/external events trigger

e Offline attendance (Attendance recording while no connection to the server)




NCheck Bio Attendance

2 GETTING STARTED

This getting started document guide you to setup your NCheck Bio Attendance system and perform the initial
configuration of the attendance control system. You can follow below steps to setup and configure the system

and start attendance recording.

1. Planning your attendance management system

2. Start the attendance management system

3. Set up attendance management system

4. Launch web control panel

5. Set up client devices

2.1 Planning your attendance management system

NCheck Bio Attendance can support employee time attendance of any organization from small office to large
multi-site organizations. It is scalable from a single standalone device to thousands of devices distributed in
multiple locations. Therefore, it provides following deployment options. Deployment option is differentiate
based on the place attendance data storage.

DEPLOYMENT OPTION

Table 2.1 NCheck Bio Attendance deployment options

PLACE OF ATTENDANCE DATA

REMARKS

CLOUD SUBSCRIPTION
ON PREMISES

STANDALONE

NCheck Bio Attendance cloud

NCheck Bio Attendance on-
premises server

NCheck Bio
Standard Application

Attendance

2.2 Start the attendance management system

Starting a NCheck Bio Attendance biometric attendance management system prepares the attendance system
database and the service to communicate with NCheck Bio Attendance clients. NCheck Bio Attendance database

and the service can be set up

e Cloud - In NCheck Bio Attendance cloud service
e  On-premises — NCheck Bio Attendance server installed in your place.
e Standalone — With the client application

IT Expertise are not needed

Additional overhead on system
maintenance

Simple cost-effective solution for
small office
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2.2.1 Start an attendance management system with Cloud

1Ji1ltechnology

NCheck Cloud

Sign Up for

Create your account by filling the form below.

Your Name
Company/ Organization (optional)

E-mail

© This will be your login name.

[:I I'm not a robot e

reCAPTCHA
Srivacy - Terms

=> SIGN UP

Already have an account? Login

NCheck Cloud 1.4.64.205 Copyright © 2018 - 2019 Neurotechnology
support@ncheck.net » Terms and Conditions » Privacy Policy

Figure 2.1 NCheck Bio Attendance sign up view

1. Go to NCheck Bio Attendance web site.

2. Select Sign up button

3. In the signup page, include
e your name
* Your company/organization name
e Email

e Select signup button

Sign up successful. Please verify your email.

We have sent a confirmation email to SEENEJEEEEESPlease click on
the link provided, or enter the verification code.

CLOSE

Figure 2.2 NCheck Bio Attendance Cloud sign up
completion view

4. In the next step, you will be asked to verify the email address. A verification code will be sent to the email
address you have given above. Enter the verification number in the email and select verify button to verify
the given email. Optionally, you can use the verification link in the email to verify your email.

5. After the email address is verified, enter additional details as below. Accept the terms and conditions and

select register button to complete.
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City (required
al code (required

State/ provinge (required

Unitzd States of America [the) y

Please select your country from the list

Mobile number (optional)

Rzad NCheck Ooud Bio Attendance license agrezsment.

| have: accepted the terms and conditions of NCheck Cloud 8io Attendance.

deurotechnalogy

* Privacy Palicy

Figure 2.2 NCheck Bio Attendance Cloud subscription email verification completion
view

6. After successful registration, you will be asked to login to the NCheck Bio Attendance Cloud account
shown as Figure 2.3 NCheck Bio Attendance Cloud sign up completion view

=711/ )technology

NCheck Cloud

NCheck Cloud Attendance account
created successfully!

You can now log in to your NCheck Cloud Attendance account using your
email address and password.

abc company # LOG IN NOW

abc@gmail.com

NCheck Cloud 1.4.64.295 Copyright © 2018 - 2019 Neurotechnology
support@ncheck.net « Terms and Conditions » Privacy Policy

Figure 2.3 NCheck Bio Attendance Cloud sign up completion view

Free plan will be assigned to your NCheck Bio Attendance Cloud subscription. You can
change the plan of your subscription from administration control panel. Refer plans and
pricing for more details about available subscriptions.
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2.2.2 Start an attendance management system with the server

NCheck Bio Attendance can be setup in Windows and Linux platforms.

1. Setup NCheck Bio Attendance server in Windows
2. Setup NCheck Bio Attendance server in Linux

2.2.2.1  Setup NCheck Bio Attendance server in Windows
2.2.2.1.1 System requirements

1. Microsoft Windows 8 or higher operating system
2. 1GB of disk space

3. 4GB of RAM

4. JAVA SE runtime environment 8

5. One biometric capture device such as camera, fingerprint, or iris scanner. Android and iOS, inbuild camera,
Windows integrated and USB web cams are used for face capture. For other supported IP cameras,
fingerprint readers and iris scanners, visit support devices at our web site

2.2.2.1.2 Download and install

NCheck Bio Attendance can be downloaded from product downloads section of the web site

Important: Your windows user account should have administrative privileges to install
NCheck Bio Attendance server.

Note: If the required Java runtime environment is not installed, Installer will ask to install
Java runtime environment and stop NCheck Bio Attendance installation. In 64bit
platforms, it needs to install both 64bit and 32bit java runtime environments.

e Run the installer package Select “NCheck Bio Attendance” option at component selection. NCheck Bio
Attendance Standard client is always selected with the server.
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i Setup - NCheck Bio Attendance —

Select Components
Which components should be installed?

Select the components you want to install; dear the components you do not want to
install. Click Next when you are ready to continue,

Check Bio Attendance Server 923.9 MB
MNCheck Bio Attendance Standard Client 738.5MB
] NCheck Bio Attendance Lite Client 177.4MB

Current selection requires at least 981.6 MB of disk space.

Figure 2.4 NCheck Bio Attendance setup view

e Activate NCheck Bio Attendance & ncheck- Licensing
license
NCheck Bio Attendance installer will
show the license activation window
After the successful installation of the
server.

Product Activation

License Type: Trial

Current Activation: TRIAL
Status: True

Deactivate CLOSE ACTIVATE

Figure 2.5 Licensing window for NCheck Bio Attendance Standard
client for Windows

Starting NCheck Bio Attendance server

NCheck Bio Attendance server will start automatically, and server icon
will be displayed in the windows tray. When the server is ready, the
icon will be shown in the Windows tray as Figure 2.6 NCheck Bio
Attendance tray icon view when the server is ready.

833 AM
8/21/2019
Figure 2.6 NCheck Bio Attendance
tray icon view when the server is
ready
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e Finish installation |5 Setup - NCheck Bio Attendance -
Optionally, you can choose to
launch Server Configuration
window, NCheck Bio
Attendance Standard client
and User’s guide. Completion
dialog also shows the NCheck
Bio Attendance server status
and TCP port of the server.

Completing the NCheck Bio
Attendance Setup Wizard

Setup has finished installing NCheck Bio Attendance on your
computer. The application may be launched by selecting the
installed shortcuts.

Click Finish to exit Setup.
[[] start NCheck Bio Attendance Server Configuration

Run NCheck Bio Attendance Client
[ view user guide file

The NCheck service is running on port 8443.
Configure NCheck server

Figure 2.7 NCheck Bio Attendance installation completion dialogue for
Windows

Refer Install for windows section for more details about install NCheck Bio Attendance server in Windows.

You can activate the trial for evaluation purpose. Trial activation requires permanent
internet connectivity. See license activation section for more details.

2.2.2.2  Setup NCheck Bio Attendance server in Linux

Refer this link to setup Docker image for Linux. Refer Install On-premises server on Linux section for more details.

2.3 Set up attendance management system

2.3.1 Launch web control panel

NCheck Bio Attendance administration and configuration application is NCheck Bio Attendance control panel
application. This is a web-based application can be accessed using popular web browsers using following URL.

Table 2.2 Access NCheck Bio Attendance web control panel

URL REMARKS
CLOUD https://cloud.ncheck.net
ON PREMISES https://server:port e Server —Sever name or IP address

e Port — NCheck Bio Attendance service port
configured on the server. Default port is 8443.

STANDALONE Simple administration functions are provided in build with
NCheck Bio Attendance application.
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NCheck Bio Attendance control panel launcher application with extended data capture capabilities are available
with the NCheck Bio Attendance Server and NCheck Bio Attendance Standard client installations. This
application can be launched from

Configuration

Start
Stop

Control Panel
NCheck Bio Attendance
Application logs

License Manager
Generate Diagnostic Info

Exit

Figure 2.8 NCheck Bio Attendance system
tray menu view

Table 2.3 Login to the NCheck Bio Attendance control panel

Server Right click on the NCheck Bio Attendance server tray application icon and
select “Control panel” menu item as shown in Figure 2.8 NCheck Bio
Attendance system tray menu view.

Windows Standard client Open the application menu and select control panel. Client should have

- - registered and connected with a NCheck Bio Attendance server.
Android Standard Client

NCheck Bio Attendance server interface will work with recent versions of Mozilla Firefox,
Google Chrome, Microsoft Edge, Opera and most common web browsers. It does not work
with Internet Explorer browser.
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2.3.1.1 Signin to web Control Panel

<|'|¢1/}1/technology

NCheck Cloud

=] Log in to your NCheck Cloud account

[ 3 8 | Enter username

& | Enter password

=] LOG IN

Don't have an account? Sign Up Here to getting started!
Forgot password? Click here,

NCheck Cloud 1.4.64.295 Copyright © 2018 - 2019 N hnology
support@ncheck.net » Terms and Conditions » Privacy Policy

Figure 2.9 NCheck Bio Attendance login page

Enter the username and password in NCheck Bio Attendance control panel login page and sign in to NCheck Bio
Attendance Control panel.

For NCheck Bio Attendance on-premises server, the default admin user name and
password are “admin”.

B Cuck woses Wekiome ik Admaniat viov e s 0 Damecnn mniate |
08:44:37

| &+ 2\ F

Bt )t be et 2D D

‘ 2030 43 10 Moyt

It 500ms YOU have N0t ST LIS B0 YOUT 300unt, PHease st Control pandl 10 300 50Me Lsers

O USER MANAGEMENT

D Ovaeres 2y Potwaary 200 03
Mon Ter e ™ " S S
1 2
3 4 S 6 7 8 9
10 n 12 13 " 143 16
17 18 19 20 21 2 23
24 25 26 27 28 29

Figure 2.10 NCheck Bio Attendance control panel initial dashboard view

After signing in, you will be landed in the NCheck Bio Attendance Control Panel Dashboard as shown in Figure
2.10 NCheck Bio Attendance control panel initial dashboard view

Refer Sign in to web Control Panel section for more details about sign in NCheck Bio Attendance control panel.
When signing in second time onwards, you will be landed to the last time accessed page.
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If the initial required data is not set up, it will be notified to perform the initial setting up. First the users should
be enrolled as mentioned in Enroll users section.

2.3.2 Enroll users

User management section of the control panel is used to manage users.

2.3.3 Add new user

© No users.

Figure 2.11 User management view of control panel

e Select Add button to create a new user.

& ADD NEW EMPLOYEE

Reguired fieids are morkedin reg

e e S

First name * | [t name

Last name *

Employee code * Empioye cose GENERATE

Email

3 Use emai address a5 usemame. (You need to provice eme for username wher iogin)

Administrator rights Employee v

Address line 1

Address line 2

Gity

Country United States of America (the] v

(- |

Figure 2.12 NCheck Bio Attendance On-premises server add new user view

Refer Add/Edit users section for more details about add users. After adding users, refer Enroll user biometrics
section to enroll user biometrics.

2.3.4 Enroll user biometrics

User biometric is used to authenticate users in attendance recording.

e Select User

10
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o Select Biometrics button in the User quick view

KATHRINE DOWD [ s 11y}

o Ao San Fraesnee, Califomia, 300, US
S emait

B #hone

® status

B U grogn: R— ]

Support. B0
Marketing (2

Coovkes: & Fio registored devices

| maow o (PRI o o |
=

O (ocATION RESTRICTIONS [

Howa Address Options

140 foammoe: restoctons apoves

Figure 2.13 Launch enroll biometric for the selected user

User Biometric data dialogue canbeusedto =~ o 9 0ot ke
manage user biometric. It allows adding Bometrics
biometrics .
1. From event history "
2. Capture from devices such as " isre s o st o ey to e
camera, p——— [« o |
fingerprint and iris scanners using x cuost
O,

NCheck Bio Attendance client
N Figure 2.14 Biometric data dialogue
applications.

3.  From files
Refer Change biometrics section for more details about enroll biometrics.

After enrolled user biometrics, you are allowed to Set up client or either Create user groups (Optional) or Create
shifts and roster as shown in Figure 2.15 proceed to setup clients flow.

Enroll users  |---=--=cmommmmmemee .
__________ Yo
I ,, |
B i 1 Create user groups |
_______________ X,
Create shifts and roster i
1
1
Create Shifts !
1
v i
i i
P J: Create Rosters i
1 1
. i
1
H Add roster items |
i :
- J
Y
Set up client

Figure 2.15 proceed to setup clients flow

11



NCheck Bio Attendance

2.3.5 Create user groups (Optional)

- - J— =
‘Groul Code

Description =
@ users: 2
. Default group forall users N U pevices: = 0 HUAWEI FIG-Ua ITTTEEEEN
& Group admins: & Kathrine Dowd [EETETE
o [
< L GROUP SPECIFIC SETTINGS
R RN v temsperpage 1-4of4items
@ LOCATION RESTRICTIONS [
ATTACHED USERS FOR B 9 quick Help)
Name Address Options
Employee Code First Name Last Name Email
No loeation restrictions applied.
Qju795 Karl Mark -
X52CM Bryant Neil
ADDNEW
“ ,
W< [T e [m 20 v items per page 1-20f 2items

& eom

Figure 2.16 User group management view

User group represents multiple users and all the settings applied to user group apply to each user representing
the user group. To create the user group,

e Select User group management in the control panel.
e Select Add button

User group detail dialogue is shown in below.

Required fields are marked in red **

Profile picture

User group code * use

Description

+ ADD % CANCEL

Figure 2.17 Add user group dialogue

12



e Select Edit button

Select users for the user group.

Refer Manage user Groups section for more details about user group management.

2.3.6 Advance options

NCheck Bio Attendance

&+ SELECT USERS FOR USER GROUP -1 = SELECTALL

Employee Code

uBT26C
GvFOCP
Jsis

SkFIAV

“

Total items: 4

2.3.6.1 Create shifts and roster

First Name

Bryant

Victor

John

)

Last Name

Neil

Huego

Cameron

Steurt

v items per page

Email

abes@gmail.com
richard@gmail.com
abcs@gmail.com

nimantha@gmailcom

Selected

1-40f4items

< UPDATE USER GROUP % CANCEL

Figure 2.18 Select users for user group dialogue

Work schedule of the users/user groups in the organization can be managed in this section. To manage shifts

and rosters,

e Select Shift and Roster in the control panel menu.

ROSTERS - TODAY [2019-07-29]

< | 20100728
& week 1 [E=lEI

© 05:00:00 - 14:00:00
Morning

i Support

© 08:00:00 - 17:00:00
Day

& der

o mic

& support

© 18:00:00 - 03:00:00
Night

1 Support

]
a

=]~ < JE3|

< JE3|

= Bl

y (cow Tuesday
x 1190730

© 05:00:00 - 14:00:00
Morning

& Support

© 08:00:00 - 17:00:00
Day

& dev

& mic

# Support

© 18:00:00 - 03:00:00
Night

& Support

This view allows to,
e  (Create Shifts
e  (Create Rosters

e  Add roster items

EEK3 B WEEK4

Ends on Status

No end date- Current

9 uick e

1}

T | Wednesday | Tha [F] F
© 05:00:00 - 14:00:00 © 05:00:00 - 14:00:00
[+ Morning [+ Morning
[ x| & Support B | % support
© 08:00:00 - 17:00:00 © 08:00:00 - 17:00:00
# Day [ Day
a e B w®d
%] & mia B #n
a 4 support B #suppon
@ 18:00:00 - 03:00:00 © 18:00:00 - 03:00:00
] Night [+ night
a & Suppert B % support

SHIFTS

Name

B Moming

+ NEW,

[~ MESI - | - | - NEIR - NE3

Sty

Figure 2.19 Shift and Roster management view

End
140000 /] =]
17:00:00 [ 7] ]
03:00:00 7] =] -

+New
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You can follow shift and roster management flow diagram as shown in Figure 2.20 Shift and roster
management flow in order to configure shift and rosters.

Create Shifts

v

Create Rosters

'

Add roster items

Figure 2.20 Shift and roster management flow

2.3.6.1.1 Create Shifts

Shifts can be created to plan users daily work schedule. To create a shift,

1. Select Add button under Shifts pane.

Required fields are marked in red "*

Shift name * ‘ [

Description *

SPECIFY SHIFT START AND END

Start 00:00:00 ° End) 23:59:59 o

SPECIFY WORK HOURS A USER SHOULD COVER

08:00:00 ]

Restrict check-in in the below interval
“J Restrict check-out in the below interval
Z] Restrict overtime hours

| Maximum OT hours allowed

+ ADD % CLOSE

Figure 2.21 Add shift dialogue
Refer Shift management view section for more details about manage shifts.

2.3.6.1.2 Create Rosters

Rosters are specific duration in weeks to plan the organizational activities with shifts for certain time periods.
To create rosters,

14
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1. Select New rosters button in the Rosters pane.

Name *

Repetition * 1 Week(s)

Start date * 2019-12-18 =]

End of repitition

® No end date
End by 2019-12-18 =2]

roster from 2019-12-25

x CLOSE

Figure 2.22 Add roster dialogue

Refer Roster management view section for more details about manage rosters.

2.3.6.1.3 Add roster items

After configuring rosters and shifts,
roster items can be added for specific s
dates with user/user groups assigning
shifts.

To add a roster item,

Shift *

User/ User group *

* Select Add button

¢ Select Roster item button from the

% CLOSE

menu (optional — Select new

(op . i Figure 2.23 Add roster item dialogue
button for a particular day in the
week)

For more details, refer Roster item management view section.

2.4 Set up client devices

2.4.1 Install client application

Refer Install client application section for more details about install NCheck Bio Attendance client applications.
Proceed to Register client application section to register the NCheck Bio Attendance client devices.

2.4.2 Register client application

The Client application is required to register with the server to perform attendance recording. To register a client
application.

15



Group Code

Al users

Dev

NCheck Bio Attendance

DEFAULT GROUP FOR ALL USERS m
Description =

@ users: 4
Defauit group for all users O Devices: & 0 HMD Global Nokia 4.2
Oigé
0 DESKTOP-JN2TCPS

GROUP SPECIFIC SETTINGS

16 b v | items per page 1-30f3items

@ LOCATION RESTRICTIONS Q & GROUP SETTINGS

ATTACHED USERS FOR [T

Employee Code First Name Last Name Email

Name Address Options

I« “ » »l S pe 1-40f 4t
Figure 2.24 Register device button in the user group management view
1. Go to user group management in control panel
2. Select a user group
3. Select Register devices button

It will show the device registration dialogue shown in Figure 2.25 Device registration view for the user group. To
register the device,

5.
6.

the registration code below to register any of below client apps to start making attendance with NCheck Bio Attendance.

Registration Token
2007409

[=]3# =]
[=

Ncheck Bio Attendance for Android NCheck Windows client app Ncheck Bio Attendance for 05

P> Google Play 3 Windows & AppStore

Figure 2.25 Device registration view

Launch NCheck Bio Attendance standard client
It should show the device registration window.

. Select On-premises option

Enter registration token

Search or enter server user in <server:<port> format. When the server is running in the same
computer, it can use localhost:<port>. Default port number is 8443.

Select the Connect button to register.

After Successful registration, the client application is ready for attendance recording

Refer Client registering view section for more details.

16
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2.5 Record Attendances

* NCheck Bio Attendance Lite for Windows, Android and 10S

— Attach a camera compatible with the NCheck Bio Attendance as mentioned in the website, if it is not
available.

— Face to the camera directly and select the capture button when the preview is available with the
device.

* NCheck Bio Attendance Standard for Windows and Android

— Attach a compatible biometric device (face, fingerprint or iris) with the NCheck Bio Attendance as
mentioned in the website, if it is not available with the device.

¢ View recorded attendances

Select Manage Event logs to view all recorded events.

17
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3 INSTALLING AND ACTIVATION

NCheck Bio Attendance software is available for following platforms

e Windows

e Linux

e Android

e i0OS

Table 3.1 NCheck Bio Attendance software supportable platforms
Server  Standard Client  Lite Client ~ Source

Windows ‘/ ‘/ ‘/ 64bit and 32Bit Windows installer
Windows / x x Windows docker image
Linux v X X Linux docker image
Android X ‘/ ‘/ Google Paly Store and APK download
ioS x x ‘/ Apple App Store

3.1 Install for windows

Download
This install

e N
e N
e N

64-bit version or 32-bit version of windows installer from https://www.ncheck.net web site.
er has following components

Check Bio Attendance Server
Check Bio Attendance Standard Client
Check Bio Attendance Lite client

NCheck Bio Attendance Server installation also install NCheck Bio Attendance Standard
client. NCheck Bio Attendance Lite client and Standard client cannot be installed together.
Administrator privilege is required to install NCheck Bio Attendance on windows.

Before install NCheck Bio Attendance for Windows, make sure that you have installed
latest Windows updates in your computer.

18
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To proceed with the installation, execute the downloaded installation file. It will proceed you through

following screens.

1. Accept NCheck Bio Attendance license
and agreement
2. Select Next button

3. Select the installing location. The
default installation location for 32bit installer
is C:\\Program Files
(x86)\\Neurotechnology\\\NCheck Bio
Attendance and for 64bit installer is
C:\\Program Files\Neurotechnology\\NCheck
Bio Attendance

4. Select Next button

ﬁ! Setup - NCheck Bic Attendance had —
License Agreement

Please read the following important information before continuing.

Flease read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

License Agreement

NCheck Bio Attendance v5.0

2

(C)1 do not accept the agreement

Cancel

Figure 3.1 License agreement dialogue

ﬁl Setup - NCheck Bio Attendance Aad —

Select Destination Location
Where should NChedk Bio Attendance be installed?

Setup will install NCheck Bio Attendance into the following folder,

To continue, dick Mext. If you would like to select a different folder, dick Browse.

At least 27.5 MB of free disk space is required.

< Back

Browse...

Cancel

Figure 3.2 Select destination folder dialogue
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5. Select the components need to be
installed. NCheck Bio Attendance server and
NCheck Bio Attendance client can be installed
together or separately. NCheck Bio Attendance
lite client can be installed separately from
other components

6. Select Next button

7. Select Create a desktop shortcut option
to create a shortcut to open NCheck Bio
Attendance client application if installed

8. Select Next button

NCheck Bio Attendance

ﬁl Setup - NCheck Bio Attendance Aad

Select Components
Which components should be installed?

Select the components you want to install; dear the components you do not want to
install. Click Next when you are ready to continue.

[CJiNCheck Bio Attendance Server 737.2 MB
[ Mcheck Bio Attendance Client 582, 1MB
[ NCheck Bio Attendance Lite Client 160.3 MB

Current selection requires at least 764.6 MB of disk space.

< Back Mext = Cancel

Figure 3.3 Select components dialogue

ﬁl Setup - NCheck Bio Attendance had

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing NCheck Bio
Attendance, then dick Next.

Additional shortcuts:

Fiqure 3.4 Select additional tasks
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9. Review the install configuration before 15 Setup - NCheck Bio Attendance - -
install the NCheck Bio Attendance. Ready to Install

. . . Setup is now ready to begin installing MCheck Bio Attendance on your computer.
10.  Select Install button to install application

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

Destination location:
C:\Program Files (x86)\NeurotechnologyNCheck Bio Attendance

Setup type:
Full installation

Selected components:
NCheck Bio Attendance Client

< Back Instal Cancel

Figure 3.5 Ready to install dialogue

11. Inthe completion dialogue, you will be asked to

e Start NCheck Bio Attendance Server configuration

e Run NCheck Bio Attendance client

e View the User’s Guide §5) Setup - NCheck Bio Attendance L -
12.  Select Finish button

Completing the NCheck Bio
Attendance Setup Wizard

Setup has finished instaling NChedk Bio Attendance on your
computer. The application may be launched by selecting the
installed shortouts.

Click Finish to exit Setup.
[ start NCheck Bio Attendance Server Configuration

Run NCheck Bio Attendance Client
[ view user quide file

The NChedk service is running.
Configure NCheck server

Figure 3.6 Completed dialogue

3.1.1 Install server for Windows

To install NCheck Bio Attendance server

1. Follow the Install for windows section above.
2. Select “NCheck Bio Attendance Server” component as showing in Figure 3.3 Select components
dialogue. It will also allow to select NCheck Bio Attendance Standard Client component.
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3.

3.1.2

NCheck Bio Attendance

If this installation is an update of existing installation it may ask to stop running tasks.

5! Setup - NCheck Bio Attendance - -
Preparing to Install
Setup is preparing to install NCheck Bio Attendance on your computer.
&) The follawing applications are using files that need to be updated by Setup. Ttis @ NCheck - Licensing X
recommended that you allow Setup to automatically dose these applications.
After the installstion has completed, Setup will attempt to restart the . .
appications. Product Activation
NChedk License Type Trial
NCheckTray
NCheck Service T
Dongle
Trial
@ utomatically dose the appiications] Current Activation: NONE
() Do not dose the applications Status: False
Figure 3.8 Server setup dialogue Figure 3.7 Server licensing dialogue

In the completion of the installation it will guide you to activate a license as showing in Figure 3.8 Server
setup dialogue..Please refer “License Activation” section for more details.

In installation completion, it will show the server installation completion dialog as showen in Figure 3.6
Completed dialogue

In successful completion, Server will be installed, and server icon

will be appearing in the Windows system tray as shown in Figure
3.9 Tray icon.

Figure 3.9 Tray icon

Install client For Windows

To install NCheck Bio Attendance Standard client

1.

Follow the Install for windows section above

Select “NCheck Bio Attendance client” or “NCheck Bio Attendance Lite client” component in component
selection

1. NCheck Bio Attendance tray icon
If this installation is an update of existing installation it may ask to stop running tasks

G - Lk e A s -+

v §5) Setup - NCheck Bio Attendance R -
'.-..r-:q.-u\_-uuu L T e “_ CompIEti"g the NChe_ck Bio
e Attendance Setup Wizard
ﬁ T gl ACTRCE: W8 ey R e e i e cpdeced by e [1a Setup has finished installing NCheck Bio Attendance on your
I B Tl pi B L 1 e e Tk T A computer, The application may be launched by selecting the
AP T ratale e i e b el aTeyd b nta 1P installed shortouts.
ik mErn
Click Finish to exit Setup.
= -
Run NCheck Big Attendance Client
[] View user guide file
gy M T EEELFECE
It e o mode svorw
- e
[ - TE

Figure 3.10 Client setup dialogue Figure 3.11 Client setup completed dialogue
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4. In installation completion, it will show the client installation completion dialogue as showen in Figure
3.11 Client setup completed dialogue in the completion window, You have following options
1. Run NCheck Bio Attendance client

2. View the User’s Guide

3.2 Install for Linux

Follow this link to setup docker image for Linux. Refer Install On-premises server on Linux section for more
details.

3.3 Install client for Android

Download and install NCheck Bio Attendance Standard or NCheck Bio Attendance Lite client from Google play
store or APK download from https://www.ncheck.net/free-trials/.

3.4 Install NCheck Bio Attendance Lite client for iOS

Install NCheck Bio Attendance Lite client from Apple App Store.

3.5 Activation

NCheck Bio Attendance Software licenses and Cloud subscription plan for different components are shown
below.

Table 3.2 licenses and Cloud subscription plan for different components

COMPONENT LICENSE/PLAN

SERVER Cloud Monthly Subscription for a Plan
On-Premises License for no of users

CLIENT Lite Free
Standard License

3.5.1 Cloud plans

After signing up for NCheck Bio Attendance Cloud server account, user will be offered a free subscription.
Account administrator can be changed it to below plan. For user count over 100 can be ordered by contacting
us.

Table 3.3 NCheck Bio Attendance Cloud server subscription plans

PLAN NAME NUMBER OF USERS
FREE 5

PLAN20 20
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PLANS0 50

PLAN100 100

To activate NCheck Bio Attendance Standard clients, you can purchase client license as follows.

1. Purchase license from NCheck Bio Attendance cloud
You can purchase Internet license to activate NCheck Bio Attendance Standard clients as mentioned
in License statistics section. To enable cloud device license, make sure that the Enable licensing
setting is enabled first. To activate the Standard client application with the Cloud,
a. Make sure that the application has not been activated
If you have activated the Internet license, remove the license folder in the NCheck5 folder. If
you are using Serial number, deactivate the license as mentioned in License deactivation
section.
b. Restart the application
2. Purchase NCheck Bio Attendance Internet or serial license
Refer License activation/deactivation section for more details.

3.5.2 On-premises server and Standard client licenses

New installation of NCheck Bio Attendance on-premises server and standard client can be used for one-month
trial period. After the expiration of trial period, a valid license should be activated.

Licenses can be purchased for user counts in 100 user slabs up to 1000 users online form
https://www.ncheck.net web site. For custom user count licenses can be ordered by contacting us.

NCheck Bio Attendance Standard clients’ needs 100 user licenses to work with server with any number of users.
If client needs to work offline with more than 100 users, client must use a license with appropriate user count.

Refer License activation/deactivation section for more details.

3.5.2.1 License activation/deactivation
3.5.2.1.1 License Manager

License manager option is used to activate licenses. License manager can be launch as below

1. NCheck Bio Attendance on-premises server as shown in Figure 3.14 Licensing manager option of the
on-premises server
2. NCheck Bio Attendance clients for Windows as shown in Figure 3.15 License Manager view in Windows
Standard client
1. NCheck Bio Attendance Standard client for Windows
2. NCheck Bio Attendance Surveillance client for Windows
3. NCheck Bio Attendance Android clients as shown in Figure 3.16 License Manager view in Android
standard client
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1. NCheck Bio Attendance Standard client for Android
2. NCheck Bio Attendance Guard client for Android

Configuration Settings

Start

o Register device

Stop Control Panel

Control Panel
MNCheck Bio Attendance

i Control panel

Register

Application logs 9, Ppreferences

License Manager 2 Synchronize

Generate Diagnostic Info Q Synchronize

i License Manager

Exit

El License manager
o) About
@ About
f 31410 . Figure 3.13 Licensing manager Figure 3.12 Licensing manager
gure 5. icensing option of the Windows clients option of the Android clients

manager option of the on-
premises server

License Manager views are shown below
Table 3.4 License manage views

Windows clients

@ NCheck - Licensing

Product Activation

License Type Trial

CLOSE ACTIVATE

Figure 3.15 License Manager view in Windows Standard client

Licenses

®—. Current activation: Trial
@—. Status: Obtained

D @® Trial
O Non trial

Android clients

(4)—e  DEACTIVATE ACTIVATE —®

Figure 3.16 License Manager view in Android standard client
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1.License type

NCheck Bio Attendance

Refer License types section for more details.

2.Current activation

e NONE e LICENSE

If the application is not licensed The application has activated using
e TRIAL license file

The application has activated as trial. e DONGLE

3.License status

The application has activated using
license dongle.

Whether the application is successfully licensed or not.

4.Deactivate button

Refer License deactivation section for more details.

5.Close button

6.Activate license

Select the Activate button to activate NCheck Bio Attendance server/clients. Table 3.5 Error messages of
the server and client lances activation is showing the error messages could be appeared on activation.

Error code
2001
2002
2003
2004

2005

Table 3.5 Error messages of the server and client lances activation

Error message

Trial license has expired.
License cannot be obtained
The license is already in use.

The license limit has exceeded. Please contact administrator/
NCheck Bio Attendance support

No valid NCheck Bio Attendance license has found.

Note: After activating NCheck Bio Attendance Android client license, the application
should be restated after clear from the memory.

3.5.2.1.2 License types

Following license types are available to activate the Standard clients for Windows and Android, Windows
Surveillance client and Android Guard client.

1. Trial

NCheck Bio Attendance can use for 30 days period in the trial mode. An internet connection is required
to activate the license and constant internet connection required to maintain the activation. After the
trial period, NCheck Bio Attendance should be activated with a valid license.
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2. License
License can be NCheck Bio Attendance Serial number or internet license. It requires a internet
connection to activate both license. After activation using serial number application can be used
without internet. But if activation performed using internet license, application must be connected with

internet in order to validate the license.
Application can be activated either the selecting the license file or license text.
3. Dongle

NCheck Bio Attendance server and Windows client can be activated using activation dongle. Please
contact NCheck Bio Attendance support team for more details.

3.5.2.1.3 License deactivation

NCheck Bio Attendance Internet and serial licenses work only in a specific device on which activation was carried
out (unique hardware Id for this device is generated). But in some cases, a license should be stopped
(deactivated) on this device and activated again. Deactivation is required in following cases

e  When you need to transfer another device

e Device in which license was activated is malfunctioned

e Hardware components such as processor or hard disk have been changed.

e User changed a device (a computer).

e In Android 10 or later OS, it is strongly recommended to deactivate the serial number license, in
case of re-install the application. Deactivate the license before uninstalling and activate again
after re-install.

e Also, it is strongly recommended to deactivate a license before reinstalling an operating system
or installing a different OS version.

Deactivation should be performed on the same device where it was activated. When you have internet
connection, a license will be deactivated automatically. When a device is not connected to the internet, user
will be asked a location within the device to save Deactivation ID, which can be used with the license file to
deactivation uploading to the Neurotechnology website.

To deactivate the license,
1. Select the Deactivate button

2. If the device is not connected to the internet, you will be asked to select a location in the device to
save the deactivation id file

3. Upload the file with the serial number file to the Neurotechnology web site. Table 3.6 Error messages
of NCheck Bio Attendance server and client license deactivation hows error messages that could be
appeared for license deactivation.

Table 3.6 Error messages of NCheck Bio Attendance server and client license deactivation

Error code Error message
2005 No valid NCheck Bio Attendance license has found.
2006 License deactivation has failed. The license has not activated.
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4 SERVER

4.1 Cloud server setup
Refer Start an attendance management system with Cloud section for more details.
4.2 Install On-premises server on Linux

Refer this document to setup Docker for Linux.
Once setup the Docker, follow below sections to complete setup.

1. Prepare the program data directory
2. Run the server

4.2.1 Prepare the program data directory

To prepare the program data directory

1. Create a directory “ProgramData”

2. Copy following license files to “ProgramData/NCheck/License” directory.
a. license.lic
b. config.xml

4.2.2 Run the server

Use following commands.

1. Runthe server
docker run -d -p <port>:8443 -v <ProgramData>:/ProgramData --name ncheck
ncheckadmin/bioattendance:<version>
2. Stopthe server
docker stop ncheck
3. Start the server
docker start ncheck
4. Configurations
Refer Configurations section for more details.

4.2.2.1 Configurations

Additional Arguments can be passed as Environment variables.

docker run -d -p <port>:8443 -v <ProgramData>:/ProgramData -e VARIABLE1="valuel’ -e VARIABLE2="value2’ --
name ncheck ncheckadmin/bioattendance:<version>

Following configurations can be used.

Database type (Optional)
Keystore (Optional)

Restore (Optional)

NMatcher configuration(optional)

AWDNR
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4.2.2.1.1 Database type (Optional)

Database type can be selected to configure the database to connect to SQLite, MySQL, MSSQL, Oracle. If not
specified SQLite will be used. For each database type (DB_TYPE) following configuration should be used

1. .SQLITE
a. DB_FILE
Database file name. Database will be stored in
“ProgramData/NCheck/databases/server/sqlite”
2. MYSQL, MSSQL or ORACLE
a. DB_URL
Database URL.
b. DB_USER_NAME
Database username
c. DB_PASSWORD
Database password
d. DB_MAX_CONNECTIONS
Maximum connections for the database. Default value for connection type is 30.

4.2.2.1.2 Keystore (Optional)

To setup SSL Certificate copy the keystore file (pfx) to “ProgramData”/NCheck/Keystore/<KeystoreFile>.

1. KEYSTORE
Keystore file name

2. KEYSTORE_ALIAS
Keystore Alias

3. KEYSTORE_PASSWORD
Keystore password

4.2.2.1.3 Restore (Optional)

Copy the Backup file to “ProgramData>/NCheck/databases/server”

1. DB_BACKUP_FILENAME
Backup filename

2. DB_BACKUP_PASSWORD
Backup file password

4.2.2.1.4 NMatcher configuration(optional)

1. NMATCHER_HOST
NMatcher name

2. NMACTHER_PORT
NMacther port

4.3 Install On-premises server for Windows

Refer Install server for Windows section for more details.
4.4 Monitoring and Managing On-premises server

NCheck Bio Attendance server monitoring and managing is done through the server tray.
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4.4.1 On-premises server tray

NCheck Bio Attendance On-premises server tray provides following options to monitor and control NCheck Bio

Attendance On-premises server.
e [con status
® Notifications
e Tray icon tooltip
e Tray icon menu

44.1.1 Icon status

NCheck Bio Attendance On-premises server tray icon indicates the following status.

Table 4.Tray icon statuses

&

Server is running and ready

Server has stopped

Server has stopped with errors

-
X Server is running with warnings

4.4.1.2 Notifications

NCheck Bio Attendance On-premises server notifications are showing when the status change. Sample

notifications are as follows,

Notification image

Server has started

NCheck Server

Figure 4.1 Notification when server is started
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Server has stopped

NCheck Server

Figure 4.2 Notification when server is stopped

Server has ready

NCheck Server

¢ Server is ready.

Figure 4.3 Notification when server is ready

Table 4.1 Server tray notifications

4.4.1.3 Trayicon tooltip

Tray icon tooltip is showing the following information.
1.Status of the NCheck Bio Attendance service
2.Status of the NCheck Bio Attendance On-premises server
3.NCheck Bio Attendance On-premises server database path

4.NCheck Bio Attendance On-premises server port

(1)————@NCheck Bio Attendance service is started
@—ONCheck Server is ready.

@— —@Database: SQlite, File: C:\ProgramData\NCheck\Databases\Server\NCheckDb.db
(@)—@Server Port:8443
Figure 4.4 NCheck Bio Attendance tray icon tool tip
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4.4.1.4 Trayicon menu

@—.Conﬁguration

@—. Start

@—.Stop

(: )}————=@ Control Panel
@—.NCheck Bio Attendance

(&)———®@Application logs
@—0 License Manager

Generate Diagnostic Info
@ e

Figure 4.5 NCheck Bio Attendance tray icon menu

1.Configuration
Open NCheck Bio Attendance On-premises server configuration as mentioned in On-premises server
configuration section.

2.Start
Start NCheck Bio Attendance On-premises server.

3.Stop
Stop NCheck Bio Attendance On-premises server.

4.Control panel
Open the NCheck Bio Attendance Control panel.

5.NCheck Bio Attendance
Open NCheck Bio Attendance client application for Windows.

6.Application logs
Open NCheck Bio Attendance logs files folder.

7.license manager
Open NCheck Bio Attendance licensing window.

8.Generate diagnostic info
Diagnostic info can be generated to keep track of existing problems and bugs in the NCheck Bio
Attendance On-premises server or windows client application for NCheck Bio Attendance developers.
The diagnostic file is generating in “C:/ProgramData/NCheck/Diagnostic” folder.

9.Exit
Exit NCheck Bio Attendance On-premises server tray icon.
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4.4.2 On-premises server configuration

NCheck Bio Attendance On-premises server P NCHEEK Wit SEi CoiFRion X
using the configuration can be applied using the & Server
NCheck Bio Attendance configuration window. It Key Store File
has the following configuration sections Key Store Password
SSL Key Alias
1. Server Port 8443
2. Database € Database
3. Restore database Database salite
4. Load default button File name C:\ProgramData\NCheck\Databases\Server\NCheckDb.db
Load default values to configuration Posserd
dia|0gue_ 3 Ccmpsce Zﬁi:‘;tﬁ:ﬁf :c:kp:ir:ﬂ: SEen e Lenrs
5. Save button £ Database restore
Save the configuration and restart the Back e

server. The error
appeared when saving configuration has
shown in below.

Error code
1001
1002
2006
2007
2008
2009

2010

2012
2013
1002
2016

4.4.2.1 Server

Password

messages could be

LOAD DEFAULT

Figure 4.6 NCheck Bio Attendance Windows service
configuration window

Table 4.2 Error messages of server configuration save

Description

Could not connect with MYSQL/MSSQL {server url}: {port} server.
Could not connect with the email server {host name}: {port}.
Invalid SSL certificate file.

Invalid key store password or SSL key alias.

Invalid port number. Please select the valid port.

Port is used by another application.

Invalid SQLite database or password. Please recheck the database file or
password.

{database name} could not be found.
Invalid MYSQL/MSSQL username and password.
Could not connect with the email server {host name}: {port}.

Could not connect with the email server {host}: {port}. Invalid user name or
password.

Server configuration section allows to add SSL certificate to the NCheck Bio Attendance On-premises server. SSL
certificate is significance to,

1.Encrypt the data send across internet so that only the intended recipient can access it
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2.Authentication to ensure that you are communicate with the right server

You are allowed to use self-signed certificate without purchasing a certificate. NCheck Bio
Attendance server uses a self-signed certificate to enable SSL features.

The SSL configuration settings are, Key Store File

Key Store File

1. Key store file

SSL certificate file path

2. Key store password
Password of the certificate file.
3. SSL key alias

4. Port

HTTPS port for NCheck Bio
Attendance server. The default port is
8443,

Key Store Password

S5L Key Alias

Figure 4.7 NCheck Bio Attendance Windows SSL
configuration

4.4.2.2 Database

NCheck Bio Attendance server can be configured with following databases
e SQlite e MSSQL
o MySql e Oracle
Proceed through the Setup database section to for more details.

4.4.2.2.1 Setup database

4.4.2.2.1.1 SQlite

€ Database

Database SQLite

File name C:\ProgramData\NCheck\Databases\Server\NCheckDb.db

Password Senee

You can select an NCheck version 4 database file. It will be migrated
and encrypted with given password.

Figure 4.9 NCheck Bio Attendance Windows SQLIte configuration

1. Provide the location of the Sqlite database file. If the file is not existing, a new database will be created.
Provide the password of the database.
Password should be given to use with the NCheck Bio Attendance system. Once the password is given, it
will be saved securely by the application.

If the provided SQLite database file is out of date,
the database will be migrated to the new version
automatically when the NCheck Bio Attendance
server is starting. The status of the database
migration will be shown in tray icon tooltip as
shown in Tray icon tooltip section. The possible
errors on database migration have shown in below.

™% Do you need to change the database enryption password? If
! not, it will correct the database encryption password in
configuration

Figure 4.10 Confirmation dialogue on password encryption change
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Table 4.3 Error messages of SQLite database migration

Error code Description

2011 SQLite database migration has failed with following errors.
1. Errorl
2. Error2

4.42.2.1.2 MySql

NCheck Bio Attendance on-premises server compatible with MySql product version 5.6 onward.

€ Database

Database MYSql
Server localhost
Port 3306
Database name

User Name

Password

Figure 4.11 NCheck Bio Attendance Windows MySql configuration

1. Provide MySql Server name or IP address

2. Provide the MySql server TCP port. This is 3306 by default

3. Provide existing database name in the server. Otherwise, you must create a database first
4. provide a username with all privileges on the database

5. Provide the password of the users

4.4.2.2.1.3 MSsSQL

NCheck Bio Attendance on-premises server compatible with MSSql version 2014 onward.

€ Database

Database MSSql

Server localhost
Port 1433
Database name

User Name

Password

Figure 4.12 NCheck Bio Attendance Windows MsSQL configuration

Provide MSSql Server name or IP address.

Provide the MSSql server TCP port. This is 1423 by default

Provide existing database name in the server. Otherwise, you must create a database first
provide a username with all privileges on the database

Provide the password of the users

vk wN e

NCheck Bio Attendance connect to MSSql server using TCP/IP protocol. TCP/IP protocol for
the SQL server should have enabled in the SQL server Network configuration\
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4.4.2.2.1.4 Oracle

It is required to install and configure Oracle database as mentioned in here. After installing Oracle database,

1. Create a full privileged user for the oracle db
2. Configure service and network as mentioned in this link.

To configure Oracle database with NCheck Bio Attendance server,

Database Oracle

Server localhost

Port 1521

Database name

User Name

Password

Figure 4.13 NCheck Bio Attendance Windows Oracle configuration

Provide Oracle Server name or IP address.

Provide the Oracle server port. This is 1521 by default

Provide existing database name in the server. Otherwise, you must create a database first
provide a username with all privileges on the database

Provide the password of the users

vk wnN e

4.4.2.3 Restore database

The database can be restored back to
NCheck Bio Attendance server.

Backup file

Password

1.Backup file
Select the database backup (zip
file format) to restore.

Figure 4.14 NCheck Bio Attendance Windows database restore configuration

2.Password
Enter the database backup password

Database restore status are showing in the trey icon tooltip as shown in Tray icon tooltip section. The possible
error messages when restore database are shown in below.

Table 4.4 Error messages of restore database

Error code Description

2015 Data restore has been failed. Could not decrypt the file with the given password.
2014 Data restore has been failed. Invalid backup file.
4002 Unidentified error occurred during data restore. Please contact administrator or

NCheck Bio Attendance support for more details.
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5 WEB CONTROL PANEL

NCheck Bio Attendance administration and configuration application is NCheck Bio Attendance control panel

application. This is a web-based application can be accessed using popular web browsers using following URL.
5.1 Start web Control panel

Table 5.1 Launch NCheck Bio Attendance control panel from Browser

URL Remarks
Cloud https://cloud.ncheck.net/login
On https://server:port/login e Server —Sever name or IP address
Premises e Port — Service port configured on the server.

Default port is 8443.

Standalone Simple administration functions are provided in build with
NCheck Bio Attendance Standard client application.

NCheck Bio Attendance control panel launcher application with extended data capture capabilities are available
with the NCheck Bio Attendance Server and NCheck Bio Attendance Standard client installations. This
application can be launched from

Table 5.2 Launch NCheck Bio Attendance control panel from server and clients

Server 1. Right click on the NCheck Bio Attendance server tray
application icon
2. select Control panel menu item as Figure 4.5 NCheck Bio
Attendance tray icon menu

Windows Standard client
1. Open the application menu
2. select control panel as shown in Figure 5.1 NCheck Bio
Attendance Windows Standard client main menu.

Android Standard Client Open the side bar menu
Select control panel as shown in Figure 5.2 NCheck Bio

Attendance Android Standard client main menu

N o=
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All users

= Fnglish Customer]

Settings
onirol Panel
[0 Register device

7 Register Control panel

]

S, Preferences
€ Synchronize
W

Synchronize

B License Manager

License manager

About

® About

Figure 5.1 NCheck Bio
Attendance Windows

Standard client main menu Figure 5.2 NCheck Bio Attendance

Android Standard client main menu

NCheck Bio Attendance server interface will work with recent versions of Mozilla Firefox,
Google Chrome, Microsoft Edge, Opera and most common web browsers. It does not work
with Internet Explorer browser.

5.2 Signin to web Control Panel

Once the NCheck Bio Attendance control panel sign
in is triggered in on-premises mode, you may see A

browser warning as shown in Figure 5.3 Browser

warning without SSL certificate because it fails to ~ 'our connection is not private

validate the SSL certificate with trusted certificate ™" moie o mes s o o foesihest i e
authority. To prevent this warning B o AR

° You may use browser option to skip and
proceed to the site.
. You may use valid SSL certificate as mentioned

in the On-premises server configuration Advanced
section.
° You may add your server to trusted server list. Figure 5.3 Browser warning without SSL certificate
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Once the warning has resolved as mentioned above,
user will be asked to login to NCheck Bio Attendance
control panel as shown in Figure 5.4 NCheck Bio
Attendance control panel sign in.

1.
2.
3.

Username

Password.

Login button

After successful login in, you will be landed in
the NCheck Bio Attendance Control Panel
Dashboard. The possible error messages after
select login button are shown in Table 5.3 Error
messages of web control panel sign-in

Sign up link

This is available only on NCheck Bio Attendance
Cloud. It loads the signup page for subscribing to
NCheck Bio Attendance Cloud.

Forget password link

NCheck Bio Attendance

=X 21);1!)technology

NCheck Cloud

%] Log in to your NCheck Cloud account

Figure 5.4 NCheck Bio Attendance control panel sign in

The forgot password view appears as shown in Figure 5.5 Request password reset.

1. Email address
Security check for human
3.  Continuer button

Password reset email will be sent to the email address if that is specified to a user in NCheck Bio
Attendance. In on-premises mode Administrator allows to reset user password as mentioned in
Change password section. The error message could be appeared as shown in Table 5.4 Error

messages when reset password

For NCheck Bio Attendance on-premises server, the default admin username and

password are “admin”.

Table 5.3 Error messages of web control panel sign-in

Error code Error message
2018 Invalid username or password.
Table 5.4 Error messages when reset password
Error code Error message
2019 Could not find the user associated with {email address} email address.
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After signing in, those who have administrator Forgot password? Click here

privileges will be landed in the NCheck Bio

Attendance Control Panel Dashboard. If the initial ®—.x

required data is not set up, it will be notified to

perform the initial setting up. Once the initial ™
@—e I'm not a robot

setting up has done, users will be able to access the

NCheck Bio Attendance control panel as assigned
roles mentioned in WebControl Panel Roles section.

Figure 5.5 Request password reset

5.3 WebControl Panel Roles

Current role of the control panel logged in user is shown in the login options. It can be

1.

Account administrator

Account administrator is the owner of the account. He has full authority and can perform all
administrative operations.

Administrator

System users can also be assigned administrative privileges. These administrators can do all the admin
operations except subscription management and account detail editing.

Admin Auditor

Admin auditor can access all control panel data like administrator. But cannot change and save them.
Group Administrator

Group administrator is an Administrator who can manage an assigned group of users.

Group admin auditor

Group admin is also can access all the data which can accessed by a group administrator. But cannot
change and save

Standard user

NCheck Bio Attendance Control Panel provides self service functions for standard users.
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5.4 Web Control Panel View

NCheck Bio Attendance Control Panel
has following components

1.

8.
9.
10.
11.
12.

Attendance system name and
logo

Sign in user account options
control

Notifications Launcher control
NCheck Bio Attendance Help
launcher control

Menu

Content area
Neurotechnology = company
logo

Product name and version
Product copyright

Support email

Product Terms and conditions
Product privacy policy

NCheck Bio Attendance

Figure 5.6 NCheck Bio Attendance control panel

5.5 Attendance system name and logo

ABC Company

Biometric Attendance Management System

Figure 5.7 NCheck Bio Attendance control panel name and logo

1. Company Logo
Administrator can change this by changing account settings.
2. Company name
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5.6 Sign in user account options

- _ ABC Company HR&————————(2)

P Managerg ©)
O <kzon Sreurctechnoiogy.com
e S Q Customer Account

®) My Account

( : )———@ Login options U
@—OS‘gr‘ out G

Figure 5.8 NCheck Bio Attendance sign in user account view

1. Profile picture of the account

Sign in username

3. Currentrole
One user can have different roles. Roles can be changed from the Login options. Depend on the current
role, NCheck Bio Attendance Control panel operations can be changed.

4. Signed in email

5. My Account
Button to view/edit your company details

6. Login options

7. Sign out

N
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5.6.1 My Account

My Account button in sign in user
account options can be used to edit your
account details. Depend on the current
role, this view is different.

For normal users, it will show his/her
details.

NCheck Bio Attendance

If you are an account administrator, you
will get the account details. For other
administrators cannot access account
details.

1. Profile picture @ tmal

2. Browse button
Select the profile picture from
the local file system.

3. Reset to default profile picture
Rest the profile picture to the

NCheck Bio Attendance default

Address line 2

o
@— —4 Country *

State

0

109

profile picture as shown in Zp code

Figure 5.10 Default profile Mobile

picture @_.mmu
4. Owner

Owner of the attendance

Address line 1 *

system account
5. Company name
6. Comment
If any
7. Email
The email address of the owner
8. Addressline 1
9. Address line 2
10. City
11. Country
12. State
13. Zip code
14. Mobile
15. Telephone
16. Update button
The update button will be disabled if the

Figure 5.9 Edit account details

Figure 5.10 Default profile picture

Validation errors exists. All error messages could be appeared are sown in Table 5.5 Error messages of

my account view

17. Close button

Table 5.5 Error messages of my account view

Error code Error message

3001 Mobile/telephone number
country/region.

3002 Invalid email address.

is

not valid for

the selected
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5.6.2 Login options

Login options window allows doing the following

operations.

PR

Role management

Change customer password
Change customer profile picture
Close button

®

( :)———' CHANGE PASSWORD

NCheck Bio Attendance

0 LOGIN OPTIONS - naveejrigmail.com

& ADMINISTRATORS

NT Test Admin =
NT Lab Tast
o GROUP ADMINISTRATORS
eXport group. '
EEXPOIT GrOUp
INT Labs Teut]
L 3

£ GENERAL USERS

Rajeevan K &
NT Lab Tast
© Current us il is highlightad in red color. Select ancrthar profile (f any) to switch.

@ Customer Account (vsemame | pavegirgmail com)

Password requirements:
= Have at leas: & characuens
+ Include at least one digit

PFassword

Confirm password

Password Srengthc

©__. CHANGE PROFILE PICTURE

Profile picture

Figure 5.11 Login options
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5.6.2.1

e wN R

NCheck Bio Attendance

Role management

@—.& ADMINISTRATORS

NT Test Admin —
NT Lab Test
& GROUP ADMINISTRATORS
export group *
@—. XpOIt group
NT Lab Test
&
£ GENERAL USERS
Rajeevan K 8

Figure 5.12 Role management view

Available roles for the user

Selected role

Role view

Hint for switch account

Switch button

Select the role and select switch button. The following error messages could be appeared when
switch role.

5.6.2.1.1 Role view

w

O o SXPOrtgroup E._ (:)

export group
@e—@

Figure 5.13 Role view

Role details
e Admin name
e Admin auditor name
e  Group code and name of the group admin/admin auditor
e Username
Organization name
Role icon
Icon to indicate whether the auditor or not
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5.6.2.2 Change customer password

@—.". Customer Account (username : naveejri@gmail com;
®—. Password requirements:

@—.Password

@—.Confirm password

O— y [

Figure 5.14 Change customer password view

1. Customer account details
Hint to change password
3. Password
The password must have at least 6 characters with one digit
4. Confirm password
5. Update button
The update button will be disabled if data Validation errors exists. All error messages are shown
in below table.

Table 5.6 Error messages of changes password in login options view

Error code Description
3003 Password does not match.
3004 Password must contain at least 6 characters with one number.

5.6.2.3  Change customer profile picture

Profile picture

0.
® SO
©) L ot |

Figure 5.15 Change customer profile picture view

1. Selected profile picture
2. Browse button
Brose the picture from the file system
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3. Update button

NCheck Bio Attendance

The error messages could be shown when updating profile picture are shown in below.

Table 5.7 Error messages of updating customer profile picture in login options view

Error code Description

2020 Selected file is not a valid image file.

5.7 Control panel notifications

Figure 5.16 Notifications view

New notifications

Old Notification messages
Delete notification

Date and time of notification

5.8 Web Control Panel Menu

PN pe

NCheck Bio Attendance web Control Panel Menu is
used to access main functions of control panel. Control
panel provides following functions through the menu.

Date and time
Dashboard

User Management
User Group management
Shift and Rosters
Leaves and holidays
Device Management
Event log

. Reports

10. Settings

11. Subscription

12. Admin tasks

N AL o

Based on the current role, available menu items may
be different. Also, the functionality inside the menu
item are also different.

10:38:16

2020-07-29 (Wednesday)

O—e

@—. & Dashboard

@—. & User management <
@—.§ User group management <
®—. Z Shift and roster

 Event log <
(©)—@3 reports <
-

({)——e@ ®subscription

Figure 5.17 Web control panel menu
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Table 5.8 Web control panel menu availability for roles

Menu Item Role
Account Admin Admin Group Group Standard
Admin Auditor Admin Admin User
Auditor
Dashboard

Manage Users
Manage user Groups

Manage Shifts and
Rosters

Manage leaves and
holidays

Manage devices
Manage Event logs
Reports

Admin Tasks

Settings

UL UL R N NUE N N NN NN
) IR NUL UL N N N NI NG NN
. IR NUL UL N N N NI NG NI N
p I NI N NN N N NI N NN
b IR NUR U UL N N NI NG NI N
) IR N N NS N NI R NN

Subscription
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5.9 Dashboard

The dashboard provides a graphical summary of the customer account activities of the NCheck Bio Attendance
account. Customer account administrator and users marked as administrators can access the Dashboard.
Summary includes

Quick access
|& e |F 2|0 e

Devices

@—. Subscription : GETED (S0 user plan) Plan Statistics : QUIIDERE) e
=3

EmployeeCode - Name « Last Event < Time < Time rone =
1 2 3 4 5 6
""" T 2020-09-1110:51:92 ¢ 50
om s oy 45590 7 8 9 10 1 12 13
) s Comemercn © %0 Lt oume )
i L R Bl Wl s 16 B 19 20
1 art Fertecion © Mo Events tocna 0000 ——
. 21 2 23 24 25 26 27
28 29 30
x J S i Cumertdsy Mleaves W HoMdays 1 Recurmng holidsys
Figure 5.18 Web control panel dashboard
1. Quick access 4. Subscription summery (NCheck Bio

I I
2. Employees Summary Attendance cloud only)

5. Recent Employee activit
3. Devices summary ploy y

6. Leaves and holidays summary

5.9.1 Quick access

®_.Wﬂlmmo back. Kathrine Group All user groups b .—@

B Quick access

© 1 () Add '(. Fix Register g (o)
‘+ Employees | Attendance D Devices

® ?

Figure 5.19 Quick access view of the Dashboard

1. Welcome note for the logged in user
2. Selected user group for the dashboard statics

3. Add user
Invoke Add new user function and open Add/Edit users user form

4. Fix attendance
Invoke event log function and apply error event filter to fix errors in attendance events.
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5. Register device
Invoke user group function and open register device form to register a NCheck Bio Attendance client
application for a user group.

5.9.2 Employees Summary

This is a real time graph present number of o Empioyees oe ()
checked-in and checked-out employees
Total number of users H

No. of users Checked-in
No. of users Checked-out
No. of users on leave

Check-in, check-out and on leave) users will R ——
be shown in a dialogue when clicking on

e

each region. Figure 5.20 Employee summery view of the Dashboard

5.9.3 Devices summary

This graph presents number of devices registered with users
and user group

O Devices °—®

1. No of connected client devices
2. No of devices registered to users
3. No of devices registered to user groups

User will be redirected to the Manage devices when click on
a devices chart.

B Fersonal NN Group

Figure 5.21 Device summery view of the Dashboard

5.9.4 Recent Employee activity

Recent user event list is shown
ordered with latest event first. This is R
Recent employee activity O OVERTIME APPROVAL
limited to 20 users maximum and 24 o
~  Time

hOUrS. ®_.Emplu,-uc«f. ~  Name = “  Last Event ~  Time zone - 5.—@

Billy Mass D ouT 2020-09-11 10:51:12  + 0530

1. Overtime approval button

6 Kathrine Dowd © IN 2020-09-15 08:48:25 + 0530
The user will be redirect to the B Liam Cammeron ® 140 Event found 0000
Overtime view 8 Mike Young © No Events found e

1 Karl Perterson O No Events found 00:00

Employee code
Name

Last event type
Data and time

Time zone . | K U 2 |hemsperpage 1+ 5 0f 5 items

Table menu Figure 5.22 Employee activity view of the Dashboard

N O U AEWN
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Table paging options

5.9.5 Leaves and holidays summary

All employee leaves and holidays for the

current month are shown.

1.

2.

W

+ Leaves and Holidays September, 2nzo.—®

Current month Men Tue Wed ™ i st sun

Number of leaves for the day

. Current date @ 4. 15 16 17 18 19 20
. & £ company o @— --—@

. Holiday ® 21 22 23g. 24 25 26 27

. Recurring holiday

28 29 30

The holidays appears in recurring
(weekly, monthly or annually) Curentdsy leaves M Holdays M Ancurring holdys

identified as recurring holiday Figure 5.23 Laves and holidays summary view of the

Dashboard

Mouse hover on each date in the calendar will show a summary of available holidays and leaves as mentioned
in Leaves and holidays summery view section.

5.9.5.1 Leaves and holidays summery view

Leaves and holiday summery view is showing the available holidays

and leaves for the day as follows. Kathrine Dowd
(CASUAL)

1.

Holidays Jack Richard
Name of all available holiday(s) e

No leaves Click for more actions
User names and leave types Figure 5.24 Leaves and holidays
Click for more actions summery view

Click on each date to more details about the events, leaves
and holidays as mentioned in Daily statistics view section.

5.9.5.2  Daily statistics view

User will be shown a view to see events, leaves and holidays as follows
when click on each day in th3e calendar view. ®—:.2020-09-1? (Thursday)

1.

Selected date
Go to events .
User will be redirected the Manage Event logs section to monitor Figure 5.25Daily statistics view
all the events in the selected date.

Go to leaves and holidays

User will be redirected to the Manage Leaves and holidays section to monitor all leaves and holidays
in the selected date.
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5.9.6 Subscription summery

This view is not available for NCheck Bio Attendance cloud control panel

Subscription :m [Plan 50] Plan Statistics :m currently 16 users, 34 more available)

32% used

Figure 5.26 Subscription summery view of the Dashboard

1. Subscription details

1. Plan code
2. Plan name
Subscription : [Plan 50]

Figure 5.27 Subscription details view of the
subscription summery view

2. Plan statistics
1. Percentage of the added users with respect to number of all users available for the plan
2. Number of current users
3.  Number of users available to add
4. Progress bar showing the utilized users

?

Plan Statistics : (EEETITI) (cumently 16 users, 34 more available.
4) 32% used
Figure 5.28 Plan statistics view of the
subscription summery view
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5.10 Manage Users

The following options are available in this view.

Jeyln e et

row v

W e g N ~— |

Cowees O Fp—— 2

-~ | Ey .. ] - |

USER SMORC SITTINGS

R
O LOCANON RISTRCTONS [§ LA INTTUIMINTS
e hra e et e
- Nare T Wuios L4 e | = |
[.!._ ]

Figure 5.29 User management view of the web control panel

1. Add button
Refer Add/Edit users section for more details.

2. Search users
Filter user from the user table

3. Users list view

4. User details view

5. Advanced button
Refer Advanced options section for more details.

5.10.1 Add/Edit users

This view allows to add a new user to the NCheck Bio Attendance system or edit existing user
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T

Required fields ore marked in red """,

R @ UNIDENTIFED IMAGES

Profile picture

77927 17

ok wWwNR=

NCheck Bio Attendance

]

First name * [irst mar Last name *
Employee code * GEMERATE Email
User name Barcode
Use email address as usemname. (You need to

provide email for usemame when login. RFID
Administrator rights Employee Address line 1
Address line 2 City
Country Inited States of America (the) State
Zip code Telephone
Primary user group Type & r r £

Figure 5.30 Add user view

User profile picture

First name

Last name

Employee code

Email

Username

The username to allow to login users to
the NCheck Bio Attendance control panel.
Select User email address as username
option to use the email address as the
username.

Capture barcode

Capture RFID

Administrator right

Admin right as Employee (Standard user),
Admin or Admin auditor as mentioned in
WebControl Panel Roles section.

10.
11.
12.
13.
14.
15.
16.
17.

18.

19.

Address line 1

Address line 2

City

Country

State

Zip code

Telephone

Primary user group

Select the primary user group user
belongs if the user is available in several
user groups. Refer Manage user Groups
section for more details.

Add button

The add button will be disabled if the
mandatory data fields are empty or
Validation errors exits. Refer Table 5.9
Error message of add/edit userfor all
error messages could be appeared.
Close button

Table 5.9 Error message of add/edit user

Error code Description
3001
3002 Invalid email address.

Mobile/telephone number is not valid for the selected country/region.
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2020 Selected file is not a valid image file.

2021 Employee code already exists.

2022 Barcode ID is already available for different user
2023 RFID is already available for different user

5.10.1.1 Employee code

specify an employee code or generate code as shown in

Unique ID to identify employees. Administrator allows to ?
below.

GENERATE
1. Employee code field
2. Generate button
Select Generate button to generate code with 6 characters

Figure 5.31 Employee code view

5.10.1.2 User profile picture

®

Profile picture Q BROWSE © UNIDENTIFIED IMAGE

Figure 5.32 Profile picture view

1. Profile picture from the local file system
2. Profile image from unidentified image

5.10.1.3 Profile picture from the local file system

Select the profile picture from the local file system. ®_..A image :e_.:,.:m;,:-._f__@
After select the image, crop view allows to crop the
user image as shown in figure

1. Original image view
Cropping rectangle
User can change the margin of the
rectangle to crop the image

3. Result image view after cropping Figure 5.33 Profile picture crop view
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5.10.1.4 Profile image from unidentified image

Face images failed to identify user
when recording the attendances rom 5 2w : -
are known as unidentified images. e
User can select the user profile \ -~
image from these unidentified @ /i L,,&
images.
1. Date filter

Retrieve unidentified images

between selected date range

x ¢ o SELECT
2. Unidentified images list f .‘
3. Close button é) @
4. Select button Figure 5.34 Select profile picture form unidentified image view

5.10.1.5 Capture barcode

Figure 5.35 User barcode ID view

1. Barcode text field
Capture button
Select Capture button to scan the barcode from the client application as mentioned in Table 5.10
Capturing barcode from Client applications

Table 5.10 Capturing barcode from Client applications

Android client 1. Main menu
1. Switch camera
2. Change resolution
2. Barcode scan area

The Table 5.11 Error message of capture
barcode is showing the error message
Q—e

& Barcode capture : 1)

could be appeared.

0" 36000 " 29145 2

Figure 5.36 Barcode capture view of the
Android client
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Windows client 1. Select the barcode text field
2. Scan the barcode from the connected barcode scanner
The Table 5.11 Error message of capture barcode is showing the error message could be

appeared.
Table 5.11 Error message of capture barcode
Error code Description
3005 Barcode scanner could not be found.
2039 Could not capture barcode. The device has been blocked

5.10.1.6 Capture RFID

Figure 5.37 User RFID capture view

1. RFID text field

Capture button
Select Capture button to scan the RFID from the client application as mentioned in Table 5.12

Capturing RFID from Client applications.

Table 5.12 Capturing RFID from Client applications

Android client 1. RFID scan view appear as Figure 5.38
RFID capture view
2. Scanthe RFID
3. RFID id will appear in the RFID ID
field.
The Table 5.12 Capturing RFID from Client
applications is showing the error message could

be appeared.
Capturing RFID...
Figure 5.38 RFID capture view of
the Android client
Windows client 1. Select the RFID text field

2. Scan the RFID from the connected RFID scanner
3. RFICid will appeared in the RFID field.
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The Table 5.12 Capturing RFID from Client applications is showing the error message
could be appeared.

Table 5.13 Error message of capture RFID

Error code Description
3006 RFID scanner could not be found
2040 Could not capture RFID. The device has been blocked

5.10.2 Users list view

Last Name

Figure 5.39 User table view of the user management

1. Table header
. Table paging options
3. Selected user
The selected user details are shown in User details view

5.10.3 User details view
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==
L S gy 4
- [
e S .
® e e
- =
w Do O A r ]
s ORI - I
@ VIR SMEOIC SITTINGS )
—
tase hsciwn Optare
Varery Nere owwbo Mmean A (ot | s |
—p—s
=3

Figure 5.40 User details view of the user management

1. User quick view
2. User specific settings

5.10.4 User quick view

This section allows to
control all user specific
functions when recording
attend KATHRINE DOWD © Quick Help

1. Username
&5 Address: Balch Springs, Texas, Texas, Texas, 123432,
us, us

2. User details |
’ E3 Email: kat.dowd@gmail.com *—
* Address @ Phone: +15417543010 *—
e Email ® Status: Enabled — |
* Phone & User groups: Developers [ @
e User status O Devices: < 0 HUAWEI FIG-LX1 e
3. User
& EXPORT
*® REMOVE

Added user groups. £ sHOwW EVENTS | [=RTe Nap ol WAVl B CHANGE PASSWORD
4. Devices O REGISTER DEVICES
Registered  devices.
Select Unregister
g ® @ ® @ ©

button to unregister
each device. Figure 5.41 User management quick view

5. Show events button
Show all events of the user.

6. Biometrics button
Refer Change biometrics section for more details.

7. Edit button
Refer Add/Edit users section for more details.

®©
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8. Change password button
Refer Change password section for more details.

9. Block/Unblock button
Refer section Block/unblock users for more details.

10. Export button
Export following details for selected user.

o  User profile information
o User/user group location restrictions information

11. Register button
This option allows to generate registration token to register the device for the selected person. Once
select the button, the Client registering view will be appeared.

12. Remove button
Refer Remove users section for more details.

5.10.4.1 Change password

After assigning a username

as mentioned in Add/Edit @—..,m,m,
users section, the ®—.‘

password can be changed. Q—men . : oo @————(@)
Password must be T @

consisted with one digit
and 6 characters.

1. User name ,;..-;-..—@
2

Email
3. Password
Password must have atleast 6 characters and one digit.

Your password should be,

Figure 5.42 Change user password view

4. Generate button
Generate a password.

5. Change button
Change button will be disabled if the Validation errors exits. Table 5.14 Error messages of change
password is showing the error messages could be appeared.

6. Close button

Table 5.14 Error messages of change password

Error code Description
3003 Password does not match.
3004 Password must contain at least 6 characters with one number.
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5.10.4.2 Change biometrics

In the Biometric data dialogue,
new biometrics can be enrolled

using the below options.
1. Enrolled biometrics
2. Enroll from history

Menu for capture from
client applications

. Menu for Upload
biometric image

. Delete button

Close button

5.10.4.2.1 Enroll from history

NCheck Bio Attendance

© BIOMETRIC DATA - KATHERINE DOWD

Pleaze drowse or select from Aistory 80 envoll

+ ENROLL FROM HISTORY Q UMOAD FACE IMAGE

Figure 5.43 Add biometrics view

The face, fingerprint, and iris images, unable to identify the user while recording attendances, are kept in NCheck
Bio Attendance server. These biometric images can be used to enroll users.

In the Select from history window,

|
9 SELECT FROM HISTORY - KATHRINE DOWD L]
& Biometrics
@-—. From 20210315 - To 2021-03-15 e m
@—. Closely matching biometrics )
®—. Filter by personal Device )
@—. Filter by user group All user groups b
Please select biometrics to enroll
(<] =] o («] O
a | a @ @ e
2021-03-15 2021-03-15 2021-03-15 2021-03-15 2021-03-15
11:09:32 11:09:18 110914 11:09:10 10:55:22
4 »
2021-03-15 2021-03-15
11:00:32 10:49:01 .—@
@ — . 2 3 Ne» Last
@ L ] Page 1 of 3
O, I <o ——(©
Figure 5.44 Select biometrics from history view
1. Daterange

Biometrics will be retrieved within the selected date range.
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Closely matching biometrics

NCheck Bio Attendance server will filter out the closely matching biometrics for the user from
history.

Filter by device

Filter out the biometrics matching for the device.

Filter by user group

Biometrics used to enroll for the selected user group.

Biometric quick view as shown in Figure 5.45 Biometric image view of select biometric from history

(:) 2021-03-15 -

11:09:32

Figure 5.45 Biometric image
view of select biometric from
history view

view
1. Biometric thumbnail
2. Delete button
3. Date and time biometric captured

. View button
To show the Biometric detail view.

Paging details
Functionalities to navigate through all face images in ach page.

Time line
show the latest updated image date and time of each page between date time of recently updated
image and first updated image.

Next button
Current page number of available pages.

Enroll button
Enroll button will be disabled if no biometric image has selected. The table is showing all error
message could be appeared.

Close button

Table 5.15 Error message of select biometric from history

Error code Description

2024 Could not enroll selected face/finger/iris image.
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5.10.4.2.2 Biometric detail view

Modality: FACE
Time: 2021-03-15 10:55:22 ® @

X CLOSE .——@

Figure 5.46 Biometric detail view

1. Biometric event date and time
2. Biometric details

e  Modality
Face, Fingerprint, or Iris
e Time

The date and time of the event the biometric image had uploaded.
3. Close button

5.10.4.2.3 Capture from client applications

Biometrics can be enrolled through the NCheck Bio Attendance client

applications such as NCheck Bio Attendance Lite for Windows and l @ CAPTUREFACE ~ m
Android and NCheck Bio Attendance Standard for Windows and

Android. To capture @D——® Capture face

@——e capture fingerprint

1. Select biometric capture type form the list
@—.0 Capture iris

1. Capture face - —

2. Capture fingerprint - -

3. Captureiris Figure 5.47 Menu for capture biometrics
2. Capture the selected biometric when the capture view is from client applications

appeared as mentioned in

1. Capture face from lite clients

2. Capture face from standard clients

3. Capture fingerprint from Standard clients

4. Capture iris from Windows standard client

The error messages could be appeared when capture biometric from clients are showing below.

Table 5.16 Error messages when capture biometrics

Error code Description

3007 Camera could not be found.
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3008
3009
2025
2026

2038

Fingerprint scanner could not be found

Iris scanner could not be found

Capture face with enough lighting

The biometric image has already enrolled for another user

Could not enroll biometrics. The device has been blocked

5.10.4.2.4 Capture face from lite clients

g

Windows
lite client

Android
lite client

Camera preview

Capture button

Table 5.17 Face enroll views for lite client

NCheck Bio Attendance

Important

Figure 5.50 Android lite client face capture view

Face rectangle (Standard client only)

Select capture button to capture face image in lite client. In Windows Standard, select capture button
when the user has prepared to capture the face.

Camera name
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5. Captured face list
Windows clients allows to capture multiple face images before upload. Android clients allows to capture a
single image before upload.

6. Cancel button (Windows clients only)

7. Continue button
In windows clients, select continue button to upload captured face list to the server. In Android client
captured image will automatically uploading to the server.

8. Android lite client resolution menu

9. Change front/back camera button

5.10.4.2.5 Capture face from standard clients

Table 5.18 Face enroll views for standard clients

Windows
Standard @ Important
client

And roid Face capture
Standard
client

Switch camera

Resolution

Figure 5.53 Menu of Android
Figure 5.54 Android standard standard client face capture
client face capture view view

1. Camera preview
2. Face rectangle (Standard client only)
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3. Capture button
Select capture button to capture face image in lite client. In Windows Standard, select capture button
when the user has prepared to capture the face.
4. Cameraname
5. Captured face list
Windows clients allows to capture multiple face images before upload. Android clients allows to capture
a single image before upload.
6. Cancel button (Windows clients only)
7. Continue button
In windows clients, select continue button to upload captured face list to the server. In Android client
captured image will automatically uploading to the server.
8. Menu of Android standard client face capture view as shown in Figure 5.53 Menu of Android standard
client face capture view
1. Switch camera
Change front/back camera
2. Resolution
Camera resolutions dialogue

5.10.4.2.6 Capture fingerprint from Standard clients

Table 5.19 Fingerprint enroll views for standard clients

Standard client

i P N io A : ? -
Windows & NCheck Bio Attendance - Control Panel —

‘9" Important

For better finger recog:
at least three finger imay
ser to keep finger on the
tly.

When the finger scanner is prepared,
it will automatically capture.

Figure 5.55 Windows standard client fingerprint capture view
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Android

Figure 5.56 Android standard
client fingerprint capture view

Fingerprint scanner name (Windows standard client only)
Fingerprint scanner status

e Android Standard client is Showing “Fingerprint capturing” message if the scanner is available.
Otherwise “Fingerprint reader not available”

e Windows standard client is showing finger print icon as shown in Figure 5.55 Windows
standard client fingerprint capture view if the fingerprint scanner is available. Otherwise
“Unable to detect the fingerprint scanner. Please verify the finger scanner is connected and
functioning correctly.”.

Captured fingerprint images list

Windows standard client allows to capture multiple fingerprint images. Android standard client
allows to capture only single fingerprint image before upload.

Cancel button (Windows client only)

Continue button

In Windows standard client, select continue button to upload captured fingerprint images. Android
standard client will upload the fingerprint image automatically once it captured successfully.
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5.10.4.2.7 Capture iris from Windows standard client

& NCheck Bio Attendance - Control Panel - o X

'9- Importan

Figure 5.57 Windows standard client iris capture view

1. Iris preview 4. Cancel button
2. Iris scanner name 5. Continue button
3. Captured iris image list Upload captured iris images to the server.

5.10.4.2.8 Upload biometric image

X UPLOAD FACE IMAGE ~

@—.Upload face image
@—.Upload fingerprint
®—.Uplcad iris image

Figure 5.58 Menu for upload biometric
images for user

1.Select biometric upload type from
1. Upload face image
2. Upload fingerprint
3. Upload iris image

2.Select selection to upload the biometric image from your file system. The following errors could be occurred
uploading selected biometrics

Table 5.20 Error messages of upload biometric images

Error code Description

2020 Selected file is not a valid image file.
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5.10.4.3 Block/unblock users
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The selected user can be block/unblock using this option. Blocked users are not allowed to enroll biometrics or

record attendances.

5.10.4.4 Remove users

Remove selected user from the users list.

5.10.5 User specific settings

User specific settings allows to

1. Manage location restrictions for user
2. Leave entitlement

5.10.5.1 Manage location restrictions for user

Refer Location restrictions section for more details.

5.10.5.2 Leave entitlement

This view is showing the number of
leaves user has taken and number of

remaining leaves from each Leave type. | CASUAL

2 taken, 5 available. |l

Also, user leaved entitlement can be

updated. MEDICAL
1. Leave type summery VACATION
2. Edit button MISSION
Refer Edit leave entitlement section for
more details
5.10.5.3 Leave type summery

CASUAL

2 taken, 12 available.
2 taken, 12 available.
2 taken, S available.

Figure 5.59 Leave entitlement view

f

2 taken, 5 available.

Figure 5.60 Leave type summery view

1. Leave type

Refer Configure leave type section for more details.

2.  Number of leaves taken by the user
3.  Number of available leaves
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5.10.5.4 Edit leave entitlement

% EDIT LEAVE ENTITLEMENT - KATHRINE DOWD

CASUAL 7

Taken = 2

MEDICAL 14

Taken - 2

VACATION 14

@—.1.. ken - 2

MISSION 7

Taken - 2

Figure 5.61 Edit leave entitlement view

Username

Number of leaves available for each user
Number of leaves user has already taken
Update button

Close button

e wn e

5.10.6 Advanced options

74P & Import data am

O Export data

& Restore deleted
users

88

K
Figure 5.62 Advanced options of User management

1. Import data
2.  Export data

3. Restore deleted users
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5.10.6.1 Import data

This option allows to import all user data as
mentioned in /mport and Export information
section. Tio import data,

1.Select information to be imported from
the list

— User profile information

— User/user group location restrictions
information

— User biometrics and template files

NCheck Bio Attendance

X IMPORT DATA

Import data from external sources. Zip Hles and cav fes are accepted. If your data archive is protected with 3 password, use “Password protected”
option when mporting,

Select data type Uste dots .

Figure 5.63 Import users data view

2.Select Import button to select the import location.

Refer Select import location section for more details.

5.10.6.2 Export data

password protected zip file as follows

Select the data you want to export. Selected data can be downloaded directly to your PC, or you can specify a FTP location to save it

1.Select information to be imported from
the list

— User profile information

— User/user group location
restrictions information

2.Select Export button to select the export location.

Refer Select export location for more details

5.10.6.3 Restore deleted users

@User profile information

[DUser location restrictions

Figure 5.64 Export users data view

Select a deleted user to restore.

Employee Coda First Manva
SEROHE wheter
IMIKAL iy
I+ - i Fi= *l an F | R B page

Last Name Phons

Husgo 15418428201 N

CHEEA #15415031878

102802 maene

L4

Figure 5.65 Restore deleted users view
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1. Deleted user table
2. Restore button
3. Close button

To Restore deleted user,

Select the user from the table

Select Restore button

Change the user details in the Recover user dialogue if necessary
Select Recover button

el A

NCheck Bio Attendance
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5.11 Manage user Groups

Administrator and user group administrators allow managing users as user groups. All user group is the default
user group including all users and it is accessible for administrator only. In the user group management dialogue.

© @
e | S

Group Code Description =
@ Users: 4
e p— o T e - C Devices: & 0 HMD Global Nokia 4.2
0 HMD Global Nokia 4.2
Develo Developers G .
evelopers pers Group 0 HMD Global Nokia 4.2 IETEESEN -
Testers Testers Group
& GROUP ADMINS | O REGISTER DEVICES m
£ SETTINGS
|« 4 1 e ] 20w items per page 1-3o0f3items K ]
GROUP SPECIFIC SETTINGS ¥ Quick Help
ATTACHED USERS FOR [ RSk B
- @ LOCATION RESTRICTIONS
Employes Code First Name Last Name Email
Name Address Options
2 Billy Moss
Marketting 1 302 N Santa Fe Ave Salina, KS 67401
[ Kathrine Dowd katdowd@gmail.com
8 Mike: Young
I« 4 1 TR 2 > 20w items per page 1-4of 4items

Figure 5.66 User group management view of web control panel

1. Add button
Refer Add/Edit user group section for more details.

2. Search
Search user group by group name

3. User groups list view
4. User group details view

5. Advanced button
Refer Advanced options section for more details.

5.11.1 Add/Edit user group

This view allows to add a new user group
or edit existing user group.

@—.m«n picture

1. Profile picture
2. User group code
Unique code to identify user

group
3. Description

4. Add button ()

H H ——————@ovscriotion
Add button will be disabled If ©
the mandatory fields are empty @ &3 -0 ®

or Validation errors exists.

Figure 5.67 Add/edit user group view
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Refer Table 5.21 Error messages of add/edit user group for more details of error massagers could be
occurred.
5. Cancel button

All user group could not be edited.

Table 5.21 Error messages of add/edit user group

Error code Description
2020 Selected file is not a valid image file.
2027 User group code has already existed.

5.11.1.1 Error messages of add/edit user

Table 5.22 Error messages of add/edit user

Error message Description

User group code has already existed. Please try ' User group could not be duplicated.
different group code.

5.11.2 User groups list view

®_.‘-'M Code Dscription ]

®—.N vaeny Ca'aut grove or ol sen
B)—e- P

Figure 5.68 User groups list view

1. Table header
All user group
All user group is the default user group including all the users.

3. Selected user group
Selected user group details are shown in User group details view.

4. Table paging options
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5.11.3 User group details view
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L A 25 e = | DEVELOPERS GROUP [ Quick Help |
Al users Default group for all users @ Users: 4
Developers Developers Group O Devices: o 0 HMD Global Nokia 4.2 [IEEESES
. B 0 HMD Global Nokia 4.2 |
esters esters Oroup
0 HMD Global Nokia 4.2 -
& GROUP ADMING | O REGISTER DEVICES
I« 4 1 PR | 20w iems per page

1- 3 of 3 items

ATTACHED USERS FOR ey

Employes Code First Name Last Name

2 Billy Mass

Cammercn

[ GROUP SPECIFIC SETTINGS W Cuick Help. ]

@ LOCATION RESTRICTIONS

1. User group quick view
2. Attached users
3. User group specific settings

5.11.4 User group quick view

This view is showing user group details and
allow user to perform user group specific
functions

1. Group name and code

’ —0
antanas@neurotechnalogy.com Name Address Options
kat dowd@gmail.com Marketting 1 302 N Santa Fe Ave Salina, kS 67401 [T [ETTSEY
Figure 5.69 User group details view
@_4 DEVELOPERS GROUP [ENIn \ § Quick Help
®—. @ Users: 4
(@)——@ U Devices: 0 iPhone 8 INIEEESIEY R
0 iPhone 8|

2. Number of users

3. Devices registered to the group
Select Unregister button to un-
register the device

4. Group admins button

Edit group admins of the user group.
Refer Group admins section for more
details

5. Register device button
Generate registration token to

& GROUP ADMINS

@

0 Xiaomi Redmi Note 8 ISR

O REGISTER DEVICES

& SETTINGS

Figure 5.70 User group quick view

register a device for selected user group. Once select the button, the Client registering view will be

appeared.
6. Edit button

Edit the user group. Refer Add/Edit user group section for more details.

7. Delete button

Delete the selected user group. All user group could not be deleted.

8. Settings button

User group specific settings. Refer General settings section for more details.
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5.11.4.1 Delete user group
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Delete selected user group from the user group list.

5.11.5 Group admins

User group admin allows
to manage users in the
user group according to
the assign permission
level.

1. User group name and
code

2. Table header

3. Check box to
add/remove group
admin

4. Write permission
Refer Group admin
permission section for
more details.

5. Table paging options
6. Close button

@—.!mnlnm Code

First Name Last Name Email Selected Write Permission

Figure 5.71 User group admins view

Group admins are not available for the All users group.

5.11.5.1 Group admin permission

Group admins can be created with following permissions.

1. Read Write

Group admins can manage users assigned to group.

2. Readonly

Group admins can review users assigned to particular group.
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5.11.5.2 Attached users

All users attached to the @
selected wuser group are
showing in this view as
follows. ATTACHED USERS FOR
1. Selected user group Employee code First name
code _ |
2. Table header 6m9IXU Liam
3. Table paging options byxcEm Eva
4. Edit button hUAIR ok
Select edit button .
wivlliwT James
Refer Edit attached
. AmNV5u Gordon
users section for ;
more details. ®_.|4 <[ Iy

100

NCheck Bio Attendance

9 Quick Help
Last name Email
Cameron liam.cameron@abcgroup.com
Nicholls eva.nicole@abcgroup.com
Stewart
Newman jamesnewman@abcgroup.co...
Knox -

L
v items per page 1- 10 of 10 items

@

Figure 5.72 Attached users view

5.11.5.3 Edit attached users

This view allows to
add/remove users from the
user group

1. User group code @) —@mrioreccose  First name
2. Table header
emaIxXy Liam
3. Checkbox to vz =
add/remove user DWDSF Katherine
4. Table paging options DN 2m
wMJiwT James
5. Update user group P _—
bUtton 138218 Evan
6. Cancel button anuKd Steven

anxZZ Joanne

andnc
[Total Items: 11

@—e:-

Dachal

- 1 1 » >l

20 v

&+ SELECT USERS FOR USER GROUP ACC

Last name

Cameron
Nicholls
Dowda
Stewart
Newman
Knox
Hodges
Milier
Edmunds

Clarkenn

items per page

Email Selected

llam.cameron@abcgroup.com -
evanicole@abcgroup.com o ’

katy.d@abcgroup.com

jamesnewman®abcgroup.co...

1211 0f 11 items

®

£ UPDATE USER GROUP % CANCEL .—@

Figure 5.73 Edit attached users view
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5.11.6 User group specific settings

5.11.6.1 General settings

GENERAL
Maximum occupancy for group premises ()
(O)———® Maximum number of users that can be working at a | 1
time
% CLOSE @—(
Figure 5.74 General settings of the user group
1. Maximum occupancy for group premises

5.11.6.1.1 Maximum occupancy for group premises

Administrator/user group administrator allows to limit the number of employees/users of the user group in the
premises. To limit users, enable this setting and add the number of allowed users. The users who are entitle to
the user group as the primary user group will be count when check-in to the premises. If the check-in count is
greater than the maximum occupancy for group premises, the check-ins will be restricted. Refer Add/Edit users
section to change the primary user group of the users.

5.11.6.2 Manage location restrictions for user group

Refer Location restrictions section for more details.

5.11.7 Advanced options of user group view

& ADVANCED -

(D—@a mporases

®—|'. & Export data

Figure 5.75 User group management advanced options

1. Import user group data
2. Export user group data
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5.11.7.1 Import user group data

mentioned in Import and Export
Import data from external sources. Zip files and csv files are accepted. If your data archive is protected with a password. use “Password protected”

information section, To import, agtion when importing.
. Select data type Custom ¥
1.Select data from the list to be
. t d Clser group information
|mp0r e SUser group memberships
. . SUser group lecation restrictions.
— User group information
— User group memberships R oo
information Figure 5.76 Import user groups data view

— User/user group location
restrictions information

2.Select start import button

Refer the Select import location section for more details

5.11.7.2 Export user group data

protected zip file as follows,

Select the data you want to export. Selected data can be downloaded directly to your PC, or you can specify a FTP location to save it.
WUser group information

1.Select data from the list to be ElUser group memberships

[Duser group location restrictions

exported
— User group information close
— User group memberships Figure 5.77 Export user group data view
information

— User group location restrictions information

2. Select start export button
Refer Select export location for more details
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5.12 Manage Shifts and Rosters

Work schedule of the users/user groups in the organization can be managed in this section.

ROSTERS - TOOAY (20990729 [§ Ot vty :a.n‘\?

Nome [ (2R P e P -

Sacond quarter DL 2003043 be mormi, Nt ot dee Curvemt oo Qo
ao
ano

- S > DI [ & wo- |

Mratsy o . | . . Wateuts, L.»E] Torstoy . Foutoy . [ . [

. sy

A\

O oot vasese O neem tesom O nosse rasem O Moot Lt

Maamy . Veang . Mermay . Mocang .

v - o W Seepen Oe o

O oo 110000 O smenme 11000 O mames 1100m O manee  11o0se

el O Oy e Owy O Owy

w 0 we o B 0 we =]

v 0 w- =] v O v o

v 0w o - 0w o

© oo 10000 O reonm eromse O nense 1iewm O voom or000

Mg Nghe ® Noghe Nghe e

. L« I o W Sugpon aw =}

Figure 5.78 Shift and rosters management view

1. Shift management view
2. Roster management view
3. Roster item management view

5.12.1 Shift management view

Daily work schedule can be created with shifts. Shift can be created with specific start time and end time with
restrictions such as work hours should be covered, check-in, check-out, and OT hours.

Shift management view as follows
1. Shift name sufrs —

2. Shift start time Name start End
3. Shift end time o ce0000 70000 ne—0
4. Edit button ) 090000 no

Night 17:00:00 01:00:00 [#] =] .

Edit the shift. Refer Add/Edit shifts section
for more details. ® a0

5. Delete button Figure 5.79 Shift management view
Delete the shift.
6. Add button
Refer Add/Edit shifts section for more details.
7. Import/export shifts
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5.12.1.1 Add/Edit shifts

This view allows to add new shift or edit
existing shift details

vk wN e

10.

Shift name

Description

Shift start and end time

Work hours

Select checkbox to add time
duration to restrict check-ins
Select checkbox to add time
duration to restrict check-outs
Select checkbox to add time
duration to restrict overtime

hours +a0 TR
Select checkbox to add maximum

overtime hours allowed @ @
Add button Figure 5.80 Add/edit shifts view

Add button will be disabled if the

mandatory fields are empty or Validation errors exists. Refer Table 5.23 Error messages of add/edit shift
for more details about error messages could be occurred.

Close button

Table 5.23 Error messages of add/edit shift

Error code Error message

2028 The shift name has already existed.

5.12.1.2 Import/export shifts

5.12.1.2.1 Import shifts

mport data from external sources. Zip files and csv files are accepted. If your data archive is protected with a password, use “Password protected

option when importing.

Select data type Shifts

> START IMPORT CLOSE

Figure 5.81 Import shifts view

Shift information can be imported as mentioned in Import and Export information section. To impot,

1.Select the Shift to import Shifts information

2.Start Import button to select the import location.
Refer Select import location section for more details.
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5.12.1.2.2 Export shifts

Select the data you want to export. Selected data can be downloaded directly to your PC, or you can specify a FTP location to save it.

#IShifts

Figure 5.82 Export shift view

Shift information can be exported as a password protected zip file as follows.
1.Select Shifts to export Shifts information

2.Start Export button to select export location.
Refer Select export location for more details.

5.12.2 Roster management view

Rosters are specific duration @ @ ® (?

in  weeks to plan the |
L. o . ROSTERS - TODAY [2020-01-14]
organizational activities with

shifts for certain time periods e e N f—
P ' @—.m quater 2020-01-14 - 2020-02-10 [a month] No end date Current B —
Manage rOSterS VieW aIIows 15t Qut 2019-12-18 - 2020-01-14 [a month] Mo end date Current un
to,
1. Current date + NEWROGTRR | ==
2. Selected roster @ @

3. Roster name Figure 5.83 Roster management view

4. Roster range

5. Ends on
Roster end date if specified. Otherwise “no end date” will be shown

6. Status
Whether the roster is currently in user or not.

7. Edit button
Refer Add roster section for more details.

8. Delete button
Delete selected roster.

9. New roster button
Refer Add roster section for more details.

10. Import/export rosters
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5.12.2.1 Add roster

This view allows to add new roster.

D@

1. Roster name

N @—.wmn-
Repetition o - R
How many weeks the roster @ - -
should span - Default is 1 week. tnd by 20014 s
Maximum 4 weeks.
3. Start date of the roster
You may select any day, but the
starting day will be Monday of
the selected day’s week by
default.
4. End of repetition Figure 5.84 Add roster view

If no end date specified, the
roster will iterate infinitely. If you specified the end date, the roster would end on the specified date
and thereafter you will not be able to add roster items to it.

5. Continue button
Continue button will be disabled if the mandatory fields are disabled or Validation errors exists. Refer
Table 5.24 Error messages for add roster for more details about error messages could be occurred.

6. Close button

Table 5.24 Error messages for add roster

Error code Error message

2029 The roster name has already existed.

5.12.2.2 Import/export rosters

5.12.2.2.1 Import rosters

Import data from external sources. Zip files and csv files are accepted. If your data archive is protected with a password, use *Password protected”

option when importing

Select data type

Figure 5.85 Import rosters view
Roster information can be imported as mentioned in Import and Export information section. Tip import,
1.Select data from the list to import
1. Rosters information
2. Roster items information
2.Select Start Import button to select the import location

Refer the Select import location section for more details.
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5.12.2.2.2 Export rosters
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Select the data you want to export. Selected data can be downloaded dirsctly to your PC. or you can specify a FTF location to save it.

¥ Rosters

Roster items

P> START EXPORT CLOSE

Figure 5.86 Export rosters view

Roster information can be exported as password protected zip file as follows.

1.Select data from the list to export

e Rosters information

e Roster items information

2. Select Start Export button to select the export location

Refer the Import and Export information section for more details

5.12.3 Roster item management view

After configuring rosters and shifts, roster items can be added for specific dates with user/user groups

assigning shifts as follows.

< N b

C Mondsy o & Tuesday 0 Wednasdzy

© 050000 - 1800:00 © 95,0000 - 140000

O—b= @i

© 0400:00 - 17,0000 © 080000 - 11,0000

Oay s ow

o o O we o
e 0 wee o
# sucven o« [ ]
© 120000 - 020000 © 18:00:00 - 620000

Night + Night 3
# Sppon [ = IR B [ = |

Thursday

© 950000 - 160000

Morning

© 080000 - 170000

Osy

© 180000 - 030000

Night

o
o pa—
© 180000 - 030000
Night
o Suppen

? 9 9

Satueday [+ Sundyy

Figure 5.87 Shift and roster management roster item management view

1. Weeks

2. Calendar view
3. Rosteritem

4. Add menu

5. Filter by Shift

Filter roster items by shift

Filter by user/user group

Filter roster items by user/user group
New button

Add roster item. Refer Add roster item
section for more details
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5.12.3.1 Roster item view

Following details and operation are available in the roster
item view. © 08:00:00 - 17:00:00

O—3* Day (+—0B

1. Shift name, start time and end time =

2. Assigned user/user group list @—oig dev k@

3. Assigned user/user group
Refer Add additional staff section for more details & mit n
4. Delete user/user group = Support n

Figure 5.88 Roster item view
5.12.3.2 Add menu

(D—@ @ Roster item
(@)——e%& Additional staff

Figure 5.89 Add menu of roster items management view

1. Add roster item
2. Add additional staff

5.12.3.3 Add roster item

This view allows to add new
roster item to the roster.

Date

Shift

User/user group
Add button

Add button will be
disabled if the
mandatory fields are
empty or Validation
errors exists. Refer Table 5.25 Error messaged of add roster item for more details about error
messages could be occurred.

4. Close button

shify *

User/ User group *

= whNhe

o To ]

Figure 5.90 Add roster item view

Table 5.25 Error messaged of add roster item

Error code Error message

2033 A roster item already existed on {date} with {shift name} shift and {user
group name} user group.
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5.12.3.4 Add additional staff

Additional staff view allows to
add multiple user/user group ®_.D..,- -

for a roster item. @—e §
1. Date °"° ppore B —————
2. Shift -—0
3. Select user/user -
group @ xcox @———5)
4. Assign button
Assign button will be Figure 5.91 Add additional staff view
disabled if the
mandatory fields are empty or Validation errors exists. Table 5.26 Error messages of add additional
staff is showing error message could be appeared when add additional staffs.
5. Close button

Table 5.26 Error messages of add additional staff

Error code Error message

2033 A roster item already existed on {date} with {shift name} shift and {user
group name} user group.
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5.13 Manage Leaves and holidays
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Leaves and holiday management of NCheck Bio Attendance web control panel allows to manage all user leaves

and holidays. The Leaves and holiday management view as follows.

22 12

i

* HOLIDAYS
Name Start Date End Date No.of .. Leave Type Leave Approval ... Operation =
Select user All user groups - days policy ..
group =
O Peter Moss 2020-07-14 2020-0715 2 CASUAL approved T/ [EEEH
Select user ype to search u ® Karl Luis 2020-07-13 2020-0715 3 CASUAL rejected [T AT
Show rejected leaves
20200715 Wedosdy
Peter Moss m
©—. 2020-07-14 - 2020-07-15  EEE)
Approved
July 2020 Sule>
Mon Tue Wed Thu Fri Sat  Sun
1 2 3 4 5=
®_. [ 7 8 9 01 2
EE] T I H 6 17 18 9
20 2 22 23 24 25 26
F A N 0 1
Mo 1 e M w inems per page 1-20f 2 items

Figure 5.92 Leaves and holidays management view

1. Addleave

2. Add holiday

3. Settings of leaves and  holidays
management

4. Leaves table view
5. Holiday table view

w XN

Table view of Leaves and holidays
Leave filters view

Selected date view

Summery view of the selected leave

. Calendar view
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5.13.1 Add leave

This allows to add new leave for the selected
employee.

Required fields are

1. Select user (D)—@select user * x

Select the username who need to apply the
Ieave PRl ®_.Start date

2. Start date B)—@tndaate . -

Start date of the leave. @)—@Leave type
3. Enddate
End date of the leave
4. Leave type @—.Le-we policy Normal v
The default Ieave.types are Casual, Medical Request resson
and Annual. Administrator allows to add C
custom leave types as mentioned in @—OAppmve reason *
Configure leave type section.
5. Leave policy @ Y o —(9)
There are two available leave policies.
e Normal Figure 5.93 Add leave view

This is the default leave policy. No
restriction will be applied for the leave.
e  Restricted
Once the leave is approved, user will not able to check-in or check-out while on leave.
6. Request reason
The reason for the leaves.
7. Approve reason
The reason for leave approval.
8. Add button
Add leave
9. Cancel button
Cancel the leave dialogue.

5.13.2 Edit leave

Edit leave is required in following cases.

1. Edit leave details such as leave approved duration, leave type etc.
2. Once a user submits a leave request, the approval status must be changed as approved or rejected.
When user submit a leave request administrator will be get notified as below.

0 © &

Notifications (1) & =

Reminder for Leave Approvals. @ @
{ You have pending leave approvals for Kathrine Dowd.

Leave Period : from Tue Jul 28 00:00:00 UTC 2020 to Wed Jul 29
| 00:00:00 UTC 2020

Tl Show deleted notifications

Figure 5.94 User leave request notification
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Requested leaves can be edited as
follows.
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1. Name ®_.N“\!';‘e'\ B | Kathrine Dowd
:jlzi(:;;:;e user. This field is @) —@renesed e ——

2. Requested (3—@rpproved from o to -
The leave requested period by @)—@Lewe type S 5
user.

3. Approved @—.Leaue policy »
Approval period of the user (&)—@Request reason * tedienl eheckur
leaves by the administrator.

When administrator  select @—@avproverhsiectresson
update button only this period  (8)—@approval status "
will be approved.

4. Leavetype
The default leave types are © i
Casual, Medical and Annual. Figure 5.95 Edit leave view
Administrator allows to add
custom leave types as
mentioned in Configure leave type section.

5. Leave policy
There are two available leave policies.

e Normal
This is the default leave policy. No restriction will be applied for the leave.
e  Restricted
Once the leave is approved, user will not able to check-in or check-out while on leave.

6. Requested reason
The reason for the leave

7. Approve/reject reason
Leave approval or rejection reason by the administrator.

8. Approval status
Leave approval reason as follows.

e Requested
Once the user requested a leave, the approval status will be shown as requested.

e Approved
To approve the leaves requested by users, set the approval status as approved. Once the
leaves are approved, the user will be get notified.

e Rejected
To reject the leaves requested by users, set the approval status as rejected. Once the leaves
are rejected, the user will be get notified.

9. Update button
Update the changes.

10. Cancel button

Cancel the edit dialogue.
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5.13.3 Approve leave

The requested leaves by the

user can be approved or

rejected by the administrator Required fields are marked in red ™ < R0

as shown in belOW @——’Name Kathrine Dowd (Employee code Mon Tue Wed Thu Fri Sat

1.

10.

11.

27

@——0 Leave days 2020-07-28 - 2020-07-29 28
Name

—————@ Leave type CASUAL 29 13 1415 16
The name of the user @ @ )
—@Policy Normal 30 | 20 12| 23| 2

Leave days @———’R@ason Personal reason n 2 ®

The period leaves @_’App,ov.,..,-m 2
applled comment *

Sun

Leave type @RI e ———

Leave type as

Casual, Medical, ’.k

Annual or custom

leaves as mentioned X CANCE

in Configure leave
type section.
Policy
The policy as

e Normal

e  Restricted

User are not allowed to check-in or check-out while on leave.

Reason
The reason for the leave.
Approve/reject comment
Comment for leave approval or rejection
Calendar
The calendar view shows periods the leaves are requested.
Accept button
Approved the leaves.
Decline button
Reject the leaves
Edit leave
Edit requested leave as mentioned in Edit leave section.
Cancel button
Cancel the approve leave dialogue.

Figure 5.96 Approve leave view

5.13.4 Add holiday

This allows to add a holiday for the selected date as below.

1.
2.

Normal holiday type
Recurring holiday type
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5.13.4.1 Normal holiday type

The normal holiday type as follows.

1.

Holiday type
Holiday type as Normal

Date @—.Holiday type ® Normal Recurring

Required fields are marked in red **

Holiday date ®_ ® Date * S .
Description B

Add button ®—. Description

Add holiday

Cancel button @ £ e o—0O

Cancel add holiday dialogue
Figure 5.97 Add normal holiday view

5.13.4.2 Recurring holiday type

The recurring holiday can be added as

follows.

1.

Holiday type Required fields are marked in red "*".

Holiday type as recurring D——®Holiday type Normal @ Recurring
Recurring type (2 @Recurring type Wkl .
Recurring type as '

o  Weekly ®—we0ay Thursday v
Add the hO”day for once @— -@ Start ® Not specified Start from
every week

e Monthly @—.End ® Not specified O Endson
Add the holiday for once @—.Description‘
every month

e Yearly
Add the holiday for oncea @ o e
specified month in every
year. A field will be Figure 5.98 Add recurring holiday view
appeared to select the
specified month.

Day
Select the date to apply the holiday
Start

The start date of the recurring holiday. Select start from option and specify the start date if required.
End

The end date of the recurring holiday. Select ends on option and specify the end date if required.
Description

Add button

Add the recurring holiday.

Cancel button

Cancel the add holiday dialogue.
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5.13.5 Leaves table view
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Leaves table shows all user leaves for the selected leave in calendar view.

S R

D S S SR

.

Leava.Type Leave policy Approval... Operation
CASUAL Approved D ;m
CASUAL Rejected epiT Jf x DELETE |

Figure 5.99 Leaves table view

Name Start Date End Date No. of
days
Peter Moss 2020-07-14 2020-07-15 2
Karl Luis 2020-07-13 2020-07-15 3
1. Name

2. Start date
Leave start date

3. Enddate
Leave end date
4. No of day

No of days leave applied
5. Leave type
Leave type as Casual, Medical, Annual or
custom leave type as mentioned in
Configure leave type section.
6. Leave policy
Leave policy as
e Normal
e  Restricted
Users are not allowed to check-in
or check-out while on leave.

5.13.6 Holiday table view

Holiday table view shows holidays for selected date
in Calendar view.

1. Date

Date of the holiday
2. Description
3. Operation

Delete the holiday
4. Table options

5.13.7 Leave filters view

This view allows to filter all leaves for selected date in the
calendar view as follows.

1. Select user
Display all leaves for the selected user group
2. Select user
Display all leaves for the selected user
3. Show rejected leaves
Check this option to display the rejected leaves
of users.

Date

2020-07-24

7. Approval status
Approval status as Requested, Approved
or Rejected.
8. Operation
e Editleave
Approved or rejected leaves can
be edit as mentioned in Edit
leave section. The requested
leave can be approved as
mentioned in Approve leave
section.
e Delete leave
Delete the leaves
9. Table options

le—®

Description Operation

Figure 5.100 Holiday table view

Company maintenance

Select user
group

All user groups v

@—. Select user VI r *

®—. Show rejected leaves

Figure 5.101 Filter view of leaves
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5.13.8 Selected date view

The details of the date are shown as selected leave from (2)
the Leaves table view or holiday from the Holiday table

view.

1.

(1)—2020-07-24 Frtay —3

@—.E‘I Company maintenance
Date

The date of the selected date from the Calendar

view or date of the selected leave from the Figure 5.102 Selected date view
Leaves table view or date of the selected holiday form the Holiday table view.

Day

Select today button

Select the current date form the Calendar view

Holiday name

This will appears if a holiday selected from the Holiday table view.

5.13.9 Summery view of the selected leave

This view is showing the leave summery of the selected O e ]

leave from the Leaves table view as follows.
@—02020-0?-01 - 2020-07-03 )
1. Username (3)—® Approved
Leave period
Start and end date of the leave with number Figure 5.103 Summery view of the selected leave
of days
3. Approval status of the leave
Approval status as Requested, Approved or Rejected.
4. Edit button
Approved or rejected leaves can be edit as mentioned in Edit leave section. The requested leave can
be approved as mentioned in Approve leave section.
5.13.10 Calendar view
Calendar view allow user to select the specific date from the
selected month and it also represents details of the leaves and
holidays across the selected month as showing below. (3®-eJuly 2020 < >
. . Mon Tue Wed Thu Fri Sat  Sun
1. Buttonto nav!gate to previous month @ W . B
2. Button to navigate the next month
3. Selected month 3 & s o 1ul w
4. Selected date @_.
5.  Number of leaves of the day Bl 14 18l 16 17 18 19
6. Current date
7. Holiday ®——® 2 2n00# 5
@ = 1=Tre
27 28 29 30 3
Figure 5.104 Calendar view of the Leaves and
holiday mangement
5.13.11 Settings of leaves and holidays management
1. Configure leave type
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2. Import data
3. Export data

5.13.11.1 Configure leave type

Instead of the default leave types (casual, medical, and annual), Administrator allows to add custom leave types
as follows.

Leave type ~  Descripti = ith ~  Created At ~  Modified At ~  Deleted =
®_.CASUAL CASUAL 7 2020-07-20 2020-07-20 -in

MEDICAL MEDICAL 14 2020-07-20 2020-07-20

ANMNUAL ANNUAL 14 2020-07-20 2020-07-20

4 L

®—. Show deleted leave types

@ ® CLOSE .—@

© NEW LEAVE TYPE...

Figure 5.105 Leave type view

1. Leave type table 4. Add/edit leave type

2. Show deleted leave type 5. New leave type button
Check this option to show deleted leave Add new leave type. Refer Add/edit leave
types type section for more details.

3. Delete button 6. Close button
Delete selected leave type form the table. Close leave type dialogue

5.13.11.1.1 Add/edit leave type

Add a new leave type or edit existing leave W ADD LEAVE TYPE
types follows.

1. Type name (D——® Type name * Leave type
Name of the leave type. This is not
editable when editing the leave (@Q—®Type description * | type description
type.

2. Type description (:)—0 Entitlement * ]

3. Entitlement

Number of leaves available for

users. @ x close ——0)
4. Add button

Add leave.
5. Close button

Close Add leave type dialogue.

Figure 5.106 Add leave type dialogue view
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5.13.11.1.2 Leave type table

SR SRR SRR S

Leave type ~  Description ~  Entitlement ~“  Created At ~  Modified At ¥  Deleted e
CASUAL CASUAL 7 2020-07-20 2020-07-20
MEDICAL MEDICAL 14 2020-07-20 2020-07-20
ANMNUAL ANNUAL 14 2020-07-20 2020-07-20

Figure 5.107 Leave type table view

1. Leave type 4. Created at
2. Description Created date of the leave type
3. Entitlement 5. Modified at
Number of available leaves for the leave Modified fate of the leave type
type 6. Deleted

Deleted date of the leave type if deleted.

5.13.11.2 Import data

This option allows to import leaves and holidays as

mentioned in Import and Export information section.

A Import data from external sources. Zip files and csv files are accepted. If your data archive is
TIO Import data’ protected with a password, use "Password protected” option when importing

Leaves

1.Select information to be imported from the list £ Holidays

— Leaves information

Figure 5.108 Import leaves and holiday data view

— Holidays information

2.Select Start Import button to select the import
location.

Refer Select import location section for more details.

5.13.11.3 Export data

This option allows export all leaves and holidays as
password protected zip file as follows

1.Select information to be imported from the  ggject the data you want to export. Selected data can be downloaded
list directly to your PC, or you can specify a FTP location to save it.

Leaves

— Leaves information .
Holidays

— Holidays information

Figure 5.109 Export leaves and holidays data view

2.Select Start export button to select the export
location.
Refer Select export location for more details
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5.14 Manage devices
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Device management page allows managing all NCheck Bio Attendance client devices and API registered with the

NCheck Bio Attendance NCheck Bio Attendance server.

& GENERATE APl ACCESS

Description Application Assigned To

HUAWEI JKM-LX2
Developer AP

Xiaomi Redmi Mote 8

NCheck Bio Attendance Standard
Third party API client

MCheck Bio Attendance Lite

All users group
All users group

Group - Dev

HUAWEI JKM-LX2

& Operating system:
# 05 version:

€ Device configuration

Android

28

LAST SEEN: 5 DAYS AGO

Identification / Any Event

& PERIPHERALS

Name Type Status Connection status.. =
RFID + Enabled @ Disconnected =
Password + Enabled O Connected
Iris - «" Enabled D Disconnected
Finger & + Enabled D Disconnected
Employee IO + Enabled © Connected .
.
£ 4 1 FARE 2 | 20w items per page 1 -3 of 3 items
Figure 5.110 Device management view of web control panel
1. Devices/APIs list view
2. Devices/APIs details view
3. Search device by name
4. Generate APl access
Refer Generate APl access credinitals section ofr more details
5.14.1 Devices/APIs list view
@—‘m Appiicaton Assgned To =
AP Thed party A et Al s gring
@—mewd.‘ NCheck B0 Attendance Standard Geowp - Dev
- . X NORACK B0 ARG e g W - CENre

NONack Do Atendance Sandard Al usery grovp

NChack B Altendance Standard Grovp - mit

v Beemd per e S ol Be

Figure 5.111 Devices/APIs table view
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1. Table header
2. Selected device/API

Details of the selected device/API are shown in Devices/APIs details view.
3. Table paging options

5.14.2 Devices/APIs details view

This view represents the selected device/API HUAWEI IKM-L32 LAST SEEN: 5 DAYS AGO
details.
# Operating system: Android
1. Device/API quick view D9 05 verin e
2. Perlphera/s Vi€W % Device configuration: Identification / Any Event

P T ey T K

& PERIPHERALS

Name Type Status Connection status.. =
RFID > + Enabled @ Disconnected
®_. Password 4 + Enabled © Connected

Iris. - + Enabled D Disconnected

Finger & + Enabled @ Disconnected

Employee ID = + Enabled © Connected .

. »
o |

Figure 5.112 Device/API details view
5.14.3 Device/API quick view

This view shows available details and operations for the selected device/API.

@)

HUAWEI JKM-LX2 LAST SEEN: 5 DAYS AGO [T

®—." Operating system: Android
(10——®# os version: 28
@—.u{ Device configuration: Identification / Any Event

# EDIT € RE-REGISTER DEVICE | @ BLOCK | & UNREGISTER | & SETTINGS

® @ ®

Figure 5.113 device quick view
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10.

11.

12.

13.
14.
15.
16.

17.

NCheck Bio Attendance

7

DEVELOPER API

B This is a third party application created to access NCheck Bio
‘& Attendance APl's

@—OAPI access permission: Read-write (Admin)

(®——@ User name: VPXACISPUMIGX6VE3UQE
Password: Change

@—0 To learn how this can be integrate with your system, read the API

documentation

Figure 5.114 API quick view

Selected device/API description
Device/API block/unblock state
Last seen
Last seen date of the client application
Logo of the OS
Operating system
Operating system of the device, client application has installed.
Edit button
Refer Edit device section for more details.
Re-register button
Re-register device for user/user group. Refer Re-register device section for more details.
Block/unblock button
Refer Block/unblock device/API section for more details.
Unregister device
Refer Unregister device section for more details.
Device settings button
Refer Device settings section for more details.
Edit button
Refer Edit API section for more details
APl access permission

e Read-only

Read-only permissions to execute the GET APIs
e Read-Write
Read-writer permission to execute all available APIs

Username for APl access credential
Change the password of API access credentials
Link to open NCheck Bio Attendance APl documentation.
OS version
version of the operating system
Device configuration
The device configuration as mentioned in section
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5.14.3.1 Edit device

This view allows the edit the device details.

Hwn e

Device code

Device code

Device description

Device configuration

Refer Device configuration section for
more details

Save button

Save button will be disabled if the
mandatory fields are empty or
Validation errors exists.

Cancel button

5.14.3.1.1 Device configuration

Device configuration view as

O—e
®—.Deuice code *

WoUBJESIPVALAO2ZZVTG

NCheck Bio Attendance

O This code should be unigue for a device.

(3 ®@Description * HUAWEI JKM-LX2

CONFIGURATIONS

Authentication dentification v
@ @| mode

External

executables

Events Check-in Check-out @ Any event

Reset configuration

®

L] @save EERaleSd 0—@

Figure 5.115 Device management edit device view

Authentication

Verification
follows. mode
1. Authentication mode ® o Verification ® Idfirst O Biometric first
iy ; order
2. Verification order
3. External executables External
4. Events : executables
Event type as check-in, '
check-out, and an ] ] )
! Y ®—.Events D Check-in O Check-out @ Any event
events.
5. Reset configuration ® @ Reset configuration

5.14.3.1.2 Authentication mode

Figure 5.116 Device configuration view

Authentication mode can be applied to authenticate user to identify or verify user.
Available authentication modes are,

1.

Identification

The identification is the default authentication mode. Identification is performed on biometric and user

id data as mentioned below.

1. Biometric

data

User biometric data such as face, fingerprint and iris are comparing against the database with
previously collected biometric samples depending on the Recognition threshold. If the matching
score is greater than the Recognition threshold value, user is considered as identified.
Therefore, this mode may demand large processing time.

2. Userid data

User id data such as user id, barcode and QR code are comparing against the database and

giving the matching users.
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2.Verification EE ey Board ||||||| Barcode E RFID
The verification mode can be applied with a user id peripheral and
a biometric peripheral to verify the user against the previously — — i
collected biometric sample. To get verified, matching score should .Q Face (@@ Fingerprint @ s
be greater than Verification threshold. Figure 5.117 Device management

verification mode combination
3.None

Attendances are not recording when the authentication mode is none.

5.14.3.1.3 Verification order

As mentioned in Authentication mode section, if the verification mode is selected, the verification order can be
set as either the “id first” to enter the user id(employee code, barcode, RFID) first or the “Biometric first” to
capture the biometric first.

5.14.3.1.4 External executables
System can be configured to run external programs (either from external executable or API) during user

identification. For an example, an automatic door opening program can be executed upon successful
user identification.

This view allows to add new external @
executable or edit existing external
t ble External executables *
executable.
®—.Name o Executable path *

1. Add new external executable
2. Name @—.Trl'gger on Parameter
Unique name for the external vent
executable. 'mes'.at-n::

User reference
3. Executable path s
APl URL or absolute path for the Lo

external executable

Address
4' Trigger on Peripheral Code
Trigger the external executable on, @

e Check-ins

e Check-outs

e Anyevents

e Unidentified events
5. Parameters
Following parameters with values can be passed to the URL or executable.

Figure 5.118 Device management add/edit external executable

e Event (EVENT)
Event type as CHECKIN, CHECKOUT or UNIDENTIFIED.

e Sequence id (SEQUENCE_ID)
Id of the event.

e Time stamp (TIMESTAMP)
Date and time of the event.

e User reference (USER_REF)
Employee code of the user.

e Username (USER_NAME)
First name and last name of the user event recorded.
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6.

e Shift code (SHIFT_CODE)

NCheck Bio Attendance

Shift code of the NCheck Bio Attendance Standard clients. In the standalone mode shift code is

DEFAULT.

e Location (LOCATION)

Longitude and latitude of the event geo location. example: {Longitude, latitude}

e User status (USER STATUS)

User is blocked or not. Pass 0 if the user has blocked otherwise 1.

e Address (ADDRESS)
Address of the user.

o Peripheral code (PERIPHERAL_CODE)
Unique identified number of the peripheral.

Remove button

Remove external executable.

5.14.3.2 Edit API

This view allows to edit

the API details.

b S

@—. Device code *

APl code @——@owcwien:
Description B @
Password ®_.,,. secess
APl access

permission ®

Save button
Save button will
be disabled if

o -—5)

Figure 5.119 Device management edit APl view

the mandatory fields are empty or Validation errors exists.

Close button

5.14.3.3 Re-register device

This view allows to re-register the

selected device.

1.

D)@ oeecese:

Device code
Employee/username or group
name

@_ A Erpleyes o employse greup *

@

Generate button

To generate registration code.
Generate button will be disabled
if the employee/group code has
not selected.

Registration code and QR code
Use this code to register the
NCheck Bio Attendance client
device.

Close button

Registration Toker

8259210

[m] 5% [=]
=]

0 Use this code 10 re-register the device

Figure 5.120 Device management re-register device view
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5.14.3.4 Block/unblock device/API

Block/unblock selected device/API from the list. If the device/API has blocked

1.
2.

User could not be able use APIs

5.14.3.5 Unregister device

NCheck Bio Attendance

User could not be able to enroll biometrics or record attendances from the blocked devices.

Unregister the selected device/API from the list. Unregister devices should reregister to record attendances.

5.14.3.6 Device settings

This view allows to add client or biometric settings to the selected device from the device lit.

1.
2.

Client settings
Biometric settings

5.14.3.6.1 Client settings

Client settings can be applied for the Lite/Standard client as below

Table 5.27 Client settings for selected device

Client setting
Result dialogue timeout
Enable licensing
Show work time on clients
Allow automatic peripheral enabling of new clients
Offline operation mode
Manual capture start
Automatically synchronize offline data
Offline data synchronize interval
Reset offline client password
Allow predefined location
Self-enroll templates
Hat detection feature
Hat detection threshold
Use in-built biometric verification on personal clients
Mask detection

Mask detection threshold

Lite client

RNERNED (B NENED (B NE NN NI NN Y N

Standard client

XX AKX NI XXX XX
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5.14.3.6.2 Biometric settings

Biometric settings for the selected device.

Table 5.28 Biometric settings for Lite/Standard client
Client setting Lite client Standard client
Face liveness mode for client application ‘/

Face liveness threshold for client application

NN XX

‘/
Allow without biometrics x
X

Manual face selection

5.14.4 Peripherals view

Peripheral view shows all & PERPHERALS O
available peripheral of the D— @ = P Connection status -
Selected deVice. Logitech HD Webcam C270 =] + Enabled A Connected
HID-compliant vendor-defined d (=] + Enabled © Connected
1. Periphera/ table HID-compliant consumer control.. | &3 + Enabled € Connected
2‘ Per’phera/ qu[ck V[eW HID Keyboard Device = + Enabled © Connected
3. Edit button g
TO Ed It SE|ECted ®—.3 Peripheral name: Logitech HD Webcam C270
per'pheral. Read Edlt 4 Configuration: Default Configuration e
dentification / Amvy Event
peripheral section for
more details. ©) L o | mosa: S €Y
4. Disable button
Enable/disable Figure 5.121 Device management manage peripheral view

selected peripheral.

5.14.4.1 Peripheral table

Peripheral table represents all detail of the @
available peripherals. °

1. Table header ] v Enabled © Comected
2. Name = S S
Peripheral name ol o R

3. Type

e Face

e Fingerprint Figure 5.122 Peripheral table view

e Iris

e Userid

e Barcode
e RFID
4. Status
Enable/disable status of the peripheral.
5. Connection status
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e Connected
When the peripheral is available with the device.
e Disconnected
When the peripheral is not available with the device.
6. Table peripheral
Selected peripheral details are shown in Peripheral quick view.

5.14.4.2 Peripheral quick view

@—.:‘ Peripheral name: Logitech HD Webcam C270

@—.ﬂ: Configuration: Default Configuration

Figure 5.123 Peripheral quick view

1. Peripheral name
2. Peripheral configuration
The peripheral configuration applied to the peripheral.

5.14.4.3 Edit peripheral

Edit peripheral view allows to
edit peripheral details.

1. Peripheral code @ ® Peripheral code * | L5 Giobal Nokia 4.2_FACE
2. Name. @ This code should be unique for a peripheral
3. Save button @——eName* Camera

Save button will be
disabled if the

mandatory fields are x close ——@
empty. |
4. Close button ©)

Figure 5.124 Edit peripheral view
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5.14.5 Generate API access credinitals

NCheck Bio Attendance server has

given the API access to access user, @
biometric, event data across given C)—."'“‘“*’“'“”'

user group to use in third party @_@__.D_w,,,i,n_
applications. @ P

1. Selected user group @D—— °

The default is All user bt

group Information: Y
2. Description
3. APl access *
ASSign permiSSion tO use Flyure 25.1£0 DEVILE [TIUTIUYyEITierit Ari creueriuuis view
API Figure 5.125 Device management API credentials view

e Read only (Auditor)
Assigned user group allows only to retrieve data from the API.
e  Read-Writer (Admin)
Assigned user group has permission to retrieve and alter data.
4. Create button
Create button will be enabled if the API description has added. After create API, user name and
password which is required for APl access will appear as shown in Figure 5.127 APl access credentials
view. For more details refer APl Documentation section.

User name:
B88095CEGLMNMNPITT160D0
Password:

GY8YRIW49GFWUOYUMZS3

Figure 5.127 APl access credentials view

The error messages could be appeared when creating APl are showing below.
Table 5.29 Error messages of API credentials creation
Error code Error message

2036 Peripheral configuration name has already existed.
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5.15 Manage Event logs

Event logs can administrator to add, edit, delete and review all event logs recorded.

NCheck Bio Attendance

"33

h m QMAP O OVERTIME = EVENT IMAGES
® Hame © Shitt Maems Direetion sed Sttus
Select shift Defpn b Kathine Diowd TG Dietait on
Setect user grovp Al uae - m
on
Select user =
Fhow only error eventy
Geoup events
® bamime O Sheraries
2021-03-15  Menday | s v |
Gy v v 020000 [
@_. O Kathrine Dowd 120717
Sadcn Aoad Ragama Herage. 5 Lanka
March 2021 < >
Mon Tue Wed Thu Fri Sat Sun
1 2 3 4 g [
Coo oo [ oo | o |
[ 3 1 1 12 B u
15 1 7 12 %
3 3 Fi n E
& £ N

Time Zone Location Addrens

- 0530 25 HEGHT, 190645154 Session Rnad, Ragama Horspe.

Figure 5.128 Event log management view

1. Refresh data
2. Re-evaluate button

Evaluate all the event logs to fix events with missing check-ins/check-outs.

3. Add button
Add new event log. Refer Add event log section for more details
4. Add from unidentified button
Import/export event logs
6. Event log detail view

g
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5.15.1 Add event log

This view allows to add
new event log.

J—@ User name * Iy x
1. Username
—@ Status ;
Status © &
Check-in or Check- (D@ selectDate 2021-03-15 "
out @—. Select time 00:00:00 @
3. Selected date ®
4. Selected time imesens e
5. Time zone B -
6. Shift ®—westhit Default Shift -
7. Shift date (D——e@shiftdate[F Use a different shift date
When an 2021-03-15 o
employee Check- (8)——@Loction
in or Check-out Latitude, Longitude
not in the same (@——®pescription
date as the event
date, (E.g. @0 x close @—(1)

Working overtime
or Shift spans for
two days) shift date should be specified. Otherwise the event will belong to current day’s shift.

Figure 5.129 Add event log view
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10.

11.

NCheck Bio Attendance

Location

The coordinates(Latitude and longitude)of the event location.

Description

Add event button

Add event button will be disabled if the user of the event has not been selected. Table 5.30 Error
messages of add event logs is showing the error messages could be appeared when add events.
Close button

Table 5.30 Error messages of add event logs

Error Code Error message

2037 Could not record events. The device has been blocked
2042 Could not record events. The user has been blocked.
2043 Could not record event. Check-in time has restricted.
2044 Could not record event. Check-out time has restricted.

5.15.2 Add from unidentified

The

failed

identify users (T)— @ — = -

are

unidentified

events

to " Blometrics

called

events.  This [ I Y—

feature allows ote 2
to add events @

from
unidentified 20
events. =
1. Date P AToe2
filter
@ @ x CLOSE .—@
Figure 5.130 Add event from unidentified event view
2. Unidentified event list
3. Unidentified event quick view
4. Add button
Add button will be disabled if no biometric image will be selected from the list. Add event log view will be
shown to give details of user after select the add button.
5. Close button

108



NCheck Bio Attendance

5.15.2.1 Unidentified event quick view

Biometric thumbnail image with the event timestamp are
showing as follows.

1.
2.
3.

Modality thumbnail

Delete unidentified event button
Unidentified event details button
Show Unidentified event details view
Event date and time

®

(4)—2020-01-30
14:28:37

Figure 5.131 quick view of the unidentified event

5.15.2.2 Unidentified event details view

The detail view of the unidentified
events.

1.
2.
3.

Modality: FACE
The date and time of the event e 202121 L LU%14 ©
Modality thumbnail

Modality type

e Face
e Fingerprint
e iris

Event date and time
Close button

% CLOSE .—@

Figure 5.132 Unidentified event details view

5.15.3 Event log detail view

N

Event/map view
Overtime view
Event image view
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5.15.4 Event/map view

Event view show all user event for the selected date.
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3. Selected event quick view
4. Event calendar view

5. Events table

6. Map view

5.15.4.1 Event filters view

All events can be filtered as follows,
l: )—QSelm shift

All shifts v
1. Select shifts
Filter events by shifts. Default shift is
All shifts. (B)—@select user : et x
2. Select user groups
Filter events by user group. Default @—® © showonly error events
user group is All user group. (5)—®Group events
3. Select user ® Eventtime O Shift start time
Filter events by selected user.
4. Show only error events
Filter check-ins without check-outs
and check-outs without check-ins.
5. Group events
e Event time: Events will be displayed according to the check-in/checkout time in the day.
e Shift time: Events will be displayed based on the shift start time and shift end time.

®—.5¢Im user group All user groups v

Figure 5.135 Event filters view of event/map view

5.15.4.2 Selected date view

®—. 2020-01-16  Thursday SELECT TODAY

®—. Day start time : 00:00:00 |gle_ st =

Figure 5.136 Selected date view of event/map view

1. Selected date
. Day start time
3. Select today button
Select this button to select the current date from the calendar view.

5.15.4.3 Selected event quick view

@ oun) | Kathrine Dowd 1:29:47

®—.25 A Alwis Pl, Colombo, Sri Lanka
e | oo

® ®

Figure 5.137 Event log management selected event quick view

1. Eventtype
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6.

Username

Event time

Event location

Edit button

Refer Edit event section for more details.
Delete button

5.15.4.4 Event calendar view

Event calendar is representing following details.

1.
2.
3.

Selected month

No. of missing check-outs

Events recorded with correct check-ins
and check-outs sequence.

NCheck Bio Attendance

(D——e@December 2019

Men Tue Wed Thu Fri

2 3 4 5 & 7
@  EEEEE
a 10 1" 12 13 14

4. No. of missing check-ins
Current date

v

6. Calendar month navigation buttons

5.15.4.5 Events table

N ¢

Shift Name

;

1

~  Direction and Status

19 20 21 22

Figure 5.138 Calendar view of event/map view

e

Time Zone

Qu9s Day oM 08:00:00 0530
Deczde Dy >IN Ca oo
D, Deta © N 08
goddp Day © N 08:30:00 5
ZwhiDv Diefa 294
ZwHDv Default © N 12957
Karl Ma QuT D,
Jhon Stuert ezl Dy 000 £5 .
athring Dowd TwHD iy
eter Nicsos godp [+ s o400 5

Table header

Name

User ID

Shift name
Direction and status

uhwNE

Event type as check-in or check-out

6. Eventtime

v (lems per page

Figure 5.139 Event table view

i

Lt

Not avaiable

Location

Not avadable

ot avadable
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10.

11.

Event time zone
Location

NCheck Bio Attendance

Longitude and latitude coordinates of the event location.

Address

Address of the event location

Selected event log

To edit event, double click on event log row. Refer Edit event for more details.

Table paging options

5.15.4.6 Edit event

N rWDN R

10.

14.

@—.m« name
®_ _@sutus

®_..wm Date
@— e
(©)—@rimezone

name

Status

Event date

Event time

Event time zone

Shift

Shift date

Event location

Show location button

1)
;

[ SO
Q Face identification L
Peripheral: FACE

Figure 5.140 Event log management edit event

11. Authentication
Authentication as face, fingerprint, iris,
barcode, RFID, or user id
12. Event record type
e Eventrecorded by admin
Event added by admin
e Online recorded event
Event recorded from NCheck Bio
Attendance client application.

Show the event location on the google 13. Save changes button

map.
Description

Close button

Following errors could be occurred when
save changes of event logs.
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Table 5.31Error messages of edit device

Error Code Error message

2037 Could not record events. The device has been blocked
2042 Could not record events. The user has been blocked.
2043 Could not record event. Check-in time has restricted.
2044 Could not record event. Check-out time has restricted.

5.15.4.7 Map view

The event map is showing the s.. omp
location of user’s recent event for '
the selected date. All checkout

events are shown in red color and

check-in events are shown in green

color. Selected event will be shown st Jomn Cemetery \
in yellow color. : ok LT

w Fitness Club Q)

Rachel Clarkson

Flurian.‘ 3
eron

Check-in events are ) (iR e
showing in green color Soann @runcs : m‘mﬂ 5

Bobs Discount Fumiture @ Q) Trader Jos "
noco G St u
Kathefffpowd s Cinemart C

Q - =

. Checkout events are

showing in red color

(&) ;
Selected event is showing Google | A W@ eymbor i

in yellow color Figure 5.141 Event log management Map view

The map view can be configured as follows

1. The event log map can be configured using following map services
l. Google map
I Baidu map
2. After obtain a map key, go to Settings > Web and select map provide from Event log location map
provider setting and set the obtained API key for Map API key setting.

5.15.4.7.1 Google map

To configure google maps obtain a google map APl key as mentioned here.

If you can see “For development purposes only” water mark on the event log map once you have configured
with Google map, you have to make sure that.

1. Billing has not been enabled on your account.
2. The provided billing method is invalid (for example an expired credit card).
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3. APl access daily limit has been reached

To remove the watermark, you need to Ilog in to Google cloud services console
(https://console.cloud.google.com/project/ /billing/enable) and check the status of particular project created
for Map API access.

If the API key is correctly provided, you should see Google maps loaded properly. If it’s still showing some error
on top as follows, you need to check whether the API key is correct.

IZ EVENTS @ MAP O OVERTIME EVENT IMAGES

Invalid map API key
It seems your Google maps API key is invalid. In order to view maps, you need to obtain an API key. Go to Google maps documentation and follow the procedure on "Creating APl
keys". Once the key is obtained, provide it under SETNNGE tab > [HSS > MSEIABIREY.

Oops! Something went wrong.

This page didn't load Google Maps correctly. See the JavaScript console for technical details.
Figure 5.142 Eventlog map view for invalid google map API key

5.15.4.7.2 Baidu map

To configure Baidu map, obtain API key as follows,

Create an account at https://passport.baidu.com/v2/?login

Set up an developer account at http://developer.baidu.com/user/reg.
Go to http://lbsyun.baidu.com/apiconsole/key

Click the “I agree button”

Choose “Browser” as the application type

R N
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5.15.5 Overtime view

satect shift Day
[Seboct user group Al user groups

[Select user

Kathrine Dowd

@_. Approval status: None

®—.J anuary 2020

Men Tue Wed Thu Fri
& 7 8 9
[o: [o ] o |
13 14 1% 16
20 21 2 3

Overtime filter view

wn e

4. Overtime table

User overtime quick view
Overtime calendar view

5.15.5.1 Overtime filter view

= EVENTS @ map © OVERTIME
HName - |[ID v Checked in
Kathrine Dowd dwhee 2020-01-31 075757

Pates Nekesee witewe 2020-01-31 074321

4 L 10 T |ibems per page

Figure 5.143 Overtime view

Overtime filter view shows following filters

1.  Select shifts

@—. Select shift

Filter events by shifts. Default shift is All ®—.5e'eﬂ user group

shifts.
2. Select user groups

Filter events by user group. Default user

group is All user group.
3. Select user

Filter events by selected user.

5.15.5.2 User overtime quick view

®—. Select user

Overtime quick view shows following (7)—@«athrine Dowd

details.
1. Username
2. Max overtime status
3. Overtime hours
4, Edit button

@—.Approval status: None

¥ Quick Help

NCheck Bio Attendance

All user groups

Figure 5.144 Filter view of the Overtime view

“ LastChecked-owt - Max OT status ~ Gvertime Wark Hours... Max OT
2020013120232 Mone 0000
02001-31 191220 None Y000
.
Day v

3:00:000—3)

EENs—©

Figure 5.145 User overtime quick view
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5.15.5.3 Overtime calendar view

Overtime calendar shows following information ®_.January 2020 < >o—0
for each day. Mon Tue Wed Thu Fri Sat Sun
1 2 4

1. Selected month [ o5 | : :
2. Number of overtime entries submitted to 6 7 8 2 10 i 2

approval or rejection Hm‘S = = -
3. Calendar month navigation @_m

20 21 22 23 24 25 26

28 29

1

:

30

Figure 5.146 Overtime calendar view

5.15.5.4 Overtime table

‘ ~  First Checked-in ~  Last Checked-out ~  Max OT status ~  Qwvertime Work Hours... Max OT v ||=

@—. Name ~ 1D

@—. Kathrine Dowd dwiwe 2020-01-31 07:57:57 2020-01-31 20:23:12 None 3:00:00 80000

Peter Mikson wefewr 2020-01-31 07:43:21 2020-01-31 19:12:20 None 3:00:00 8:00:00

tems per page 1-20f2 items

x
A
v
v

-

Figure 5.147 Overtime table view

1. Table header 7. Number of overtime work hours user has
2. Username worked

3. employee code 8. Number of Max OT hours allowed for the shift

4. First checked-in date and time 9. Selected overtime
5. Last checked-out date and time Selected overtime details are shown in User
6. Max overtime status overtime quick view

10. Table paging options
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5.15.5.5 Edit overtime

This view allows to edit overt time details.

1. Username

Username cannot be adapted.
2. Check-in date

Check-in date cannot be adapted.
3. Overtime hours

Number of overtime hours user has worked.

This entry cannot be updated.
4. Max OT
Number of maximum overtime hours
allocated for user.
5. Max overtime status
6. Shift
Shift cannot be updated
7. Save changes button
Save changes button will be disabled if the

NCheck Bio Attendance

@—.Namc

®—. Check-in date 2020-01-31
®—. Overtime

@— —@ Max OT . 0800:00 o
@-.Mu OT status | Hona .

@—.sr.m o
@ @ save cHanGes [ :;-.;s.

Figure 5.148 Edit overtime view

Validation errors exists. Table 5.32 Error message of edit overtime shows all error messages.

8. Cancel button

Table 5.32 Error message of edit overtime

Error code Error message

3010 Could not record overtime. Overtime should not be greater than the max

overtime hours.

5.15.5.6 Max overtime status

1. None

Once user completed the events for the day, approval status will be none if the overtime hours exist.
Administrator will mark the overtime as approved or rejected.

2. Approved
Accepted overtime by administrator.
3. Rejected

The rejected overtime by administrator.

5.15.6 Event image view

Event image view is showing all event images for the selected date in Event calendar view.
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Kathrine Dowd © IN Kathrine Dowd () OUT Kathrine Dowd © IN
© 08:07:17 © 12:08:59 © 15:55:29

9 Page 1 of 1

®
®—. Previous Next .—@

Figure 5.149 Event image view

1. Eventimage thumbnail
Select the thumbnail to edit event as mentioned in Edit event section.
2. Current page of available page
3. Previous button to navigate previous page
4. Next button to navigate next page

5.15.7 Import/export event logs

5.15.7.1 Import event logs

Import data from extemal sources. Zip files and csv files are accepted. If your data archive is protected with a password, use “Password protected option when
importing.

@Event logs

Figure 5.150 Import event logs view

Import event logs information can be imported as mentioned in Import and Export information section. To
import event logs,

1. Select event logs
2. Select Start import button
Select Start import button to select event logs file. Refer Select import location for more details.

5.15.7.2 Export event logs

Select the data you want to export. Selected data can be downloaded directly te your PC, er you can specify a FTP location to save it

PEvent logs
Export events from this date
2019-12-16 =]

Figure 5.151 Export event logs view

Event log details can be exported as password protected zip file as below.
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1. Export event log information for selected date.

Start export button

3. Select start export button to select the event log export location.
Refer Select export location for more details.

N

5.16 Reports

Report page provides a set of standard reports on employee time attendance. Report view as follows,

otal work BpOol Jur summary repor]  Productivity report  User details repoft  Event details repert  Arrival and Departure report l

o . —
Sum by C Daily Startdate | 50.0.05.97 = Show time ® Hours and minitues SCHEDULE ~
® Weekly © Hours (9 Quick Help ]
7 Quick Help |
© Monthly Enddate | 50500530 =]
O Custom
B
FILTER BY
[ ]

Shift All shifts A4 User group Select user group = User name Type to search user x

Report paramgters changed.

Figure 5.152 Report view of Web control panel

1. Report types

2. Report settings
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3. Export menu
Refer Export report data section for more details.

4. Schedule menu
Refer Schedule reports section for more details.

5. View schedules
6. Report filters
7. Report area

8. Reload page

5.16.1 Report types

The available reports are,

1.Total work hour report 4. User detail report
2.Work hour summary report 5.Event details
3.Productivity report 6.Arrival and Departure report

5.16.1.1 Total work hour report

The Total work hours report provides work hours details for a selected date range. That details can be calculated
by daily, weekly, monthly basis. The important parameters are

1.From 7.0vertime hours

Date range start
& 8.First check-in

2.To

Date range end 9. Last check-out

3.First name 10. In-out hours

4.Last name 11. Productive hours (HP)

5.Employee code 12. Shift work hours (HS)

6. Productive work hours (HPS) 13. Work hours

5.16.1.2 Work hour summary report

This report provides the details as follows for users/employees.

1.Name 5.Shift hours

2.Employee code 6.Shift work hours (HS)
3.Work hours 7.Productive hours (HP)
4.QOvertime hours 8.Productive work hours (HPS)

5.16.1.3 Productivity report

Productivity report is generated for a selected time period with user/employee productivity parameters as
follows.

1.First name 3.Employee code

2.Last name
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4.From
Date range start

5.To
Date range end

6. First check-in
7.Last check-out

8.Work hours

5.16.1.4 User detail report

NCheck Bio Attendance

9.Late arrival

10. Late departure

11. Early arrival

12. Early departure

13. Overtime hours

14. Productive hours (HP)

15. Unproductive hours

The user details report provides a list of user’s information. The available details are

1.User code
2.First name
3.Last name

4.Deleted
Whether the user has deleted or not

5.Active
Whether the user is blocked or not

6.Address

5.16.1.5 Event details

7.City

8.Email

9.Country

10. Zip/postal code
11. State

12. phone number

Event details represent all users/employees event details information as follows.

1.Name
2.1D
3.Shift name

4.Shift starts
Start time of the shift.

5.Direction and status
Event type as check-in or check-out.

5.16.1.6 Arrival and Departure report

6.Time
Event time

7.Time zone
Time zone difference in hours with
respective to UTC.

8.Location
Longitude and Latitude coordinates of the
event location.

Arrival and departure report contain all arrival, departure, and absentee data. It also includes information about

Roster items, Additional staff adding, Replacements, Holidays and Leaves for all employees. Using this report,

you can track, e Shift details for the employee (Shift name, start and end time)

1.Date

2.First name
3.Last name
4.Employee code

5.Availability
Preset or absent

6.Shift name
7.Shift start
8.Shift end

9.First checked-in
First checked-in time

10. Early arrival
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11. Late arrival 17. Additional

12. Last checked-out Additional staff

Last checked-out time 18. Replacements
13. Early departure 19. Number of holidays
14. Late departure 20. Number of Leaves
15. Event logs count 21. Leave policy

. Leave policy as normal or restricted.
16. Roster item count policy

5.16.2 Report settings

i i ?

Sum by ® Daily Start date 2020-08-18 =] Show Waork hours - Show time ® Hours and minitues
Weekly Hours
Monthly Enddate 54500519 =}

Custom
0 - |

Figure 5.153 Report settings

1. Report calculation strategy

Change the calculation based on Daily, Weekly and Monthly basis.

2. Date range

Date range can be changed daily, weekly, and monthly according to the report calculation strategy selected
above.

3. Show

This setting allows to add following columns to the Workhour report
e Work hours
e Qvertime hours
e Shift hours
e Shift work hours (HS)
® Productive hours (HP)
¢ Productive work hours (HPS)

4, Show time
Show report time wither in hours and reports or hours.

5.16.3 Report filters

? ?

Shift Al shifts v User group All user groups v User name x

FILTER BY

Figure 5.154 Report filters view
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1 Shifts filter
Filter report by shift.

2 User groups filter
Filter report by user group.

3 Username filter
Filter report by user.

5.16.4 Export report data

Before export report, make sure to hide columns from the report view those are not needed in the exported
report. This can be done using the table menu as mentioned in Table menu section. Report can be exported as
follows

1. PDF format
2. CSV format

5.16.4.1 PDF format

Download the selected report in PDF format. When select PDF
format, it will ask the font size of the pdf as follows.

1. Report font size (1)—@Report font size " .
Set the font size of the PDF report between 9 and 15.
2. Generate button

Generate report @—. v GENERATE [RaTes: ._®

3. Close button Figure 5.155 Configure PDF font size in the report

5.16.4.2 CSV format

Download the selected report in CSV format.

5.16.5 Schedule reports

Schedule report feature is not available for work hour summery report.

Schedule export option allows to
e Send reports in CSV format for the selected users daily weekly or monthly basis

e Backup CSV report in FTP daily, weekly, or monthly
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Schedule report
showing below.

configurations are

1. Report configuration
This view is showing the specific
configurations applied from
Report settings and Report filters
to the selected report

2. Sending options

3. Send date
Report sending date

4. Send time from
The time report must be sent

5. Frequency

e Everyday
Send the report on every
day at the schedule time

e Every week
Send the report once a
week in above scheduled
date time

e Every month

Report Type

Date selection
O b User group

Shift

Period

(2@ sending options

®—.Send date

(@@ send time from

(®——®Frequency

@—.S:hedule end

NCheck Bio Attendance

Arrival and Departure report
Days

All user groups

All shifts included

2020-08-18 - 2020-08-19
O Email

[J FTP location

[ Local folder

@® Day start

) Advanced
@ No end date

© Have end date

Figure 5.156 Schedule reports view

Send the report once per month based on the scheduled date and time

Checking at advanced option allow to configure the period in days to send the report at once.

6. Schedule end

e Noenddate

Report will send continuously

e Have end date

Specify the date to stop receiving the report

7. Save changes button

Table 5.33 Error messages of schedule reports shows error messages after select save changes button.

8. Close button

Table 5.33 Error messages of schedule reports

Unable to connect with the FTP server {server name}

Could not email reports for the recipients.

Error code Error message
1003

2045

2046 Invalid FTP file path
2047

5.16.5.1 Sending options

Invalid FTP username or password

Following sending option(s) can be selected
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1. Email
2. FTP configuration
3. Local folder

5.16.5.1.1 Email

The report will be emailed to the @) —e |
selected recipients o

1. Enter recipients’ email(s) @—e ind —0

separated by commas Figure 5.157 Email configuration of the schedule report view

2. Find recipients from
employee using the name

3. Find recipients using the user group

5.16.5.1.2 FTP configuration

The report will be saved in the FTP D—eurL

location.
®4’ Need username and password to access FTP location

@4. User Password ’_@

name

1. FTPURL

2.  Check this if the FTP access
credentials is required

3. FTP Username

4.  FTP password

Figure 5.158 FTP configuration of the schedule report view

5.16.5.1.3 Local folder

The report will be downloaded into the given file path in the local file system.
5.16.6 View schedules

This feature allows to

view/edit all  report
Report Type Emails (Accepted) Users Groups Sum By.. Schedule runs.. Next =
schedules as follows. Saen
date
1 Report schedule Work hour report Kathrine Dowdhj, - Dally ~ Weekly 2020-C
’ Work hour report jhonson@abc.com;jack@abe.c... - Daily Monthly 2020-C
ta ble Work hour report = Developer [Developer], Daily Daily 2020-C
2. Edit button O—e
Edit report
schedules as T S [ <\ nems pec page
mentioned in
Schedule  reports m! ©,
section xcosE @—@)
3. Delete selected
report schedule Figure 5.159 View report schedules

4. Close button

5.16.6.1 Report schedule

Report scheduled table is showing following information.

1. Report type

Type of the scheduled report
2. Emails

Email(s) of the recipients
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3. Users

Username(s) of the recipients
4. Groups

Group names to send the reports for all users in the groups
5. Sum by

Report frequency daily, weekly, or monthly
6. Next schedule date
7. Next schedule time
8. Endson
Report end date if specified
9. Send time base
10. FTP export
11. Created time
Created time of the report schedule

5.17 Settings

NCheck Bio Attendance server control panel settings are
e General settings view e Web interface settings view
e Client settings view e Notifications

e Bjometric settings view
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5.17.1 General settings view

w

v

(‘D——. Default shif start time O | 000000 ° ° e
®—.Dela|.ﬂ shift end time 4] 235959 ] ° e
@—.Day start time (1] 00:00:00 o] o e
-@—.w«k start date o Monday v ° e
@—.Month start day 0 1 v ° e
@—. Date format (1] y¥yy MM dd ~ ° e

Bample date: 2019-01-01

@—.Timc format 3] HH:mm:ss v o o

Example time: 13:30:00

!auh shift selection behaviour 1] Allew when othar shifts available v o e
@_—-.Auto checkout at the end of the shift. 0 ’

@—'Noﬂy check-in attempts on restricted leave . ’
({D)——@unsenned veniog count e : ©0

(Enter number of unidentified eventiogs to keep in system. When unidentified eventiog count exceeds this limit. older unidentified events will be
deleted. Set a -1 to disable this setting.)

®—.Elleﬂ'll| resource URL httpy//example.com,resources ° e

-

(If the emails sent to your inbox doesn't show images properly. you can keep those images in a publicly aeeessible location
and specify URL for those images here. To refer defoult resources, keep URL as “httpsy//<server-ip>:

Figure 5.160 General settings view of Settings

. Default shift start time 8. Default shift selection behavior
Default shift end time 9. Auto checkout at the end of the shift
Day start time 10. Notify check-in attempts on
Week start date restricted leave

Month start date 11. Unidentified event log count to keep

12. External resource URL
Date format

. Time format
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5.17.2 Client settings view

@—. Result dialog timeout Il s

@—. Enable licensing [

@—. Show work hours in clients [

@—. Offline operations [

®—. Manual capture start [

@—. Automatically synchronize offline data [

®—.0ﬁline data synchronization interval | 5 min ~

(in minutes)

AEAvivuia

Allow automatic peripheral enabling of new clients |
@—.Reser offline client password [l New password
@—. Duplicate event timeout | 3
@—. Eventlog image size [ Medium -
@—. Kiosk mode operation (For Microsoft Windows clients) [ )
®—.Allow predefined location [ Always use GPS ~
@—OSEH enroll templates [ )
(jS)—.Hat detection feature | )
@—. Hat detection threshold [ 48
@—. Use in-built biometric verification on personal clients [ \)
@—.Guﬂrd application support [ )
@—.Hide user list on windows clients )
Mask detection Do not detect v

@—. Mask detection threshold 50

“w
B
“

Figure 5.161 Client settings view of Settings
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1. Result dialogue timeout
2. Enable licensing

3. Show work time on clients
4. Offline operation mode

5. Manual capture start

6. Automatically synchronize offline
data

7. Offline data synchronize interval

8. Allow automatic peripheral enabling
of new clients

9. Reset offline client password
10. Duplicate event timeout

11. Event log image size

12.

13.
14.
15.
16.
17.

18.
19.
20.
21.

NCheck Bio Attendance

KIOSK mode operation (For Microsoft
Windows clients)

Allow predefined location
Self-enroll templates

Hat detection feature
Hat detection threshold

Use in-built biometric verification on
personal clients

Guard application support
Hide user list on windows client
Mask detection

Mask detection threshold
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5.17.3 Biometric settings view

@—.A]Iowwithoul biometrics [l

®—.Manua| face selection [l

@—.Face liveness mode for client applications [
@—.Face liveness threshold for client applications. [
@—.Szmer side face liveness checking |l
@—.Sewer face liveness confidence threshold |
@—. Recognition threshold |0
Veriﬁl:ation threshold B

(@@ Enoliment threshold [

@—.er confidence Il

@—.F&ce Quality [l

O Detect faces with mask [[l

@—.Maximum face yaw [
@—.Fingerpn‘nt Quality [
@—.Iris quality [
@—.Enmllment

Face confidence
Face Quality
Fingerprint Quality

Iris quality

@—.High-speed face detection |
({7)——@Disable Duplicate checking

Figure 5.162 Biometric settings view of settings

1. Allow without biometrics

2. Manual face selection

None

50

50

48

36

48

30

30

sd

50

30

30

43

50

50

NCheck Bio Attendance

A S S N ¥
aQaQa
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10.
11.

12.
13.
14.

15.
16.

. Face liveness mode for client applications

. Face liveness threshold for client application
. Server-side face liveness checking

. Server face liveness confidence threshold

. Recognition threshold

. Verification threshold

Enrollment threshold

Face confidence

Face quality

1. Detect faces with mask

Fingerprint quality

Iris quality

Enrollment
®—. Face confidence 30
( :)—. Face Quality 48
@—. Fingerprint Quality 50
@—. Iris quality 50

Figure 5.163 Enrollment thresholds

1. Face confidence for enrollment

2. Face quality for Enrollment

3. Finger quality for Enrollment

4, Iris quality for Enrollment

High-speed face detection

Disable duplicate checking

NCheck Bio Attendance
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5.17.4 Web interface settings view

(D——eDashboard refresh interval i ] 2 v ° e

(in minutes)

@—.Show meridian in time selector (i ] \)
@—ORepor't export PDF font (5 ) Roboto (Latin) [Default] v ° e

@—.Event log location map provider (i ] Google Maps M o e

O——evep ke ° ©0

Figure 5.164 Web settings view of Settings

1. Dashboard refresh interval

2. Show meridian in time

3. Report export PDF font

4. Event log location map provider

5. Map APl key

5.17.5 Notifications

(‘D—‘Ema:l notifications @) ()

Host name * Host name Port * Y
Sender © Name <email address> ssL (] Disabled

Authentication Enabled

Username

Password Password

~N
& SMS Notifications ) ()

Host name * Host name Port * 0

Username

Password

Required fields are marked in red **".

Figure 5.165 Notification settings view of settings
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1.  Email notification settings
. SMS notification settings
3. Save button

Save email and SMS notification settings changes.

5.17.5.1 Email notification settings

NCheck Bio Attendance

Email server can be configured with NCheck Bio Attendance On-premises server to receive notifications such as
change login details, share device registration token, schedule reports. The following settings need be added to

enable emails.

@—. Host name *

@—. Sender

® @ Authentication Enabled

Disabled @- —@

@—. Username
@—. Password

Figure 5.166 Email notification settings
1.Host name
SMTP server to manage emails.

2.Port
SMTP Server port. The default port is 25.

3.Sender

4.SSL
Enable SSL2 configuration to ensure the safety and security of the emails

5.Authentication
Enable disable authentication for email server

6.Username
The Username of the host server. This is also the sending email address for all email notifications.

7.Password
The password of the host server

5.17.5.1.1 Sender

Sender should be configured in order to display the sender details of the receiving emails in the email client.

There are two formats can be used for sender

1. Name <Email address>
ex: Kathrine <Kathrine@abc.com>

2. Email address <Email address>
Kathrine@abc.com < Kathrine@abc.com >
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5.17.5.2 SMS notification settings

SMS notification settings allows to add SMS gateway to receive SMS notification send registration token, leave
and holiday notifications.

(D——@Host name Host name Port 0 —@
@—.Username Username
@—.Password Password

Figure 5.167 SMS notification settings

1. Hostname
Host name of the SMS gateway
2. Username
Password
4. Port

w

5.18 Admin Tasks
NCheck Bio Attendance admin tasks view as follows,

@—.om Back-up and restore Re-extract templates. () @
o nats P ; Yot ca M ABSOGAEGN Becracy By -G lemplates Bgen

You €4 BACP B your 1A 10 $PEHed 10 1. Pibase Pk fure N1

- ==

Shew privious Fe-Earaction jobd

& Backup D Rooe 5 com e

Delete ok eventogs (@ @
T B Aestore opton s powdes om e “Configeasn Yo o e catasace s by paricaaly Geetng o83 eerEogs rom s
P— g
Show previcis backups Show peevious restore jobs o S 3

Delete Images only (oreps eventiog) @ Eventiog with image

@—.Dam Export

Select Th da1B you Wast 10 expert Selecied data can be downleaded drectly 1 yeur PC. of you can specdy 3 FTF location coogted. M your dats drchive is protected with 3 paspwerd. use
e

Figure 5.168 Bio Attendance admin tasks of Web control panel

1.Data backup and restore
2.Re-extract template
3.Delete old eventlogs
4.Export data

5.Import data
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6.Admin operation logs

5.18.1 Data backup and restore

This feature is not available for NCheck Bio Attendance Cloud server

NCheck Bio Attendance server allows the administrator to backup/schedule backup all data in the specified
location securely in JSON format.

5.18.1.1 Backup information

The backup file must contain following details

Table 5.34 Backup information

File name
AuthentcationData.json
Customer.json

CustomerlLeaveTypes.Json

CustomerSettings.json

Device.json

FileData.json

Holiday.json

OAuth2User.json

Peripheral.json

PeripheralConfiguration.json
Person.json

Roster.json

Rosterltem.json

Task.json

UserGroup.json

details

Organization details as given in My Account section

Leave types as configured in Configure leave type
section.

Customer settings as mentioned in Settings section

Device/API details as mentioned in Devices/APIs details
view,

Holiday details as mentioned in Manage Leaves and
holidays section.

All peripheral details of each device as mentioned in
Peripherals view section

Peripheral configurations details
User details

All roster details as mentioned in Roster management
view section.

All roster item details as mentioned in Roster item
management view section.

All shift details as mention in Shift management view
section.

All user group details as mentioned in Manage user
Groups section.
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UserGroupMembership.json All users of user groups detail as mentioned in Attached

users section.

It is strongly recommended to not alter backup files in order to restore data successfully.

5.18.1.2 Backup database

This view allows to backup NCheck Bio

Attendance database.

1.

4,

& Backup

Start backup button

. . . c o 1)
Refer Backup configuration section &9 screDuLE sackur @———8——()

for more details. View Schedules@ @
Schedule backup button @0 show previous backups

Refer Schedule backup section for
more details. Figure 5.169 Database backup view

View schedules
Refer View schdules section for more details.
Show previous backup

5.18.1.3 Backup configuration

Database can be backed up in different locations as follows,

1.
2.

1.

Save backup in local folder
Save backup in FTP location

@—.Save backup in ® Local folder FTP location

File path

@ —@ File p d

Password requiremen

Password Strength:

@ D Confirm p

@4‘ Backup eventlogs?

@—. Backup eventlogs from 2019-12-17 an

@ x CLOSE.—@

Figure 5.170 Backup database view

Save backup either in FTP or local folder. Refer
1.

Local folder configuration
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2. FTP folder configuration
2. File password
The Password must have at least 6 characters with one digit.
3. Confirm password
4. Backup event logs
Check this option to backup all event logs
5. Backup event logs from
If the Backup event log option is checked, select the date from which date event logs must be included.
6. Execute button to start
Execute button will be disabled if the mandatory fields are empty or Validation errors exist. Table 5.35
Error messages of backup database Following errors could be occurred.
7. Close button

Table 5.35 Error messages of backup database

Error code Error message

1003 Unable to connect with the FTP server {server name}

3003 Password does not match.

3004 Password must contain at least 6 characters with one number.
2045 Could not email reports for the recipients.

2046 Invalid FTP file path

2047 Invalid FTP username or password

4001 Unidentified error occurred during data restore. Please contact

administrator or NCheck Bio Attendance support for more details.

5.18.1.4 Schedule backup

This feature can be used to automate database backup as daily, weekly, and monthly in following locations.

1. Schedule backup in local folder
2. Schedule backup in FTP location
3. Schedule backup in local folder
4. Schedule backup in FTP location
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@ @ Save backup in

File path

@ @File p d

®4.Conﬁrm password

@—. Backup eventlogs?
@—. Backup eventlogs from

@—. Scheduled date
@—. Backup frequency

®

® Local folder FTP location

Password requirements:

Password Strength:

Saving backup in either local or FTP folder. Refer

1. Local folder configuration
2. FTP folder configuration

File password

Password must have at least 6 characters with one digit.

Confirm password
Backup event log

Check this option to backup all event logs

Backup event log from

Figure 5.171 Schedule backup in local folder view

NCheck Bio Attendance

14 3

®x CLOSE .—@

If the Backup event log option is checked, select the date from which date event logs must be included.

Schdule date
Backup frequency

Backup fequency as daily, weekly or monthly.

Schdule backup button

Execute button will be disabled if the mandatory fields are empty or Validation errors exist. Table 5.36
Error messages of schedule database backup is showing the errors could be occurred.

Close button

Table 5.36 Error messages of schedule database backup

Error code Error message

1003 Unable to connect with the FTP server {server name}

3003 Password does not match.

3004 Password must contain at least 6 characters with one number.
2045 Could not email reports for the recipients.
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2046

2047

5.18.1.5 View schdules

This view shows the existing
email schedules and
operations as follows.

1. Date

NCheck Bio Attendance

Invalid FTP file path

Invalid FTP username or password

Date: 2020-01-20 00:00:00
Frequency: MONTHLY

Local directory: £\db backups

Schdule date

Frequency

Directory

Local or FTP

directory path

Remove button

Remove schduled backup

5. Close button

5.18.1.6 Local folder configuration

(1)—@Fite path

@ = cwose

Figure 5.172 View schedules view

Figure 5.173 Local folder configuration view

1. File path

File path to the local folder
5.18.1.7 FTP folder configuration
Following details are

required to enable FTP
configuration.

@—.ﬁp host
@—.m. path

1.
2.

FTP host address
File path in the
file system
Check this if the
FTP access credentials is required
FTP Username

FTP password

®
@

——@User name

5.18.1.8 Restore server databases

Refer Restore database section for more details.

@ Need username and password to access FTP location

Password

Figure 5.174 FTP details view of the schedule report view
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5.18.2 Re-extract template

This feature is not available for NCheck Bio Attendance Cloud server

Re-extract users biometric Re-extract templates ¢ Quick Help
temp|ates from biometric You can improve recognition accuracy by re-enrolling templates again

engine and re-enroll to

improve recognition @—. Show previous re-extraction jobs

accuracy. Figure 5.175 R-extract templates view

1. Re-enroll button
Refer Re-enroll templates section for more details.
2. Show previos extraction jobs

5.18.2.1 Re-enroll templates

Re-enorll template is a long running

task depending on the number of

biometric templates templates tore- T e ke e e el ol 1 hareun, Yo conie g i e i el
enroll. But your are allowed to work

as it runs on the backround. You will

¥ OK x CANCEL

be asked a confirmation dialog Figure 5.176 Re-extract template confirmation window
before proceed as shown in the Figure.

Table 5.37 Error messages for enroll templates

Error code Error message
2002 License cannot be obtained
2048 Biometric re-extraction has failed on following images.

5.18.3 Delete old eventlogs

NCheck Bio Attendance Server ®_.Months to keep

keeps daily eventlogs of each user in

the database and its causes to ®—'09|ete Images only (keeps eventlog) ® Eventlog with image
increase the database size with the
time. Delete event logs feature can
be used to manage unwanted @m
eventlogs details in the database as

follows.

(All eventlogs older than 3 months will be deleted.)

Figure 5.177 Delete old eventlogs view

1. Months to keep

Number of months to keep eventlogs in the database
2. Delete

Delete image log either with image or delete the eventlog image.
3. Delete button
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5.18.4 Import data

Following information can be
imported as a zip with the file
hircahy as mentioned in Import
and Export information section.

NCheck Bio Attendance

Data import

Import data from external sources, Zip files and csv files are accepted. If your data archive is protected with a password, use
"Password protected” option when importing.

¥User profile information
“JUser location restrictions

IBiometrics

1. User group information ¥lUser group information
2. US@I’/US@I" group #IUser group memberships
lOCGtiOn restrictions User group location restrictions
. . [#IShifts
information CRosters
3. User biometrics and HRoster items
) #lLeaves
template files @iHolidays
4. User group information Event logs
5. User group
memberships ) ) ) ]
. . Figure 5.178 Admin tasks import data view
information
6. User/user group location restrictions information
7. Shifts information
8. Roster items information
9. Leaves information
10. Holidays information
11. Event logs information
To import,
1. Select information need to import
2. Select Start import button to select import location as mentioned in Select import location section.

5.18.5 Export data

You are allowed to export following information as password protected zip file.

W NGO A WN R

=
o

User group information

User/user group location restrictions information

User group information

User group memberships information
User/user group location restrictions information

Shifts information
Roster items information
Leaves information
Holidays information

. Event logs information

Select the date to export event log form the date

To export,

1.
2.

Select information need to export
Select the Start export button to select export location as mentioned in Select export location section
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5.18.6 Admin operation logs

Administrator operation logs in the Admin operations log 2 Quick Heip
Ncheck Bio Attenda nce On_ All operations done by administrator are logged into the system. You can view those logs here.

premises server control panel such

as login, logout, add event logs, Figure 5.179 Admin tasks admin operations logs

modify event logs, delete event logs, add person, modify person, delete person can be seen from this feature.

1. View logs button
Refer View logs section for more details.

5.18.6.1 View logs

1. Filters

Select date range.
2. Admin logs table
3.  Admin log quick view

= ADMIN LOGS
( ) @From 2019-12-20 -] e 2020-01-20 e

@—.Onn« User name Action Time =

Al L
Administrator admin Edit Event log 2020-01-16 08:26:06
Administrator admin Add Event log 2020-01-16 08:25:55
Administrator admin Add Event log 2020-01-16 08:25:33
Administrator admin Edit Event log 2020-01-16 08:24:47
Administrator admin Edit Event log 2020-01-16 08:24:30
Adeministrator admin Edit Event log 2020-01-16 08:23:30
Administrator admin Edit Event log 2020-01-16 08:23:21
Administrator admin Add Event log 2020-01-16 08:23:13
,'!cmmusmlor admin Delete Event loa 2020-01-16 08:22:47 . -
4 4 1 AN | an ¥ items per page 1- 20 of 20 items
@—.Smmm EVENTLOG
[Person 1D : 2]
EBefore editing After editing
Event Id: Event Id:
Tirne: 2019-12-27 17:30:00 (Local time) Time: 2019-12-27 17:30:00 (Local time)
Tirme zone: 00:00 Time zone: 00:00
Type: CHECKIN Type: CHECKOUT
Shift: Day Shift: Day
Shift date: 2019-12-27 Shift date: 2019-12-27
x CLOSE

Figure 5.180 Admin logs view logs view
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5.18.6.2 Admin logs table

Admin

logs table

presents all available
admin logs as follows. (1) @0wer

1.

Table header @_. PO
Owner Administrator
The role name Administrator
who performed llai St
the admin fem
. Administrator

operations. .
Username Administrator
Name of the Adminisrater
administrator. @D-e« «
Action

e Login

e Logout

e Addevent log
e  Modify event log
e Delete event log
e Add user
e Edit user
e Delete user

Date and time

Selected admin log

Selected admin log detail are shown in admin log quick view.

Table paging options

User name

admin

admin

admin

admin

admin

v items per page

Action L
All v
Edit Event log
Add Event log
Add Event log
Edit Event log
Edit Event log
Edit Event log
Edit Event log
Add Event log

Delete Event loa

NCheck Bio Attendance

Time

2020-01-16 08:26:06

2020-01-16 08:25:55

2020-01-16 08;

2020-01-16 08;

Figure 5.181 Admin logs admin logs table view
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5.19 Subscription

NCheck Bio Attendance

Subscription is not available on NCheck Bio Attendance On-premises server.

PLANSO @ License Statistics ==
Sincn 20190813 Rate: € 4350  User bt S0 Crecit penioct Tdays  Paid 1o 2020-00-22  Remaining usage: 22 days  Due date: 2020-02-20 e T
Macemum e
@—. OUTSTANDING SUMMARY Flas: (€0.00) Licemse : € 0.00 ON 20200
License/Plans Start ot Expire at Paid 1o Usage Total
PLANSO (€ 4150 2019-08-13 2020-02-13 (22aap) (€31.90)
[= o0 v 0 oo |
@—.»mmrs ] m
P © Biled Dt 201990
BB Recerced Date- 2019-10-%
D Towl: € 40.50
20000008 1014
8, Transaction I0: =
2008-12-08 2018-12-08 LE mpheted
® Descrpmon: -
m © LICENSE USAGE
L o page 1l ” Rate Total
€ 2000
€000 € 0u0C
€ 2000 &
€4350
N INVOIC) & DETAILED RECEWT
Figure 5.182 Cloud subscription view of web control panel
1. Plan statistics 3. Outstanding summery
2. License statistics 4. Payments
5.19.1 Plan statistics
®

PL?NSO Li] @ @ T

@—e Rte: € 43.50
o o

Since 2019-08-13 Uspr limit: 50

!

Credit period: 7 days Paid to: 2020-01-22 Remaining usage: 22 days Due date : 2020-02-20

D PLAN HISTORY

Figure 5.183 Subscription plan statistics

1.Plan code
2.Plan started date

3.Rate
Price per month in euros

4. User limit

Maximum number of user limits of the plan.

5.Credit period
Extension period to make the payment once
the plan has expired. The account will be
blocked automatically exceed the credit
period.

6.Paid to
The plan has been purchased for this date.
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7.Remaining usage 9.Balance
Remaining usage of the plan for the existing Balance for the current date.
balance.

10. 5.18.1.1 Change plan
8.Due date
Expiration date of the plan after exceeding
the Remaining usage and credit period.

5.19.1.1 5.18.1.1 Change plan

This view allows to change the

NCheck Bio Attendance plan setect ruan
as follows.

11. 5.18.1.2 Plan details history

Plan mame Plan 5 o

1. Cloud plan list D@ o o o
®

Refer Cloud plans o o o
section for more details
about cloud plans. The

o= - 0—@)

available plans are Figure 5.184 Change plan window
e Freeplan
e Plan20
e Plan50
e Plan 100
e Plan 200

2. Plan statistics
3. Proceed button

Proceed button will be disabled with the errors are shown in Table 5.38 Error messages of change plan.
4. Close button

Table 5.38 Error messages of change plan

Error code Error messages

2049 Your current subscription has blocked. Please settle the outstanding
amount and try again.

2050 Customer has blocked. Please contact NCheck Bio Attendance support.
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5.19.1.2 5.18.1.2 Plan details history

Plan  history window shows
following information.

1. Plan history
2. License history
3. Blocked history

£ -6 Frd L
|4 4 " L ]
5.19.1.3 Planhistory
Figure 5.185 Plan history window
Plan history is showing
all the plans used
previously and the (1)@ 2| Lot Vot i s |
currently using plan. T ) LaNSO 0 Usersplan €250 °
2018-12-06 2018-12-06 NTERMNALY nternal usage only € 0,00
1. Table header 20181206 2019-08-13 PLANZO € 2000
2‘ Stated at 2018-11-26 2018-12-06 PLANZO € 2000
. 2018-10-18 2018-10-18 PLANZO 20 Users plan € 2000
3- EXp|rEd at 2018-10-16 2018-11-26 FREE Free plan will supy €0.00
4. P|an code 2018-10-04 2018-10-16 FREE Free plan will sup €000
5. Description :
6' Plan rate ®—. L] L] 1 AR 2 » ¥ items per page 1-7of 7 ftems
7. Table paging
options Figure 5.186 Plan history view
5.19.1.4 License history
License history shows all
licenses currently in used
and used before with D—@cmmin 2| 50T =] 2 i [rdnede
following information. s 159 P
2018-11-30 132 2018-12-17
1. Table header
2. Created at
3. Expiredat
4. Plan code
5. Modified date -
6. Table paging O DR
options

Figure 5.187 License history view

147



5.19.1.5 Blocked history

Plan block history

shows plan block
information as (D—@eoceen-
follows.

1. Table header
2. Blocked date

3. Blocked
reason

4. Unblocked
date v

5. Unblocked @~ « 1
reason

6. Plan name
7. Table paging options

5.19.2 License statistics

NCheck Bio Attendance Internet license(s) ca
be purchased in order to use with NCheck Bio
Attendance standard clients  devices.
Administrator allows to change Maximum
number of licenses. The amount will be
calculated to the maximum License count.

v Blocked Reason

Unblocked At

“  Unblocked Reason

NO pending paymen

Figure 5.188 Blocked history view

License Statistics

@—.L:cense rate : € 0.00

®—.0% used

Maximum licenses :

NCheck Bio Attendance

®

“  Plan Name

4

Figure 5.189 Subscription license statistics view

1 Number of used license(s) and available license(s)

2 License rate in Euros.

3  Maximum number of licenses

IS

5.19.3 Outstanding summery

Percentage of the used licensees out of maximum number of licenses

Outstanding summary is a detail view of all available payments up to current date.

@

OUTSTANDING SUMMARY fun: (£080) Licewae 1 {0.00

Uicense/Plans Startat Expire at
PLANZS (¢ 20000 2011126 0181206
INTERNALY ¢ 000 20181206 20101206
PLANZS (¢ 20000 20181206 20190813
PLANSO w 0150 wwesn .

+ License usage 011226 20190026

Paid 1o Usage
219122 (2montss 20ca) (€ 25333
Om
Berema St
Yomtrs 1 ddors

219081 mcetr o)

Figure 5.190 Outstanding summery of the Subscription

1. Summery table

2. View and pay bill
button
Refer View and pay
bill section for more
details

?.

€doo

Ti
S

(30

3. Schedule payments

button
Refer Schedule

payments section for

more details
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5.19.3.1 Summery table

©) @ @

ie—®

License/Plans Start at Expire at Paad to

PLANO ot 1000, W 20081206 W2 (12montin 20dan) 1€ 25330

INTERNALY i a.00 20181206 20181206 Qe o0
PLANZO ot 2000 W06 2019-08-13 Broeets S 16333
PLANED 1 4150 150813 - - Trmontts 13am (1217
+ License usage 0191226 20190926 2190813 (Bmontrs Ban) o

Figure 5.191 Outstanding Summery table

1.Outstanding plan amount
2.0Outstanding license amount

3.Licenses/plans
NCheck Bio Attendance Cloud server plans and
clients license names with rate.

4. Start at
Start date of the Licenses/plans.

5.Expire at
Expiring date of the Licenses/plans.

6.Paid to
Until which date administrator made the
payment
Duration between plan start date and expired
date/current date.

7.Total
Total amount for the usage.
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5.19.3.2 View and pay bill

Draft bill of the NCheck Bio Attendance cloud subscription can be generated using this view.

0 == Reference No - 24215K3M72 w7 Lab Test & EXPORT TO PDF 9

UAB “Meurotechnaology”
Laisves Av. 125A. Vilnius

1) Lithuania, 06118
Ui technology ‘
4) @ REFERENCE NO 24215K3M72
Generated on 2020-01-22
Customer Name: NT Lab Test
Email Address: naveejr@gmail.com
VAT Number: -_
Address NT Lab Test. 264/14 . Alwis Place . Colombo 03 . Sri Lanka. 94003
Item description From To Rate Total
NCheck Bie Attendance Cloud - Subscription Plan 50 (PLANSO ) 2020-02-13 2020-03-13 €4350 €43.50
Total plan usage €43.50
VAT 0.0% €0.00
Total (EUR) €43.50

Pay only ance. In case you have already paid this bill don't pay again. It will toke some time fo update.

If you have any issues regarding payments, please contact us - support @ncheck.net

@ There is a not completed payment You should gay it or delete it before paying for 3 new bill e xc GSE.—@

Figure 5.192 View and pay bill view

Reference number of the bill
Export to PDF
Neurotechnology company logo and contact information
Draft view of the bill
Proceed button
Once you select procced button you will be directed to the detailed receipt. Refer Proceed for
payments section for more details. Before proceeding make sure that you have not pay the bill
before. Because it will take time to update billings after completed the payments.
6. Close button
7. Delete button

Delete the generated bill.

ukhwn e
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5.19.3.3 Bill view

REFERENCE NO 24215K3M72

(? @ ® © O

@—.Cusmmer Name: NT Lab Test
@—.Emzil Address: navegjr@gmail.com

® Generated on 2020-01-22

@—.UAT Number: —
dress NT Lab Test. 26A/1A , Alwis Place , Colombo 03 . pri Lanka, 34003
Item description From ,r.v Rate Tga!
NCheck Bio Attendance Cloud - Subscription Plan 50 (PLANSO ) 2020-02-13 2020-03-13 €43.50 €43.50

Total plan usage €43.50

—-oe
@_. VAT 0.0% €0.00
B—o

ounsEwWNR

10.
11.
12.
13.

Total (EUR) €43.50

take some time to update.

Figure 5.193 Draft view of the bill

Bill generated date
Customer name
Customer email address
VAT number

Customer address

Item description
Plan/licenses name

From

The bill start date, total amount of the plan/license calculated from
To

The end date, total amount for the plan/license calculated to

Plan rate

Total

Total plan usage

Vat

Total amount for plan/license usage in Eur

5.19.3.4 Proceed for payments

Once select the proceed button, user will be directed to the detailed bill shown as Figure 5.195 Detailed bill

view.

Once select the Pay bill button, user will be asked a confirmation message as shown Figure
5.194 Payment confirmation window before proceed to the PayPal payment gateway.
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DETAILED RECEIPT & EXPORT TO PDF

iﬁﬂfﬂnm-w

PAYMENT RECEIPT

Total amaunt €2350
Dascription Not provided
Payment Time

Racsivad Tima

Company. NT Lsb Test
Email Addrese naveeyr@gmail com
Reference Number 24215K3IMT2

Payment Method B ey

Transaction ID

Payment Detailz == CONFIRM YOUR PAYMENT

item From S Rate Total
NCheck Bio Attendance Cloud - Subscription Plan 50 (PLANSO ) 2020-02-13 2020-03-13 e4350 e4350 EILL DETAILS
Total plan uzage €ans0 Bill Numser 2021563M72
Company NT Lab Test
Amount eass0
Email navesjr@gmailcom
1#you reed any clarficaton regarding payments, contsct s on SUFOR@nchacknet Payment Methad Benyral

€ Neurotechnology, UAB.
Laisves pr: 1254 Vilnius, LT-06116, Lithuanic. Aftor the paymentis dane from Pay?sl, you will bo redirected to this page. Please don't cloze your browsar after payment completion

% CLOSE m
Figure 5.195 Detailed bill view Figure 5.194 Payment confirmation window

5.19.3.5 Schedule payments

scheduled on selected

Current subseription detalls (Click to kide)

date to pay cloud plan Plan name: Flan 50 150 rs o
outstanding amount (D—@=< :

User limit: 50 15
automatically using Mo of Leenses: 0

Select a date below for payment scheduling date. In every menth, your account will be charged the monthly subscription amount with tax (€
43.50 ) [€ 43.50 + € 0.00] on the selected date.

1. Current subscription

March 13th 2020
. < MARCH 2020 » .—( : )
d eta I IS You will be charged on 13th of every month!

Sum Mon Tue Wed Tha Fil Su
e Planrate nf@|olel o 7
e  User limit @—e R ﬂ :
e Number of

licenses

e  Current plan

2. Calendar view to
select schedule x cios: @——(5)
payments

3. Selected date Figure 5.196Confirm PayPal subscription window

4. subscribe and
schedule button
After select subscribe and schedule button, user will be asked a confirmation messages as shown in Figure
5.196Confirm PayPal subscription window. Select OK button to procced PayPal to subscribe the monthly
payments.

Are you sure you want to activate subscription payment via PayPal? You will be redirected to PayPal and there you will asked to subscribe for monthly payment.

P SUBSCRIBE AND SCHEDULE

Figure 5.197 create PayPal subscription view
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NCheck Bio Attendance will not save your PayPal username and password. Do not close
the browser tab until you redirecting to NCheck Bio Attendance after payment completed
in PayPal.

5.19.4 Payments

All pending,
com pleted, falled RAYLIENTS YMENT INCOMPLETE
payments are B 2 Tol st O bt Dae
showing in this - SR
. o Yot 4350
view. : ‘
@ PLAN USAGE
1. Payments kel e LA [Conphaad em From ™ Rate Tots!
table Pian 50 220-0213 X033 € 4350 [E:
2. Payment quick RAm— s
view [ cur |

Figure 5.198 Payments view

5.19.4.1 Payments table

Payment table presents all
failed, pending and

comp|EtEd payment @—.wmm Date Billed date Total amount Status
details as follows. @__.zuzo-m-zz 2020-01-22 €4350 Pending
2019-12-05 2019-12-05 €43.50 Completed
1' Table header 2019-12-05 2019-12-05 € 0.00 Completed
2. Payment date 2019-10-16 2018-10-16 €40.50 Completed
3. Billed date e 2018-12-06 €32267 Completed
4. Total amount .
5. Status (:) o< Nl v items per page 1-50f5items

e Completed
e Failed Figure 5.199 Payments table
e Pending
6. Selected payment
Selected payment details are shown in Payment quick view.
7. Table paging options
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5.19.4.2 Payment quick view

@—.pm«msm INCOMPLETE

NCheck Bio Attendance

@—.o Billed Date: 2020-01-22
[ P r———
@—. @ Total: € 4350
@—. @ PLAN USAGE
Item From Te Rate Total
Plan 50 2020-02-13 2020-03-13 €4350 €43.50
l‘otzl plan usage €43.50

Figure 5.200 Payment incomplete view

®D—eraoon g

@—. @ Billed Date:
®—. = Received Date:

@—. 3 Total:

@— —@)@ PLAN USAGE

Item

2019-12-05
2019-12-05

€0.00

Rate Total

Flan 50 €4350

@—.Tohl plan usage
@

. B SHOW INVOICE

Figure 5.201 Payment completed view

e To
Rat

Tot

Payment status
Completed

paid date is appeared
Failed

Pending

Billed date

Bill created date
Received date
Payment received date
Total

Plan usage

e |tem

Plan name

From

w N

. Comple

section.

e
al

Total plan usage

Show invoice button
Detailed receipt button
Delete button

Delete pending payment

te payment button

User will be directed to the detailed
receipt to proceed with the payment as
mentioned in Proceed for payments
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5.20 Users Service portal

NCheck Bio Attendance Cloud/On-premises server control panel for user allows reviewing user specific data for
each user. Following operations are available for users

e Manage user account e Leaves and holidays

e User event logs e User reports

e Roster and schedules e User settings

5.20.1 Manage user account

Select the user icon in the navigation bar.

1. Username
L Kathrine Dowd

2. User profile image ok omaicons .__@
3. User email address Standiard User Account @—————(4)
4. Account type MY ACCOUNT
5. My account button

Refer Manage user details section for more details (:)—QLogm options 0
6. Lf)gm options @ @sign out o
7. Sign out

Figure 5.202 User management view

5.20.1.1 Manage user details

UPDATE ACCOUNT DETALS

Profile picture

@—.Mmliﬂ 1
mgsllnez

BROWSE

Feset to defaut profile picture

Kathrine

Dowd

ZwHIDv

katdowd@gmailcom

katdowa@gmailcom

Baich Springs, Texas, Texas

Teas, 123432 U5

United States of America (the) v
O
@ e
®—.'*""°'" - 15417543010
Recnired fislede fee markey

Figure 5.203 Manage user details
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15.

Browse button
Select the user image
First name

Last name

Employee code

Email

Username

Address line 1
Address line 2

City

. Country

. State

. Zip code

. Telephone

. Update button

NCheck Bio Attendance

Update button will be disabled if the mandatory fields are empty or Validation errors exist. Table 5.39
Error messages of manage user details is showing error messages could be occurred on updating user

details.
Close button

Error code
3001

3002

5.20.2 User event logs

Event logs allow monitoring user attendances. User event log view as follow.

(4)—@oecember 2019

Mon n Wed The i £t

Table 5.39 Error messages of manage user details

Error message

Invalid email address.

Figure 5.204 User event logs view of web control panel

Mobile/telephone number is not valid for the selected country/region.

17:30:00

Location Addrens =
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1. Refresh data button 4. Calendar view
2. Event logs filters Event logs view
3. Calendar date quick view 6. Event log quick view

o

5.20.2.1 Event logs filters

Filter user event logs as follows.

@-.Selm shift Al shifts v

1 Sfelea shifts X X ®—. Show only error events
Filter events by shifts. Default shift
is All shifts. ®_.G’°“P events
® Event time Shift start time

2. Show only error events
Filter check-ins without check-outs
and check-outs without check-ins.
3. Group events
e Event time: Events will be displayed according to the check-in/checkout time in the day.
e  Shift time: Events will be displayed based on the shift start time and shift end time.

Figure 5.205 User event log filters view

5.20.2.2 Calendar view

Calendar view shows following details. (1)——@December 2019 < >
Mon Tue Wed Thu Fri Sat Sun
1. Selected month '
Eﬂ

No. of missing check-outs

3. Events recorded with correct check-ins and check-outs @ -—mm

sequence. m Iﬂ
4. Number. of missing check-ins GO—e m m.
5. Current date @—h s @ w2

=8

Figure 5.206 User calendar view

5.20.2.3 Calendar date quick view

@® e

o
2019-12-27

Friday

Figure 5.207 Calendar date quick view

1. Calendar selected date
2. Select today button
Select current date from the calendar
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5.20.2.4 Event logs view

@-.Nom « | ID

Kathrine Dowd

~  Shift Name

Default

Kathnne Dowd

Kathnne Dowd

@—.mnnm Dowd ZwHjDv Default

!

~  Direction and Status

*  Time

~ Time Zone ~

NCheck Bio Attendance

[ 12

Location ~  Address =

+ 05:30 (691431, 79.85355)

—@ i« « v sE)e [ vftemsperpage

Figure 5.208 User event logs list view

No

LA ol

Table header

Name

User ID

Shift name

Direction and status

Event type as check-in or check-out
Event time

Event time zone

5.20.2.5 Event log quick view

Quick view of the event detail.

1. Eventtype
e  Check-in
e  Check-out
2. Eventlocation
3. Eventtime
4. Review button

O—e® out
@—.253 Alwis Pl, Colomba 00300, Sri Lanka

268 Alwis P, {

8. Location
Longitude and latitude coordinates of the
event location.

9. Address
Address of the event location

10. Selected event log
Selected event log detail are shown in
Event log quick view

11. Table paging options

17:30:000——3)
—@

Figure 5.209 User event log quick view

View event log details. Refer Event log review section for more details.
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5.20.2.6 Event log review

This view present user event
log detail view as follows.

1. Event biometric

NCheck Bio Attendance

view
2. Username
Shift name
Status
e  Check-in
e  Check-out
Event date
Event time
Event time zone
Event location
Description
10. Authentication
mode
e Face
e lris

@
®—. User name
®_. shift

Status

»ow

Select Date

Select time

Time zone

Location

Deseription

0N,

Authentication

T

e  Fingerprint

Kathrine Dowd

Default Shift

2019.12-27 L]

26 A A PL Colombo, 5 Lanka

Figure 5.210 User review event window

11. Event recorded type as by admin or online

12. Show location button

5.20.3 Roster and schedules

13. Close button

The users able to monitor below details in the rosters and schedules.

ROSTERS - TODAY [2019-08-05)

Nome Tange
Sacond quarter 201987-29 - 2019-08-25 [s monen]

_n) B weex - . & wirx -
Toertay

e

© 050000 - 140000 © 030000 - 140000

Merning Weorniag

4 Scppont W Swppent

© 080000 - 120000 © 000000 - 170000
Oay Ouy

W o e

L LA

o L E

© 140000 - 030000 © 140000 . 030000
Nght Neght

(¢ Gt ety SHIFTS
Suatus Name Start tnd
Curent %

© 950000 - 140000

O 950000 - 140000
Mornmg

W Sppont

O 080000 . 170000
Oay

o o

% i

& Suppont

O 180000 - 930000
Night

o Suppen

Figure 5.211 Shift and roster management view of user web control panel

1. Shifts view

2. Rosters view
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3. Roster items view

5.20.3.1 Shifts view

Shift view shows available shifts for

user.
SHIFTS ¥ Quick Help
1. Shift name
2. Shift start time Name Start End
3. Shift end time oy O T
Morning 01:00:00 09:00:00
Night 17:00:00 01:00:00

Figure 5.212 user Shift view

5.20.3.2 Rosters view

All available rosters are
showing in this view as S e b r—
follows.

Sta

Name Range Ends on

Status

Holidays button

Refer View holidays section for more details.
6. Leaves button

Refer View leaves section for more details.

1. Roster name sste o
2. Roster duration No end date

3. Enddate @ T

4,

5.

Figure 5.213 User rosters view

5.20.3.3 View holidays

All holidays applicable for
organization can be viewed
here.

1. Yearly view

. Date Descripti =
2. Report view 2020 ption
2020-03-22 Lailat al Miraj =
< 2001 - 2020 »
3. Close button .
20001 | 2002 | 2003 | 2004 | 2005 2020-04-03 Laylat 3l Bara'at
2006 | 2007 | 2008 | 2009 | 2010 2020-04-23 Begin of Ramadan
2011 2n2 2013 2014 2015 2020-12-25 Christmas Day
2006 | 27 | 2018 | 2019 - 2020-10-31 Halloween
2020-04-10 Good friday -
L. AR | an ¥ items per page 1-60f 6 items

lClDSE.—@

Figure 5.214 User holidays view
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5.20.3.3.1 Yearly view

Yearly view of holidays as

follows.
1. Calendar view 2020 Date Description -
2. HO/Iday table Of < 2001 - 2020 > 2020-03-22 Lailat 2 Miraj -
user service portal 2001 | 2002 | 2003 | 2004 | 2005 2020-04-09 Laylat al Bara'at

2006 | 2007 | 2008 | 2009 | 2010 2020-04-23 Begin of Ramadan

201 | 2012 | 2013 | 2014 | 2015 2020-12-25 Christmas Day

206 | 207 | 2018 | 2010 - 2020-10-31 Halloween

2020-04-10 Good friday =
|4 4 1 AR 2 »| on T items per page 1-6of6iteme

Figure 5.215 User holidays yearly view

5.20.3.3.2 Holiday table of user service portal

Holiday table presents all holiday
details as follows.

1. Table header O Lo Desaiptica 5
2. Date of holidays Sl Lailat 3l Miraj
3. Description 2020-04-09 Laylat al Bara'at
4. Table paging options 2020-04-23 Begin of Ramadan
2020-12-25 Christmas Day
2020-10-31 Halloween
2020-04-10 Good fnday =

4 b

@—e« <« 1oe el >n v items per page 1-60f 6 items

Figure 5.216 Holiday table view

5.20.3.3.3 Report view

Report view of the
holidays as follows @)—@rom

2020-01-22 (=} To 2020-08-01 [}
1. Date filter Date —— -
2. HO/Ide table Of 2020-03-22 Lailat al Miraj -
user service 2020-04-09 Laylat ol Bara'at
pOI’ta/ 2020-04-23 Begin of Ramadan
2020-04-10 Good friday
4 < (1 e e 0 7| items per page 1-acfditems

Figure 5.217 User holiday report view
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5.20.3.4 View leaves

All leaves applied by the user
can be seen here.

1.

Calendar view of
user service portal
Report view of user
service portal

Apply for a leave
button

Refer section for
more details.

Close button

B CALENDARVIEW B REPORT VIEW

5.20.3.4.1 Calendar view of user service portal

Calendar view of the user
leaves as follows.

1.
2.

Calendar

No. Of leaves applied
by the user

Leaves table of user
service portal

NCheck

Name Start Date End Date
July 2019 <>
Kathrine Dowd 2019-07-24 2019-07-27
Men Tue Wed Thy Fr sat sun Kathrine Dowd 2019-07-29 2019-07-30
1 2 3 4 5 & 7 -
8 9 10 1 12 13 14
15 16 17 18 19 20 21
22 23 24 25 26 27 28
29 30 3
£} - Mo *l
0 ¥ Mems per page
Figure 5.218 User leaves view
Name Start Date End Date
D—euly 2019 PR
ehnre Dowd 20190724 90727
Mon Tue Wed T Frl Sst  Sun
thrine Dowd 219079 0190730
1 2 3 4 $ 6 7
8 9 0 1 ” 3 "
15 1% ” 18 1% 20 )

P
8

I

CHIR 1

v Rems per page

>

»l

Figure 5.219 User holidays calendar view

Bio Attendance

B APPLY FOR A LEAVE

Leave Type =
VACATION

VACATION

1-2ef2
items

® CLOSE .—@

Leave Type

VACATION

VACATION

1-2002

feeny
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5.20.3.4.2 Leaves table of user service portal

Leave table presents all user leaves

details in a table as follows.

uhwNeE

Table header

Username

Leave start date

Leave end date

Leave type

Refer Configure leave type
section for more details
Table paging options

D—@rame

Kathree C

athrre O

©_. “ “

5.20.3.4.3 Report view of user service portal

Report view of leaves as follows.

1.
2.

Date filter
Leaves table of user
service portal

5.20.3.4.4 Request leaves

User can apply a leave request to get

the

approval from NCheck Bio

Attendance administrator.

1.
2.
3.

Leave start date

Leave end date

No. of days
Number of leaves should be
applied between start date
and end date deprecating
holidays.

Leave type
Leave type from the
configured leave types as

NCheck Bio Attendance

SO, S

Start Date End Date Leave Type =

A O . VACA

Figure 5.220 Leaves table view

Start Date End Date Leave Type

] 3 v Rems per page

Figure 5.221 User holidays report view

Required fields are marked in red ™*

®_. Start date

®—.E nd date

®—.No.of days

@—.Leave type

®

2019-12-30 a

2019-12-30 =]

CASUAL v

mentioned in Configure leave type section.

Figure 5.222 Request leaves view
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5. Send request button
Table 5.40 Error messages of request leaves is showing error messages could be appeared.
6. Close button

Table 5.40 Error messages of request leaves

Error code Error message
2031 You already have applied the leave(s) for start date — end date.
2032 Could not exceed the available number of leaves for {leave type name} leave type.

5.20.3.5 Roster items view

1 i ¢ 7 ?

< N - BIERENC e s ‘

Weedsy a Toesday Wedrasday ~ - Thursday Friday Sarwday Sunday
: J b R . '
O 030000 - 140000 © 930000 - 140000 © 930000 - 140000 O #0000 - 140000
Maening Mesning Mormag Morning
W seppon w t L 1 W Seppon
© 080000 - 17:0000 © 080000 - 120000 © 000000 - 1100:00 © 040000 - 110000
Day Oy Ouy Owy
LA W o L L
o o° - o o
w - 1 - w
© 180000 - 020000 © 180000 - 020000 © 180000 - 020000 O 100000 010000
Night Night Neght Neght
W soppon W Suppon W Suppon v

Figure 5.223 User roster items view

1. Current month
Weeks view
Filter roster items by shift
3. Week view
4. Roster item view of user service portal

5.20.3.5.1 Roster item view of user service portal

Roster item view is showing following details.
© 05:00:00 - 14:00:00
1. Shift details M z
) . orning
e  Shift start time
e Shift end time @— e Support
e  Shift name
2. User group name Figure 5.224 Roster item user view
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5.20.4 Leaves and holidays

This view allows to view user leaves, holidays and apply leaves.

+ HOLIDAYS

Start Date End Date No. of days Leave Type Approval Oparation =
@_. 2020-07-02  Thussday 2020-07-01 2020-07-03 2 MEDICAL Approved [ # o ] x coere i
Show rejected leaves
C 2020-07-01 - 2020-07-03. EEE)
Approved
@_.July 2020 < >
Mon Tue Wed Thu  Fri Sat  Sun
1 2 3 4 5=
3 7 8 8 W M 12
3 M 15 % 17 18 19
2008 2 = = »
27 28 29 30 n
,
~ 4 - 1 AR * 20w items per page 1-10f1items

1.
2.
3.

Figure 5.225 Leaves and holiday management view of user service portal

Apply/edit leave 4. Selected date view
Leave table view 5. Summery view of selected leave
Holiday table view 6. Calendar view

5.20.4.1 Apply/edit leave

User allow to apply for a leave as below.
PP # Request a leave
1. Start date

Leave start date Required fields are marked in red "*".

End date

End date of the leave D—®start date 2020-07-21
Request reason

Leave type (©——®End date 2020-07-21

Leave type as Casual, Medical, Annual
st
or custom leave type defined by the (3—®Request reason

administrator.
C)—.Leave type o
Send request button CASUAL

Send the leave request for Approval.

Reason for leave

Once the leave is approved or
rejected, user will be get notified as ® x CANCEL @ ®

shown in
Cancel button Figure 5.226 Request a leave dialogue view

Cancel the Request a leave dialogue.
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®) @ &/

|

Notifications (1) = =

Reminder for Leave Approvals/Rejections. @ @
Your following leave has been APPROVED by admin.
Requested Leave Period : from 2020-07-01 to 2020-07-03
Approved Leave Period : from 2020-07-01 to 2020-07-03

Approve/Reject reason : Health issues

2020-07-20 05:18:34

W Show deleted notifications
Ll

Figure 5.227 Leave approval notification

5.20.4.2 Leave table view

Leave table shows leaves applied by the user for the selected date in the Calendar view.

¢ ¢ 9 9 3 99

Start Date End Date No. of days Leave Type Approval Operation
2020-07-28 2020-07-30 3 CASUAL Requested 74 = oeere [

Figure 5.228 Leaves table view of user service portal

5. Approval status
Approval status as Requested, Approved

or Rejected.

1. Start date
Leave start date

2. Enddate
Leave end date 6. Operation
3. Noofday e Editleave

Refer Apply/edit leave section
for more details.
e Delete leave
Delete the leaves
7. Table options

No of days leave applied

4. Leave type
Leave type as Casual, Medical, Annual, or

custom leave type created by the
administrator.

5.20.4.3 Holiday table view

Holiday table show holidays available for the selected date
in the Calendar view.

1. Date Date Description
2. Description 2020-07-24 Company maintenance -
3. Table options

Figure 5.229 Holiday table view of user service portal
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5.20.4.4 Selected date view

The details of the date are shown as selected leave from (@)
the Leave table view or holiday from the Holiday table

view. (1)—2020-07-24 Frtay —3

@—.E’J Company maintenance
1. Date

The date of the selected date from the Calendar
view or date of the selected leave from the
Leave table view or date of the selected holiday
form the Holiday table view.
2. Day
3. Select today button
Select the current date form the Calendar view
4. Holiday name
This will appears if a holiday selected from the Holiday table view.

Figure 5.230 Selected date view

5.20.4.5 Summery view of selected leave

Selected holiday view shows the details of the selected (D)—©2020-07-01 - 2020-07-03 EXT) T ®
leave from the Leave table view as follows. ®_.Approved

1. Leave period

Start and end date of the leave with number of

days
2. Approval status of the leave

Approval status as Requested, Approved or Rejected.
3. View button

Refer section for more details.

Figure 5.231 Summery view of selected leave

5.20.4.5.1 Leave details

Leve details view shows leave details as below.

@_.sm“s IR proved ¢ JuLY 2020 »

Mon Tue Wed Thu Fri Sat Sun

uested 2020-07-01 - 2020-07-03
®—.:::s 27 ® o3 0405 @
—®
Approved 2020-07-01 - 2020-07-03 28 06 | 07T 08| 09| 10 M 12
—

days 29 1 415 |16 |17 |1 9
Feae bpe MEDICAL 30 20|21 2|23 |24 |25 |2

@ B Policy Normal 27|28 20| 30| N

@ Requested Medical checkup o
Reason

@_.Appmvefreject Health issues
comment

@ You cannot edit a leave once administrator approved or rejected the leave

x cLose @ —@

Figure 5.232 Leave details view

167



Status
tatus as Approved or Rejected
Requested days
The period leaves requested.
Approved days
The period leaves approved.
Leave type
Leave type as Casual, Medical or Annual
Policy
Leave policy as

e Normal

5.20.4.6 Calendar view

Calendar view shows leave and holidays for the user as below.

Noup,pwpneE

Selected month

Navigate button to previous month
Navigate button to next month
User leave

Holiday

Current date

Selected date

e Restricted

NCheck Bio Attendance

User is now allowed to check-in

or check-out while on leave

Requested reason

Approve/reject comment

Reason for the approval or rejection from

the administrator

Calendar view shows approved leave

period
Close button

Close Leave details dialogue view

®D-eJuly 2020

Mon Tue Wed

Figure 5.233 Calendar view

Thu

Fri

w

10

s

Sat

25

Sun

26
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5.20.5 User reports

@—.m» ® Duily Showtime @ i hours Custom dste range  Month 2000

3

Weekly n decimals

Monthiy

FILTER BY

Report parameters changed.

NCheck Bio Attendance

5.234 Users report view

Report type

e Total work hour report of user
service portal

e Productivity report of user service
portal

e  Event detail report of user service
portal

5.20.5.1 Report types of user service portal

1.
2.
3.

Total work hour report of user service portal
Productivity report of user service portal
Event detail report of user service portal

5.20.5.1.1 Total work hour report of user service portal

o u kW

Export user reports

Report settings of user service portal
Filter by shift

Report table

Refresh button

Refresh report after applying report
settings.

The Total work hours report provides work hours details for a selected date range. That details can be calculated
by daily, weekly, monthly basis. The important parameters are

1.

v ok W

Date 6. First check-in

Name 7. Last check-out
Employee code 8. In-out hours
Productive work hours (HPS) 9. Shift work hours (HS)
Overtime hours 10. Work hours

5.20.5.1.2 Productivity report of user service portal

Productivity report is generated for a selected time period with user/employee productivity parameters as
follows.

1. First check-in

2. Last check-out

3. Work hours

4. Break hours
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5. Late arrival
6. Late departure
7. Early arrival

8. Early departure

5.20.5.1.3 Event detail report of user service portal

NCheck Bio Attendance

9. Overtime hours

10. Productive hours (HP)
11. Unproductive hours
12. Efficiency

Event details represent all users/employees event details information as follows.

1. Name
2. 1D
3. Shift name

4. Shift start
Start time of the shift.

5. Direction and status
Event type as check-in or check-out.

5.20.5.2 Report settings of user service portal

@

|
-

6. Time
7. Event time

8. Time zone
Time zone difference in hours with
respective to UTC.

9. Location
Longitude and Latitude coordinates of the
event location.

Sum by ® Daily Show time ® In hours
Weekly n decimals

Monthly

Custom date range Month 001 - — - -

5.235 User report settings view

1. Report calculation strategy

Change the calculation based on Daily, Weekly or Monthly basis.

2. Time filter

Show time ranges in Hours format or Hours and minutes format.

3. Date

range

This filter is not available for user detail report. The date range is changing according to the Report

calculate strategy filter.

e Report calculate strategy as daily

The report can be generating in months. The custom range can be enabled in days selecting

Custom date range setting.

e Report calculate strategy as weekly

The report can be generated in weeks. The custom range can be in weeks enabled selecting

Custom date range setting.

e Report calculate strategy as monthly

The report can be generated in years. The custom range can be enabled in months selecting

Custom date range setting.
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5.20.5.3 Export user reports

Export data in PDF and CSV formats. Available options are,

e Export all data as PDF
Export complete report as a PDF.

e Export all data as CSV
Export complete report as a CSV.

e Export visible data as PDF
Export currently visible data in the report as a PDF.

e Export visible data as CSV
Export currently visible data in the report

5.20.6 User settings

5.20.6.1 Select display language for web

Available languages are English and Chinese.

5.21 Common functions

5.21.1 Client registering view

Before record attendances
in NCheck Bio Attendance
Clients for Windows,
Android and 10S
applications, applications

NCheck Bio Attendance

Registration Token

® 1609936

should be registered with a @’@)
user or user group in the
NCheck Bio Attendance

server using a registration @
code. The registration
window as follow. @

1. Device registration

code @—. NCheck Bio .ﬁl!'d'lce for Android
2. Copy to clipboard
Copy device

registration code to

oo | mi  SG)

NCheck Windows client app NCheck Bio Attendance for i0S

@& Appstore

clipboard 5.236 Device registration view

3. Device registration code as a QR code
Scan QR code from the client device.

4. Remove button

Remove current registration code to regenerate new code.

5. Email button

Email registration code to user/user group. Table 5.41 Error messages of registration view is showing the

possible error messages when email registration token.

6. Link to download NCheck Bio Attendance clients for Android, I0S and Windows
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Table 5.41 Error messages of registration view

Error code Error message

2035 Failed to email registration token.

5.21.2 Location restrictions

Location restrictions can be applied for selected user/user group in order to bound check-in/checkout events to
area.

Location restrictions view as
@ LOCATION RESTRICTIONS Bo——(1)
follows,

1. Number of location
restrictions applied for
user/user group

@—. Name Address Options
Tooele County  Tooele County Utah, USA LL T @
Monterey Monterey County California, @

2. Location restrictions table

3. Add new button County USA
Add location restriction. 25
Refer section for more
. ©) °
details.
5.237 Location restriction view
5.21.2.1 Location restriction table
This view shows all location restrictions and
operations as follows
1. Restriction name Name Address Options .
2. Address where the restriction applied Tooele County  Tooele County Utah, USA [ oeuere |
3. Options
e Edit location restriction Monterey Monterey County California [ DELETE |

i Lo County USA
e Delete location restriction

5.238 Location restriction table
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5.21.2.2 Edit location restriction

Edit

existing  location

restriction as follows.

1.

Restriction
name ®—.Dmnpbon
Description B)——@nddrens

Address where @ gt

the restriction
applies (O——@tongituce

Latitude (B)——@radivs imeery

only 5 decimal

low
places are @—.&1 bypass Not Allowed

allowed.

Longitude ® £ o0
only 5 decimal 5.239 Edit location restriction view

places are

allowed.

radius

Allow bypass

Check this option to allow user to bypass the location restriction as mentioned in section

Update button

Update button will be disabled if the mandatory fields are empty or Validation errors exit. Table 5.42
Error messages of add new location restrictions showing error messages could be appeared when
updating location restrictions.

Cancel button

Table 5.42 Error messages of add new location restrictions

Error code Error message

3011 Only 5 decimal places are allowed in latitude and longitude values.
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5.21.2.3 Add location restriction

New location restriction can be added as
follow

1. Add from previously added
restrictions
Deleted or applied location Previousty sdded sesicied olayed bar. To 2
restrictions can be chosen in this — Name *

Name Description Address

view. Selected location
restriction is allowed to edit in
the location restriction form.

added restricted locations will be displayed here. ADD SELECTED LOCATION

Description

Address

2. Add from location history
Users event locations can be
selected as location restriction in
this view. Selected location
restriction is allowed to edit in .
the location restriction form. = [ — Radius (meters)

Latitude *

Longitude *

3. Add new location restriction
Refer Add location restriction
section for more details.

Allow bypass

5.240 Location restriction view
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5.21.2.4 Add new location restriction

This view allows to add new location restriction as

follows.

Nou,kwnpeE

10.

Restriction name

Description

Address where the restriction applies
Latitude

Longitude

radius

Allow bypass

Check this option to allow user to bypass the
location restriction as mentioned in section
Update button

Update button will be disabled if the
mandatory fields are empty or Validation
errors exit. Table 5.43 Error messages of add
new location restriction shows error messages
could be appeared when updating location
restrictions

Cancel button

NCheck Bio Attendance

@—.Name "

@—. Description
®—.nd dress

®—.Latitude *

®—.Longitude *

——@Radius (meters)

100

@—.nllow bypass

Not Allowed

Figure 5.241 Add new location restriction view

Table 5.43 Error messages of add new location restriction

Error code Error message

3011

Only 5 decimal places are allowed in latitude and longitude values.
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5.21.3 Import and Export information

NCheck Bio Attendance user information can be export as a zip file with selected information. The zip file
hierarchy as showing in Figure 5.242 Import/Export zip file folder hierarchy. User biometric data is not allowed
to export

NCheck Bio Attendance allows to import all user information as zip file in the hierarchy as shown in Figure 5.242
Import/Export zip file folder hierarchy. In addition to that it can import user information in CSV files.

All exporting information is encrypting using AES 256 encryption method with given
password to enhance the security of the exported information. Windows default zip
extractor is not supporting to extract exported zip file. You must use third party tool which
supported AES 256 encryption method to extract exported zip file.

|--<employeecode=_<modality>_<dataid=>.dat

Zipfile/
|
| ~Thumbnail /
| | -Customer/
| | | —<customername>.jpg
| |—-Person/
| | |—-<employeecode=.jpg
| | -UserGroup/
| |—<groupcode=.jpg
| —-Biometric/
| |--Image/
| | --<employeecode>_<modality>_<dataid=>.jpg
| |--<employeecode=_=modality=_<dataid=.png
| | -Template/
|
|

|--<employeecode=_<modality>_<dataid>.dat

| -Other information as CSV |-

Figure 5.242 Import/Export zip file folder hierarchy

Thumbnail and biometric cannot be exported.

1.Modality
1. Face
2.  Finger
3. lris
2.Data-id

Unique ID to add multiple biometric data in single modality
e emp0234 face_1.jpg, emp0213_face_2.jpg, emp0435_face_3.jpg

e emp0234_finger_1.jpg, emp0213_finger_2.jpg, emp0435_finger_3.jpg
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3.Information as CSV

NCheck Bio Attendance

Table 5.44 Import/export csv files

Information
User profile information

User/user group location restrictions
information

User group information

User group memberships information
Shifts information

Rosters information

Roster items information

Holidays information

Leaves information

Event logs information

CSV file name
PersonData.csv

e  PersonlLocationRestrictionData.csv
e GrouplocationRestrictionData.csv

GroupData.csv
MembershipData.csv
TaskData.csv
RosterData.csv
RosterltemData.csv
HolidayData.csv
LeaveData.csv

EventLogData.csv

Following restrictions/limitations have been applied to import export data

4.Folders and images should follow the exact naming convention.

5.There can be only one image for customer profile in path ‘Thumbnail/Customer/’.

6.For each person, there can be only one profile image in path ‘Thumbnail/Person/’.

7.For each user group, there can be only one profile image in path ‘Thumbnail/UserGroup/’.

8.Customer profile image should contain the customer name and each person or group profile image should
contain the relevant employee code or group code.

9.Biometric images should be included in the path ‘Biometric/Image’ and templates should be included in the
path ‘Biometric/Template’.

10. Biometric image/template file name should be in ‘<employeecode>_<modality>_<dataid>’ format.
11. Images can be in jpg or png format. Providing the extension is not mandatory.
12. Other import data files (CSV files) can also be included in the same zip file. All date time should be

MM/dd/yyyy h:mm: ss a format and date format should be MM/dd/yyyy format.
13. The file naming conventions is mandatory when importing files.
5.21.3.1 User thumbnails
User thumbnails can be imported as jpg, png format in a zip file according to the file structure as showen in

Import and Export information section. Unlike other information administrator are feels free to import all user
thumbnails with any other file import.
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User thumbnails cannot be exported.

5.21.3.2 User biometrics and template files

User biometrics and templates data can be imported as zip file as shown in Import and Export information
section.

User biometrics cannot be exported.

5.21.3.3 User profile information

A B G ) E o F G | H (0 J | K L M N
firstName lastName  employeeCode  email primaryTelephone address1 address2 city country  stateProvinceRegion 2ipOrPostalCod barCode tfid createdAt
Bryant Nell 1 15417543010 us 1259700208 321233 8/26/20196:17
Victor Huego SCOHS 15416424231 [ 321321 8/26/2019 6:17
Liam Cameron  IMIXAC 15419031876 us 112321 8/26/2019 6:17
Jhon Steurt 0QpgWwW 12025550172 us 31321 8/26/2019 6:17
Kathrine Dowd 70tYk0 kat.d@gmail.com 12025550164 San Francisco California us 100096 312331 8/26/20196:17

5.243 CSV template view of user profile information

e First name e Address2
This is mandatory information. Address line 2
e Last name e City

This is mandatory information.
e Country

e Employee code

This is mandatory information. * State province region

e Email e Zip or postal code

 primary telephone * Created at
MM/dd/yyyy h:mm: ss a format is required.

e Addressl
Address line 1

5.21.3.4 User group information

° Group code i Formulas Data Review View Help Q Tell me £ Share
This is a mandatory field. o X A _ % | | FBConditional Formatting~ | | 3| | | o
Group code should be O e e
. Paste Font Alignment | Number “ Cells Editing
unique. . ¥ - - - (7 Cell Styles > o
. ) Clipboard 1 Styles ~
e Description
H2 o/ I ¥
e Created at A - c s
MM/dd/yyyy h:mm:ss a 1 |groupCode description createdAt ‘
format is required. 2 |SALES Sales 1/11/2019 10:38 ‘
3 |MT Maintainers 2/11/201911:35 |
4 N |+
‘ Usergroup_data ® < >
Ready B mo- ] + 100%

5.244 CSV template view of user group view
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5.21.3.5 User/user group location restrictions information

File Home Insert

NCheck Bio Attendance

Pagelayout  Formulas  Data  Review View Help  Q Tell mewhat you wantto do £ Share
S X Cut - A - b K | B Bx fFh | ZAutesum - A,
N = Calibri 11 A A > 25 Wrap Text General [;-[gJ g'l L»" & =X II' = Al p
Paste . S = - &= = 5 > < Conditional F it Cell Insert Delete F it Sort & Find &
U S Fomatpamer | BT U o DA == (EMeea el By i I e e T e
Clipboard ] Font ] Alignment i Number ] Styles Cells Editing ~
E1 v fe || allowBypass ¥
A B C D E F G H I J K [~
1 |name description address [ lemployeecode  groupcode  radius  latitude  longitude
2 |sales 02 Sales in Hillcrest Queen Hillcrest Queens, NY, USA 6/11/2019 5:45 FALSE gWKIKK 100 40.726913  -73.802164
3 |deviopments Development team in Kansas city 707 E 16th St Kansas City, MO 64108 4/11/2019 1:22 TRUE BWKIKK 100 39.094325 -94.574969
4
El -
User_location_restrictions @ <« v
H [ 1 + 100%
e Name 5.245 CSV template view of User/user group locabraporsingtiseirsioDtiaéiowise, this field should
This is mandatory information be empty.
e Description e Group code
This is mandatory information when

e Address

importing user groups. Otherwise, this field

e Created at
This is mandatory information. MM/dd/yyyy
h:mm: ss a format should be applied.

should be
¢ Radius

* Allow bypass * Latitude

empty.

This is mandatory information.

e Employee code

This is mandatory information when * Longitude

This is mandatory information.

5.21.3.6 User group memberships information

e Start date

File CCIAEMN Inset  Pagelayout  Formulas  Data  Review  View  Help Q  Tell me what you want to do £ Share
MM/dd/yyyy h:mm: ss a .n.D S irem T e S=E2 | |cenen FZ Conditional Formatting = | E=Inset ~ | 3~ 47~
. . B~ . o 7 - B - - -
format is required. BB s i o S- | $-% > | [FFormatasTable Eroeete - | @ £
. ¥ = - - 8 8 [7 Cell Styles - = Format~ | & ~
Clipboard & Font ) Alignment 5 Number ™ Styles Cells Editing ~
¢ End date
AL = £ || startDate v
MM/dd/yyyy h:mm: ss a " y ” - N : 1 e | a lE
H 1 1 |startDate lendpate createdAt groupCode employeeCode
pstaroate
format is requi red. 2 6/11/2019 7:39 6/11/2019 7:39 ACC 1aPfGW
3| 6/11/2019 7:39 6/11/2019 7:39 ACC 2sWJoC
e Created at 4 6/11/2019 7:39 6/11/2019 7:39 ACC EWKIKK
5 | 6/11/2019 7:39 6/11/2019 7:39 ACC TZRBGL
s

MM/dd/yyyy h:mm: ss a
format is required.

e Group code

e Employee Code

5.246 CSV template view of the user group membership information

179



5.21.3.7 Shifts information
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File QUGS inset  Pagelayout  Formulas  Data  Review  View Help  FoxitPDF Q) Tell me what you want to do £, Share
B X Cut v = o B | @a Bx g | X Autosum - A p
e Calibri n - A A = %"/ 2 Wrap Text General ol D ; = =X s o ’y
Paste ) BT U=|E~ DA = &= 5= | Bl Merge & Corter -9 s g g | Conditional Formatas Cell | Insert Delete Format | Sort& Find &
- ¥ Format Painter & Blberses Conte $ © 7% | Formatting~ Tablew Styles~ | - - v | P Clear”  Fiters Select~
Clipboard ] Font g Alignment ] Number ] Styles Cells Editing ~
Al af fe name hd
A B 55 D 3 F G H 1 J K L M N o] P -
1 |[name 'description startTimeSeconds checkinStart checkinEnd endTil t cf workHours otStart otEnd restrictCheckin restrictCheckout restrictOT limitOT maxOT \
2 |Morning  Shift for morning 5:00:00 0:00:00 23:59:59 14:00:00 0:00:00 23:59:59 8:00:00 17:00:00 23:59:59 FALSE FALSE FALSE FALSE 28800 ‘
3 Day shift for dqay 8:00:00 0:00:00 23:59:59 17:00:00 0:00:00 23:59:59 8:00:00 17:00:00 23:59:59 FALSE FALSE FALSE FALSE 28800 ‘
4 Night Shift for night 18:00:00 0:00:00 23:59:59 3:00:00 0:00:00 23:59:59 8:00:00 17:00:00 23:59:59 FALSE FALSE FALSE FALSE 28800 ‘
5| |
6 |
7 |
8 |
| shift data 20-7-2019 ® « Y
& o - ' + 100
5.247 CSV template view of Shifts information
e Name e Work hours
Shift name. The number of work hours user should cover
N in the shift.
e description

Start time second
Shift start time

Checkin start
The timestamp for the check-in start time to
prevent early check-ins.

e Checkin end
The timestamp for the check-in end time to
prevent late check-ins.

e End time second
The timestamp for shift end time

e Checkout starts
Tht timestamp for the checkout start time to
prevent early checkouts.

e Checkout snd
Tht timestamp for the checkout end time to
prevent late checkouts.

OT star
The timestamp for overtime start.

OTend
The timestamp for overtime end.

Restrict checkin
If this is true, checkin start and checkin end
restrictions will be applied.

Restrict checkouts
If this is true, checkout start and checkout
end restrictions will be applied.

Restrict OT
If this is true, OT start and OT end
restrictions will be applied.

Max OT
Maximum overtime overs permitted.
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5.21.3.8 Rosters information

Insert Page Layout Formulas Data Review

NCheck Bio Attendance

View Help  FoxitPDF @ Tellme

'“'\ P4 Calibri 11 - 2'3 General v E(%]Conditional Formatting ~ gmlnsert - z - é'*
3 sltj Egy ~ B I U~ A A ¥ $~% [_?Format as Table ~ E" Delete ~ ~ P~
aste Y
= ¥ DA~ hd 6 29 [7 cell Styles ~ [%] Format ~ & -
Clipboard I Font F} Alignment (] Number 7 Styles Cells Editing
Al 4 b3 rosterName
g A B & | D E F G H
1 |rosterName lstartDate endDate deletedDate createdAt rosterType repetition
2 |Second quarter 7/29/2019 0:00 7/29/2019 3:01 WEEKLY 4
3 -
4,
e |
Roster data 2072019 | (@ [ [v]
Ready B mo- ] + 100%

5.248 CSV template view of the roster information

e Roster name

e Start date
Start date of the roster.

End date
End date of the roster.

e Repetition

5.21.3.9 Roster items information

Inset  Page layout Formulas Data  Review

¢ Deleted date
This should be empty.

e Created date
Specify the date for the roster create.

e Roster type

View Help Foxit PDF Q Tell me

g Share

""D % Calibri |11~ % F@ Conditional Formatting ~ @ el
Emy ~ B I U~ A 4 v
Paste B SE: A A Number [: Format a5 Table Cells Editing
B - A~ = [7 Cell Styles ~ - -
Clipboard & Font ] Alignment r Styles
Al v Jx createdAt
A B | C 1 D 1 E | F G | H
1 |createdAt ldeletedDate dayNumber employeeCode groupCode rosterName name
2 | 7/29/20193:26 0 dev Second quarter Day
3 | 7/29/2019 3:27 0 mkt Second quarter Day
4 | 7/29/2019 3:27 0 Support Second quarter Morning
5 | 7/29/2019 3:27 0 Support Second quarter Day
6 | 7/29/20193:28 0 Support Second quarter Night
Roster item data 20-7-2019 | (@ < o
33 e ] + 100%

5.249 CSV template view of the roster items information

¢ Created at
Created date for the roster item

* Deleted date

e Day number

¢ Employee code
e Group code

e Roster name

[»
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e Name
Name of the shift

5.21.3.10 Holidays information

NCheck Bio Attendance

Insert  Pagelayout Formulas Data Review View Help FoxitPDF Q Tellme 5 Share
"D &% Calibri I || =g FZ Conditional Formatting ~ Ex o)
la~ | BT U~ AA | =E==E [27 Format as Table
Paste 3 = A A g Number 2 SOIDAL DN Cells Editing
. W - DA~ €<3= | ¥y (27 Cell Styles ~ . -
Clipboard Font m Alignment [ Styles
C1 v [ fe createdAt
A B & D E ‘ F
1 |description Idate |createdAt |
2 |Office maintenance 7/31/2019 0:00 7/29/2019 3:31
3 |Christmas 12/25/2019 0:00 7/29/2019 8:55
4 |Halloween 10/31/2019 0:00 7/29/2019 8:56
5 |Good friday 3/30/2019 0:00 7/29/2019 8:56
67
Holiday data 2972019 | (@ [ 0
Count2  HH ES= ] + 100%
5.250 CSV template view of the holiday’s information
e Description e Created at
Description of the holiday Created date in the server
e Date
Date of the holiday
5.21.3.11 Leaves information
File Home Insert Page Layout Formulas Data Review View Help Foxit PDF Q Tell me what you want to do p
'“'D % Calibri Jn AR == = - ab General  ~| | E) Conditional Formatting ~ ‘ &= Insert ~ > - Sr~
e Eg ~ N e e e $ ~ % » | [Z7Formatas Table~ £%Delete ~ | [¥]+ P~
a' e 5 B I U~ E- bopA-|l===eEH- €0 o (7 Cell Styles - (&) Format~ | & ~
Clipboard & Font (] Alignment Number [ Styles Cells Editing
Al 24 fe | startDate
A | B | C | D ‘ E | e | 6 | H
1 |startDate lendDate createdAt leaveType employeeCode
24 7/2/2019 0:00 7/5/2019 0:00 7/29/2019 9:52 CASUAL IM1XAC
2l 7/2/2019 0:00 7/3/2019 0:00 7/29/2019 9:52 MEDICAL 0QpgWW
4 7/24/2019 0:00 7/27/2019 0:00 7/29/2019 9:53 VACATION 70tYk0
5l
Leave data_29-7-2019 ©) <]
Bl = m - 1

e Start Date
Leave start day

5.251 CSV template view of Leaves information

e End date
Leave end day
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¢ Created at ¢ |eave type
Leave created date in the NCheck Bio

Attendance server * Employee code

5.21.3.12 Event logs information

[ Q  Tell me what you want to do

o ¥y e = o oy e o
, dbCut Calibri S -|A R == ®- ®weplea Genera - ’};, % Normal Bad g= =X [y EA‘“S“"' Ay p
ER Copy - - o B2 E " T Fill - =
Paste BT U~ e B p- | === T=35= EMerge@Center -  $ - % » %0 2 | Conditional Formatas Good Neutral Insert Delete Format | Sort & Find &
¥ Format Painter S rall=: 4 SN SR Formatting - Table - E # Clear=  Fier~ Select~
Glipboard 5 Font 5 Algnment . Number 5 styles cels Editing ~
H1 - £ || checkoutbescription
A e c o : 3 s u | ' K L " n o e a  m | s T u | v v
[ checkiLatude checlin o o [GomstoaDezsiion JomployeeCo tablame |chekinTime  checkoxaTime  iSian St o e wokbous maOT
2 o 0 o o TOYKO Day T30/120196:21  7AN20196:21  7A020198.00 9.00.00 -1 FALSE FALSE 13800 13800 28800 -1
3 AraDp. TMN201230 TTR20130.00 235359 -1 FALSE FALSE 13800 rnvdl 86399 -1
.
s
.
:
H
Eventlog_data 3072019 @
gl om ' + 68

5.252 CSV template view of the event logs information

* Checkin latitude ¢ Checkin time

Latitude of the check-in location Date and time of the check-in time
e Checkin longitude ¢ Checkout time

Latitude of the check-in location Date and time of the checkout time
e Checkin address e Shift start

Address of the check-in location Date and time of the Shift start
e Checkin description e OT start

Description of the checkin « Shift span second
* Checkout latitude e OT span second

Latitude of the checkout location

¢ OT enabled

e Checkout longitude

Latitude of the checkout location * Limit OT
* Checkout address ¢ Checkin time zone

Address of the checkout location Checkin time zone in seconds.
e Checkout description e Checkout time zone

Description of the checkout Checkout time zone in seconds.
e Employee code e Work hours

Work hours in seconds
e Task name
e maxOT
Shift name
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5.21.3.13 Select import location

This view allows to browse files In the local file system for operations in NCheck Bio Attendance system.

Import options & From local filesystem From FTP server location

Choose file Choose File | No file

®_. Password protection #| (Data protected with a password)
®—. File password

@

5.253 Import data from local file system window

1. Select the import location file

e Import from local file system
e Import from FTP

2. Password protection
Select this check box to enter the password if the file is encrypted.

3. File password
Enter the encrypted password

4. Execute button
Execute button will be disabled if the mandatory fields are empty or Validation errors exist. Table 5.45
Error messages of data import is showing error message could appeared when import files.

5. Close button

Table 5.45 Error messages of data import

Error code Error message

1003 Unable to connect with the FTP server {server name}

2046 Invalid FTP file path

2047 Invalid FTP username or password

3013 Data import failed. Invalid password.

4003 Unidentified error occurred during data import. Please contact administrator or NCheck

Bio Attendance support for more details.

5.21.3.13.1 Import from local file system

Choose the zip/csv file from the local file system
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5.21.3.13.2 Import from FTP

This view allows to () —@rehes
configure FTP location t0  (3) e pan
import files for ©)
operations in NCheck Bio @
Attendance system.

.‘ Need username and password to access FTP location

User name Password ._©

Figure 5.254 FTP server location settings view

1. FTP host address

2. File path in the

file system

3. Check this if the FTP access credentials is required
4. FTP Username

5. FTP password

5.21.3.14 Select export location

Encrypted files cannot be open via Microsoft Windows default extractor. You may use any
third-party software which support encrypted files extraction.

®—.Export options ® Download files Save to FTP server location
@—. File password

Password requirements:
* Have at least &

* [nclude at least one digit

aracters

Password Strength:

@— —@ Confirm password
@ x cose @——5)

5.255 Download exported date window

1. Export option
e  Download exported files
e Save to FTP location
2. File password
The password must have at least 6 character and one digit/
Confirm password
4. Execute button
Execute button will be disabled if the mandatory fields are empty or Validation errors exist. Table 5.46
Error messages of export files is showing the error message could appeared on import files.
5. Close button

w

Table 5.46 Error messages of export files

Error code Error message
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1003 Unable to connect with the FTP server {server name}

3003 Password does not match.

3004 Password must contain at least 6 characters with one number.

2046 Invalid FTP file path

2047 Invalid FTP username or password

4004 Unidentified error occurred during data export. Please contact
administrator or NCheck Bio Attendance support for more
details.

5.21.3.14.1 Download exported files

Download file to the local file system.
5.21.3.15 Save to FTP location
This view allows to set (1) —@ehes

FTP location details for @)—@Fiepatn
file save operations in ©)

) @ Need username and password to access FTP location
NCheck Bio Attendance
@—.Uur name Passwerd ._©

server

1. FTP host address Figure 5.256 FTP server location configuration for save exported files

2. File path in the file system

3. Check this if the FTP access credentials is required

4. FTP Username

5. FTP password

5.21.4 Report parameters

All report parameter can be explained using following figure.

@ CHECK-N @ CHECK-OUT

Shift (S)

WO 1ours
Tin-1 Tout-1 Tin-2 Tout-2 Tin-3 Tout-3 Tin-4 Tout-4 Tin-5 Tout-5

5.257 Report parameters view

5.21.4.1 First check-in

First check-in time within the shift

5.21.4.2 Last check-out

Last check in time within the shift
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5.21.4.3 Work hours

Total summation of time differences between consecutive check-ins and check-outs.
5.21.4.4 In-out hours

Time difference between First check-in and Last check-out.
5.21.4.5 Productive hours (HP)

According to the figure, productive hours can be identifigd as

H, =Tout, - maxS_ . Tin) + 3 (Tout,-Tin) +min(S_,~Tout )-Tin_

i=a+1

According to the Figure this can be defined

H =(Tout,-S_ )+ (Tout -Tin)+(S_ -Tin)
5.21.4.6 Shift work hours (HS)

Minimum from Work hours and Shift hours.
H, =min(H_.S J
Ky w h
5.21.4.7 Productive work hours (HPS)

Minimum from Productive hours (HP) and Shift work hours (HS)
5.21.4.8 Unproductive hours

InOwt P
5.21.4.9 Overtime hours

Overtime hours can be defined as
or=H_-S
w H

5.21.4.10 Break hours

Total differences between check-in’s and check-outs of consecutive events in hours.

n

ZTin—(i+l) N Tout—i

i=1

5.21.4.11 Late arrival

Time difference between shift start and the first check-in when first check-in occurs after the shift start time.
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5.21.4.12 Late departure

Time difference between shift end and the last check-out when last check-out occurs after the shift end time.

5.21.4.13 Early arrival

Time difference between shift start and the first check-in when first check-in occurs before the shift start time.

5.21.4.14 Early departure

Time difference between shift end and the last check-out when last check-out occurs before the shift end time.

5.21.4.15 Efficiency

The ratio between Productive hours (HP) and work time defined for the particular shift.

5.21.4.16 Event logs count

Number of events for the particular user/employee for the selected date range.

5.21.4.17 Roster item count

Number of roster items assigned for the particular user/employee for the selected date range.

5.21.4.18 Number of Leaves

Number of leaves approved for particular user for the selected date range.

5.21.4.19 Number of holidays

Number of holidays of the organization in the selected date range.

5.21.4.20 Replacements

Depending on the organization requirement such as handle the work load, manage absentees, additional
employee(s) can be added to a specific roster item as mentioned in Add additional staff section. This parameter
shows number of additional user(s)/employee(s) replaced for the user/employee in such cases.

5.21.5 Table options

The following options are ®_.=m,.,,.,cm First Name = Last Name Phons
available in tables using over the
NCheck Bio Attendance control
panel.

Kathring Dowd +15417343010

1. Table header
2. Table paging options

Figure 5.258 Control panel table view
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5.21.5.1 Table header

7 ®

Employee Code First Name = Last Name Phone

@—e

n .—@

Figure 5.259 Table header column view

Table column

Column sorting order as mentioned in Table 5.47 Table column sorting options
Table menu

Column search

This field is used to filter the column content.

PwnNE

Table 5.47 Table column sorting options

Icon Soring order

None No sorting will be applied for the particular column
- Columns will be sorted in ascending order

- Columns will be sorted in descending order

5.21.5.2 Table menu

Over the NCheck Bio Attendance control panel, list of data is representing using data

1

tables. Following features are available in the data table. @—.g Save State
1. Save state ®—. Clear all filters
Save the applied filters and columns in the browser cache. ®_. Columns:

2. Clear allfilters

Clear applied filters from the browser cache.
3. Columns

All table columns. ! v LastName
4. Visible columns
5. Hidden columns

@—bv Employee Code

©  First Name

+ FPhone

@—.x Created Time
®  Modified Time
% Admin

% Active

5.260 Table menu view
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5.21.5.3 Table paging options

NCheck Bio Attendance

Table paging options allowed to prevent retrieving and loading large number of data to the table at once. These
options are important to handle large data within the system without affecting the performance of the system.

IReRINY

|4 ¥ items per page

Figure 5.261 Table paging view

Go to the first page

Go to the previous page

Current page number

Number of pages

Go to the next page

Go to the last page

Number of items for a page

The available options are 20, 50 100.
8. Index of the first row in the page
9. Index of the last item in the page
10. Number of items in the page

Noup,pwneE

5.21.6 Control panel settings

®

©

Administrator allows to configure below mentioned settings in the NCheck Bio Attendance Cloud/On-premises

server.
e General setting list
e Client settings list
® Biometric setting list
* Web interface setting list

5.21.6.1 General setting list

5.21.6.1.1 Default shift start time

The start time of the for the default shift. Default is 00.00.00.

5.21.6.1.2 Default shift end time

The end time of the default shift. Default is 23.59.59.

5.21.6.1.3 Day start time

Time to start working/office hours. Default is 00.00.00.
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5.21.6.1.4 Week start date

Week start day of the organization. Default is Monday.

5.21.6.1.5 Month start date

Month start day of the organization. Default is 1st day of the month.

5.21.6.1.6 Date format

Date format for the control panel and reports. Default is yyyy-MM-dd.

5.21.6.1.7 Time format

The time format for the Control panel and reports. Default is HH:mm:ss.

5.21.6.1.8 Default shift selection behavior

This option control default shift selection. The default is Allow when other shifts available.
Available options are

e Don’t allow
Not allowed to select default shift.

¢ Allow when no shifts available
Allow using default shift when custom shifts are not available.

¢ Allow when other shifts available
Allow using default shift when custom shifts available.

5.21.6.1.9 Auto checkout at the end of the shift

Enable this option to auto checkout user at the end of the shift automatically. This setting has disabled by
default.

5.21.6.1.10 Notify check-in attempts on restricted leave

When this setting is applied, administrator gets email or control panel notification if a user who are on restricted
(leave policy) leave tries to check-in.

5.21.6.1.11 Unidentified event log count to keep

Number of maximum unidentified event logs to keep in the system. Older event logs will be deleted if the
maximum event log count is exceeded. Set -1 to disable this setting.

5.21.6.1.12 External resource URL
In NCheck Bio Attendance on-premises server, If the email sent to your inbox does not show images properly.

You can keep those images in a publicly accessible location and specify URL for those images here. To refer
default resource as “https://<server ip>:<port>/resources/ncheck.image?resource_name”.

5.21.6.2 Client settings list
5.21.6.2.1 Result dialogue timeout

Timeout for check-in/checkout result dialogue. The default value is 5 seconds.
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5.21.6.2.2 Enable licensing

In NCheck Bio Attendance cloud, enable this setting to activate Standard clients with the cloud subscription if
there are available licenses as mentioned in License statics section of the Subscription..

5.21.6.2.3 Show work time on clients

The display worked time in result dialogue after check-in or check-out events. This setting has been enabled by
default.

5.21.6.2.4 Offline operation mode

Enable to record attendance in NCheck Bio Attendance Standard clients when the internet service is not
available. This setting has been disabled by default.

5.21.6.2.5 Manual capture start

Enabling this setting, user able to manually record the event (Standard clients) or record the event as either
check-in or check-out.

Following capture start modes can be select once the manual capture start enabled.

1. Check-in check-out selection
Once this setting has selected, user able to manually select the event type as check-in or check-out.
2. Select start button
Standard clients capture face automatically once the face is detected. Enable this setting to capture
button to capture manually.

5.21.6.2.6 Automatically synchronize offline data

Synchronize the offline data automatically with the NCheck Bio Attendance server when Enable offline mode
setting is enabled. This setting has been enabled by default.

5.21.6.2.7 Offline data synchronize interval

Data synchronize interval when the Offline data synchronize interval setting is enabled. The default synchronize
interval is minutes.

5.21.6.2.8 Allow automatic peripheral enabling of new clients

If this setting is enabled, the peripherals in the registered devices will be enabled automatically. This setting has
been enabled by default.

5.21.6.2.9 Reset offline client password

Reset password for the control panel login in NCheck Bio Attendance Standard clients when the offline mode is
enabled. Client password is empty by default.

5.21.6.2.10 Duplicate event timeout

The time interval between consecutive attendances record to prevent duplicate record in seconds. Default is 3
seconds.
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5.21.6.2.11 Event log image size

Size of the biometric image when recording attendance. The biometric image is sending to the NCheck Bio
Attendance server for user identification. Time took to record attendance can be depended on the size of the
image. According to the selected size, image will be compressed without changing the aspect ratio. Default
image size is Medium.

The available image sizes are

e Small
The images will be compressed to 224*224.

e Medium
The images will be compressed to 512*512.

e Original
The original image will be uploaded.

The recommended event log image size is Medium.

5.21.6.2.12 KIOSK mode operation (For Microsoft Windows clients)

Enable this to open NCheck Bio Attendance clients for Windows in the full-screen mode. This setting has been
disabled by default.

5.21.6.2.13 KIOSK mode exit code

Exit code from the KIOSK mode for NCheck Bio Attendance Lite for Android can be given here. Exit code is empty
by default.

5.21.6.2.14 Allow predefined location

This setting is used to configure the location source for the Android and IOS Lite clients need to be used when
recording attendance events.

The available location options are.

1. Always use GPS
The location coordinate will be retrieved from the GPS facility available with the device.

2. Prefer GPS over predefined
If the GPS facility available, GPS coordinates will be used. Otherwise, predefined location will be used
as Predefined location preference of Android and 10S Lite clients.

3. Always use predefined
The location coordinates will be taken from the predefined location as Predefined location preference
of Android and 10S Lite clients.

5.21.6.2.15 Self-enroll templates
If this setting is enabled, NCheck Bio Attendance Lite for Android registered for a user allows to enroll face

template during attendance recording if no template has enrolled for a user. Refer Face capturing in lite
client section for more details.
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5.21.6.2.16 Hat detection feature

This setting allows to record attendance events if the user wears a hat. If the hat detection feature is enabled,
attendance events will be recorded when the hat detection score from the client is greater than the Hat
detection threshold. Hat detection feature available for NCheck Bio Attendance Standard clients only.

5.21.6.2.17 Hat detection threshold
This setting is available in NCheck Bio Attendance Standard clients when the Hat detection feature setting has

enabled. Administrator can set the hat detection threshold. Attendance event will be recorded if the hat
detection score from the NCheck Bio Attendance Standard clients lager than hat detection threshold.

5.21.6.2.18 Use in-built biometric verification on personal clients

If this setting is enabled, attendance events can be recorded in Android and IOS Lite clients using the
authentication utilities available with the device.
Available verification features are as follows for the devices.
1. Android
Either Finger or face authentication must be available with the Android device.
Finger ID or Touch ID features must be available with the 10S device.
5.21.6.2.19 Guard application support
To enable guard application support, this this setting must be enabled first. Otherwise, Guard application
registration and other functionalities will be restricted.

5.21.6.2.20 Hide user list on windows client

Enable this setting to hide the Windows user result views from the Windows Standard and Lite clients.

5.21.6.2.21 Mask detection

This setting can be used to detect user face with a mask. Before enable face mask detection, make sure that you
have selected the “Detect face mask” setting under the “Face quality” setting in biometric setting. Once the
mask detection is set, NCheck Bio Attendance clients will calculate the mask detection score to perform the
operations based on “Mask detection threshold” according to the selected mask detection option as below.

The following settings are available for mask detection

1. Do not detect
Select this option to identify face without face mask.

2. Detect
Select this option to identify face with face mask. The detection will be indicated in the clients as
follows

Table 5.48 Indicators for Detect mask detection option

Indicator of Windows Indicator of Android
Standard client Standard client

Mask detection score >=
Mask detection @
threshold
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Mask detection score <
Mask detection ( )
threshold

3. Required
To record the event successfully, user must wear a mask. If the mask detection score is greater than
the “Mask detection threshold”, attendance will be recorded successfully. The detection will be
indicated in the clients as below

Table 5.49 Indicators for Required mask detection option

Indicator of Windows Indicator of Android
Standard client Standard client

Mask detection score >=
Mask detection threshold

Mask detection threshold

Mask detection score < ] [ Q :

5.21.6.2.22 Mask detection threshold

Decrease the value, if a user face with a face mask is not identified as mentioned in “Mask detection” settings.
Make sure that you have selected the “Detect face mask” setting under the “Face quality” setting in biometric
setting

5.21.6.3 Biometric setting list

5.21.6.3.1 Allow without biometrics

This feature allows to record user attendance from NCheck Bio Attendance Lite clients simply selecting a button
as mentioned in Main view for non-biometrics capture section. This setting has been disabled by default.

5.21.6.3.2 Manual face selection

This allows to select users for check-in/checkout when the multi-face capturing mode (Refer Lite client section
for more details about multi face mode) is enabled in the NCheck Bio Attendance Lite client devices. This setting
has been enabled by default.

5.21.6.3.3 Face liveness mode for client application

Liveness can be used to differentiate live faces from non-live faces to prevents buddy punching. Face liveness
mode is None by default. When this is enable, user will be asked to follow set of instructions. If user follows the
instruction correctly, event will be recorded.

Available options are
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e Passive

Please keep still, Score; 0

Figure 5.262 Android Standard

client in passive liveness mode
e Active

In this mode, the user should follow the commands on the screen by moving his head or blinking eyes.

STAY FACING

Turn here

Figure 5.264 Android Standard
client in active liveness mode

¢ Passive and active
Both passive and active mode above is combined for better face recognition result.

Figure 5.263 Windows Standard client in active liveness mode
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e Simple
In this mode, the user should follow the commands on the screen and turn face time to time. It is simplified
version of Active liveness recognition.

STAY FACING CAMERA

Rapme”

Keep turning
face from side

__ weset

Turn facefiom Side 1o side

Figure 5.266 Android Standard
client in simple liveness mode Figure 5.265 Windows Standard client in simple liveness mode

e Custom
In this mode, it is required to turn head to four directions (up, down, left, right) in a random order (follow up
points are same as Active mode).

STAY FACING CAMERA

‘epms?

Turn left

1} .

Tumn left

Figure 5.268 Android Standard

client in custom liveness mode Figure 5.267 239 Windows Standard client in custom liveness mode

¢ None
In this mode, the face liveness check is not performed.

Refer Face capturing in Standard client section for more details about record attendances using liveness
settings in NCheck Bio Attendance Standard clients.

5.21.6.3.4 Face liveness threshold for client application

The value which controls the requirements for client-side face liveness. The greater this value is the stricter rules
are applied when deciding if the face is live. Default face liveness threshold value is 50.
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5.21.6.3.5 Server-side face liveness checking

Enable this setting to differentiate live faces from non-live faces. Unlike client-side face liveness, here the server
will detect the liveness of the captured face.

5.21.6.3.6 Server face liveness confidence threshold

The value which controls the requirements for server-side face liveness. The greater this value is the stricter
rules are applied when deciding if the face is live. Default face liveness threshold value is 50.

5.21.6.3.7 Recognition threshold

Increase the value if same user identified differently time to time during identification. Note that good image

quality is required for a higher recognition accuracy during face identification. Default recognition threshold
value is 48.

5.21.6.3.8 Verification threshold

Increase the value if higher verification accuracy is required. Note that good image quality is required for a higher
accuracy during face verification. Default verification threshold value is 36.

5.21.6.3.9 Enrollment threshold

Start with a higher enrollment accuracy if the system is intended to be used with a larger crowd. Default
enrollment threshold value is 48.

5.21.6.3.10 Face confidence

Use higher face confidence for event image if good image quality is available. Default face confidence value is
40.

5.21.6.3.11 Face quality
Increase the value if the same user identified differently from time to time. By increasing the value, the system
is forced to ignore low quality face images. Default face quality value is 40. Detect faces with mask sub setting

has been introduced with face quality setting to enables face capturing waring face masks. Refer Detect faces
with mask setting for more details.

5.21.6.3.12 Maximum face yaw

The maximum angle of the face needs to be captured by the client. Maximum face yaw can be 0- 90 degrees.

5.21.6.3.13 Detect faces with mask

Neurotechnology Biometric algorithms can recognize faces even the person wearing a mask. In an environment
where most people wear face masks (e. g.: Hospitals) this setting will easily identify employees

To enable this feature, check the checkbox “Detect faces with mask” under Face Quality setting.

By enabling this setting, face quality threshold is set to 0 and you cannot change it
without disabling mask mode
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5.21.6.3.14 Face confidence for enroliment

Use higher face confidence for enrolling image if good image quality is available. Default face confidence value
is 30.

5.21.6.3.15 Face quality for Enroliment

Increase the value if the enrolling face image duplicates with enrolled face image of another user. By increasing
this value, the system is forced to ignore low quality face images. Default value is 48.

5.21.6.3.16 Finger quality for Enrollment

Increase the value if the enrolling finger image duplicated with enrolled finger image of another user. By
increasing the value, the system is forced to ignore low quality finger scans. Default fingerprint quality value is
40.

5.21.6.3.17 lris quality for Enrollment

Increase the value if the enrolling itris image duplicates with the iris image of another user. By increasing the
value, the system is forced to ignore low quality iris scans. Default fingerprint quality value is 50.

5.21.6.3.18 Fingerprint quality
Increase the value if the same user identified differently from time to time. By increasing the value, the system
is forced to ignore low quality finger scans. Default fingerprint quality value is 40.

5.21.6.3.19 Iris quality

Increase the value if the same user identified differently from time to time. By increasing the value, the system
is forced to ignore low quality iris scans. Default fingerprint quality value is 50.

5.21.6.3.20 High-speed face detection

High speed face detection when the face biometric is used. This setting has been disabled by default.

5.21.6.3.21 Disable duplicate checking

Enable this setting to enroll same biometric image for different users.

5.21.6.4 Web interface setting list
5.21.6.4.1 Dashboard refresh interval

Dashboard refresh interval can be set in minutes to refresh the Dashboard to display recent attendance
overview. The default refreshing interval is 2 minutes.

5.21.6.4.2 Show meridian in time

Enable the toggle button to show AM/PM with the time. This setting has been disabled by default.

5.21.6.4.3 Report export PDF font

User must select appropriate font from this setting to export report successfully according the selected control
panel language.

The available fonts are
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1. Roboto (Latin)
Default font to export pdf report. Select this language to export report in any western European
language.
2. Simsun (Chinese, Latin)
Select this font to export report in Chinese language.
3. Ek Mukta (Hindi, Latin
Select this font to export report in Hindi language.

5.21.6.4.4 Event log location map provider

Select map provider to check the map representation of users event logs as mentioned in Map view section.
Available map providers are

1. Google maps
2. Baidu maps

5.21.6.4.5 Map API key

Add map API key to enable map representation of users event logs according the selected map provider in Event
log location map provider setting.
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6 CLIENTS

NCheck Bio Attendance Client is used as a client application for NCheck Bio Attendance server. It is mainly used
to record attendance. It also can be used as a standalone attendance device.

NCheck Bio Attendance client has two applications

1. NCheck Bio Attendance Lite client
NCheck Bio Attendance Lite client is a simple client application with minimal required functionality for
Windows, Android and 10S.

2. NCheck Bio Attendance Standard client
NCheck Bio Attendance Standard client for Windows and Android includes client-side biometric
extraction and matching which provides advanced functions like automatic face recognition, face
capturing and offline operation. The Standard client requires a NCheck Bio Attendance license

3. NCheck Bio Attendance Surveillance client for Windows
NCheck Bio Attendance Surveillance client for Windows support all the features in NCheck Bio
Attendance Standard client for Windows with guard functionality in which an authorized person can
manually identify the person and record the event in the attendance system

4. NCheck Bio Attendance Guard client for Android
NCheck Bio Attendance Guard for Android application provide functionality which an authorized person
can manually identify person and record event in the attendance system.

6.1 System requirement

Table 6.1 System requirements for clients applications

Lite Standard Surveillance/Guard
Windows ¢ Microsoft Windows 8 or ¢ Microsoft Windows 8 or | e Microsoft Windows 8 or
higher operating system higher operating system higher operating system
¢ 1GB of disk space ¢ 1GB of disk space ¢ 1GB of disk space
* 2GB of RAM ¢ 4GB of RAM ¢ 8GB of RAM
e Supported Face peripheral e One supported e Supported Face
peripheral as mentioned peripheral
in the in Peripherals
section
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Android

10S Client

¢ Android phone or tablet
running Android 4.4 OS or
later version

¢ 1 GB Of RAM
¢ Integrated camera

Apple device running 10S 10.2

OS or later

6.1.1 Peripherals

¢ Android phone or tablet
running Android 4.4 OS
or later version

¢ 2 GB of RAM

e USB OTG (USB On the Go)
feature if using
peripherals as mentioned
in the in Peripherals
section

Not available

NCheck Bio Attendance client applications supports following peripherals.

Iris

A

6.1.1.1

Face
Fingerprint

Other

NCheck Bio Attendance

¢ Android phone or tablet
running Android 4.4 OS
or later version

e Integrated camera

Not available

NCheck Bio Attendance installer for Windows is installing all necessary drivers in order to
enable face, fingerprint and iris scanners. But in case if you need additional drivers, you
may need to install compatible drivers in the computer. You can download drivers for
supportable camera, fingerprint and iris scanners from scanner driver package.

Face

NCheck Bio Attendance Android and I0S clients are using cameras available with the device. NCheck Bio
Attendance Windows clients support following camera types.

e USB cameras

e |P cameras

6.1.1.1.1

USB cameras

In general, USB cameras working in Windows OS are supported.

6.1.1.1.2

IP cameras

Refer Neurotechnology guide for supported cameras section for all supported IP cameras. Refer Preferences

section for add IP cameras for NCheck Bio Attendance Standard for Windows.

6.1.1.2

Fingerprint

NCheck Bio Attendance clients support external or internal USB fingerprint scanners. Refer Neurotechnology
guide for supported fingerprint scanners and sensors for Windows standard client.

6.1.1.3

Iris

NCheck Bio Attendance clients support external or internal USB iris scanners. Refer Neurotechnology guide for
supported iris scanners for Windows standard client.
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By default, iris scanners are disabled for Windows standard client. To enable, unzip
necessary iris scanners from the IrisScanners folder in NCheck Bio Attendance installation
folder (By default the installation folder is “C:\Program Files\Neurotechnology\ NCheck Bio
Attendance”)

6.1.1.4 Other

NCheck Bio Attendance supports capturing other authentication data. Data capture is performed by using the
following hardware.

Table 6.2 Hardware requirements for non-biometric identification
Lite Standard
RFID e External HID NFC Support

e  External Serial

Barcode External HID Using built-in camera
6.1.2 Access control

NCheck Bio Attendance Standard clients are able to trigger external executables with given parameters as
mentioned in External executables section.

6.1.3 Supporting Locations

NCheck Bio Attendance uses operating system provided location services to capture the location of attendance
events.

For enabling location service from the operating system, please refer location service
configuration for the relevant operating system.

6.2 Install Client

6.2.1 Download client

NCheck Bio Attendance clients application download from download page.
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6.2.2 Install clients for Windows

Windows install includes all components of NCheck Bio Attendance. You need to select the required client (Lite
or Standard) to install the client. Refer Install client For Windows section for more details
ﬂ%‘ Setup - NCheck Bio Attendance -

Select Components
Which components should be installed?

Select the components you want to install; dear the components you do not want to
install. Click Next when you are ready to continue.

NCheck Bio Attendance Client 993.3MB
[ NCheck Bio Attendance Lite Client 173.9 MB

Current selection requires at least 1,151.6 MB of disk space.

< Back Cancel

Figure 6.1 Select components of Windows installation

After successful installation you will be asked to activate license in NCheck Bio Attendance Standard clients,
Surveillance client for Windows and Guard client for Android as mentioned in License Activation section. For

NCheck Bio Attendance Lite client you will be asked to register the device as mentioned in Register clients
section.

6.3 License Activation

NCheck Bio Attendance Client Standard needs to activate licenses. Please refer Activat section for more details.

NCheck Bio Attendance Lite clients are free and not required to activate licenses.

After successful license activation, you will be asked to register the client application as mentioned in Register
clients section.

6.4 Register clients

NCheck Bio Attendance Clients can be used with following modes
e NCheck Bio Attendance Cloud
¢ NCheck Bio Attendance server installed on-premises
¢ Standalone (Standard clients and Surveillance client only)

Registration process configures the application to work with one of the above three modes. Accessing
registration can be done as the following ways

o Application will prompt you the registration dialogue in case it is not registered

e User registration option from the application menu.
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6.4.1 Registration screen

6.4.1.1 Mode of registration

1. Server URL
2. Search server button

NCheck Bio Attendance

3. Registration Token
4. Scan barcode button

Select this option to detect server URL. Instead of entering registration token,
This option works if the server and client users can scan barcode in Android client.

work in same network.
6.4.1.1.1 Cloud mode

Version

Windows Lite

Standard/
Surveillan
ce

Table 6.3 Registration views of cloud mode

Cloud mode

NCheck Client Registration

including employee blometrics and time attendance records in NCheck database. The database can be there in NCheck Cloud,
erver or locally in your device.

with NCheck Cloud service. You te registration code by signing in 10 your NCheck

ov Registration token

Contact your admns or create one by logging ifo your server account

Figure 6.2 Windows lite client registration view on cloud mode

NCheck Client Registration

including employee biometrics and time attendance records in NCheck database. The database can be there in NCheck Cloud,
erver or locally in your device

ov Registration token

Contact your sdministrator or create one by logging into your server sccount.

Figure 6.3 Windows standard client registration view on cloud mode
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Android Lite/Guad

@ cloud

O on-premises

Don't have a token? Sign In
REGISTER CANCEL

Figure 6.4 Android lite client registration view on cloud mode

Standard €& Register device

@ cloud
O On-premises
O Standalone

Reg

Don't have a token? Sign In

REGISTER CANCEL

Figure 6.5 Android standard client registration view on cloud mode

10S Lite Settings Connect

Connect with NCheck service

Cloud

Registration token

Figure 6.6 10S lite client registration view on cloud mode

6.4.1.1.2 On-premises mode
Table 6.4 Registration views of on-premises mode

Version On-premises mode
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Windows

Android

NCheck Bio Attendance

Lite : At
NCheck Client Registration
ics and time attendance records in NCheck database. The database can be there in NCheck Cloud,
Reglete the clent weh o NChack i Yo Ay e el 8
¢ et
ov Registration token
Figure 6.7 Windows lite client registration view on on-premises mode
Stand.ard/ NCheck Client Registration
SUFVEI”ance s and time attondance records in NCheck data 0 s0 can ba there in NChock Cloud,
Figure 6.8 Windows standard client registration view on cloud mode
O cloud
@ On-premises

O—e | - Qe @

G)—e o ne—@

Login to control panel for

REGISTER CANCEL

Figure 6.9 Android lite client registration view on on-premises mode
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Standard

QO clowd
(®) On-premises

O Standalone

aNCh

®_. ‘ am Q.—®
D0 n —@

Login to control panel for token
REGISTER CAMCEL

Figure 6.10 Android standard client registration view on on-premises mode

10S Lite Settings Connect

Connect with NCheck service

On-premises

Server url

Registration token

Figure 6.11 I0S lite client registration view on on-premises mode

6.4.1.1.3 Standalone mode
Table 6.5 Registration views of standalone mode
Version Standalone mode

Windows Standard
NCheck Client Registration

NCheck holds data, including employee biometrics and time attendance records in NCheck database. The database can be there in NCheck Cloud,
an on-premise server or locally in your device.

Configure client to work with a local database
& Cloud

= On-premises

Register

Figure 6.12 Windows standard client registration view on standalone mode
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Android Standard . :
< Register device

(O cloud

O On-premises

@ Standalone

Configure client to work with a local database.

REGISTER CANCEL

Figure 6.13 Android standard client registration view on standalone mode

6.4.2 Registration Token

To register the client application with cloud or on-premises server, a registration code is required. Registration
code can be generated by an administrator. Depend on the registration code generation, the client application
can be registered in the following two modes

e Group
Please refer User group quick view section for more details about registering device for group of users.
Once the device is registered, the selected group of people can use the attendance terminal to check-in
and check-out.

e Personal
Please refer User quick view section for more details about registering device for person. Once the device

is registered as a personal device, the selected user only can perform check-in and check-out from the
terminal.

6.4.3 Registration

Select the Connect button to proceed with registration.

If the server has signed with the untrusted certificate, you will be asked to accept self-signed certificate as
mentioned in SSL Certificate validation section.

Successful registration will take you to Main view. Register button will be disabled if the mandatory fields are
empty or Validation errors exist. Following error messages could be appeared in the registration screen.

Table 6.6Error messages of device registration

Error code Error message

2051 Failed to register with the NCheck Bio Attendance server
{server URL}

2052 Failed to register with the registration code

2053 The registration token has already been used. Please

generate new registration code or contact administrator

2054 Could not discover the NCheck Bio Attendance server URL

6.5 SSL Certificate validation

To start the NCheck Bio Attendance server, a valid SSL certificate must be added as mentioned in Server section.
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If any SSL certificate validation error occurred, you will be prompted the validation error as below.

1.
2.
3.

Table 6.7 Certificate validation error dialogue

Client Self-signed certificate prompt

Windows

0 Self Signed Certificate Validation Failed

Figure 6.14 Certificate validation error dialog for

Android
A

(1)—e SSL Certificate validation
failed

Thee heast ks wsing the following sell signed
S5L ceriificate.

Figure 6.15 Certificate validation error dialog for
Android client

Title of the SSL certificate validation error dialogue
Error message
Actions

6.6 Main view

NCheck Bio Attendance client’s main views as follows,

e Main view for biometrics capture e Main view for non-biometrics capture

6.6.1 Main view for biometrics capture

Table 6.8 Main view of clients

Version Windows
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Windows
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Lite QP e
¥

3

Figure 6.16 Main view of Windows lite
client

Standard “ @ @

Figure 6.17 Main view of Windows
standard client

Surveillence

Figure 6.18 Main view of Windows
Surveillance client

211



Android

NCheck Bio Attendance

Lite NCheck Lite

Figure 6.19 Main view
of Android lite client

Standard

Figure 6.20 Main view of
Android standard client

Guard

Figure 6.21 Main view of Android Guard client
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10S

NCheck Bio Attendance

Lite

Figure 6.22 Main view
of 10S lite client

1. Date and time
Show the Time and date

2. Menu button
Refer Main menu section for more details.

3. Status bar
Refer connection status section for more details.

N o o b

. Attendance view
. Single/multi face mode button
. Settings collapse button of Android clients

. Language menu of Windows clients

Selected luggage will be applied to the application.

8. Mask detection indicator

Mask detection indicator is showing in the view according to the Mask detection setting and Mask

detection threshold can be applied from either web control panel Client settings view or Client settings

6.6.1.1

Main menu
Table 6.9 Main menu of clients
Client Windows Android 10S
Lite e Register e Register
e Control panel e Control panel
e About * Preferences Not available
e About
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Standard — e Control panel
Cloud/On- .

. e Register
premises

® Preferences

e [icense manager

e Synchronize
e About
Standard - e Login
Standalone « Register
® Preferences
e [icense manager
e About
Surveillance .
Guard

Not available

6.6.1.1.1 Control panel

e Register

e Control panel

® Preferences

e Synchronize

e License manager

e About

e Register

e Control panel

e License manager
® Preferences

e About

Not available

e Register
e License manager
® preferences

e About

NCheck Bio Attendance

Not available

Not available

Not available

Not available

This option allows to access NCheck Bio Attendance control panel from the client as follows.

e NCheck Bio Attendance control panel

Control panel allows to access NCheck Bio Attendance control panel if the NCheck Bio Attendance client

is registered to the Cloud/On-premises modes.
e NCheck Bio Attendance Client control panel

Control panel allows to access NCheck Bio Attendance Client control panel if the NCheck Bio Attendance
client is registered to the On-premises server modes or Offline operation mode is enabled in the

Cloud/On-premises modes.

6.6.1.1.2 Login

Login to the standalone control panel
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6.6.1.1.3  Register

Re-register the client application as mentioned in Register section.

6.6.1.1.4 Synchronize

NCheck Bio Attendance Standard clients synchronize server-side data with the devices in the time
intervals define in Offline data synchronize interval setting. If instant synchronize required, user can

select Synchronize option.

6.6.1.1.5 License manager

Show the License activation window as mentioned in Activat section.

6.6.1.1.6  About

Table 6.10 About views of Clients

Version About window

Windows Lite

®——eNCheck Bio Attendance

@—.Copynght ® 2019 Neurotechnology. All rights reserved

@———. Lite version, 5.0.48.66
(ol Support (support@ncheck.net)

Web (http://www.ncheck net)

LOG FILES GENERATE DIAGNOSTIC INFO

Figure 6.23 About view of Windows lite client

Standard

@——-aNCheck Bio Attendance

@—.Copyright ® 2019 Neurotechnology. Al rights reserved.

Standard version, 5.0.48.66
Support (support@ncheck net)
Web (http://www.ncheck.net)

LOG FILES GENERATE DIAGNOSTIC INFO

Figure 6.24 About view of Windows standard client

CLOSE

CLOSE

NCheck Bio Attendance
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Surveillance

Android Lite

10S

ouewNnE

6.6.1.2

Standard

Guard

Lite

Product name

Copyrights
Neurotechnology logo
Application type and version

NCheck Bio Attendance

®——+NCheck Bio Attendance
@—.Capyright ® 2019 Neurotechnology. All rights reserved.
@ ==

Standard version, 5.0.48.66
Support (support@ncheck.net)

Web (http://www.ncheck net)

LOG FI;S GENERATE DENOSTIC INFO PRIVACg'OLIC\"

Figure 6.25 About view of Surveillance client

OD——e®  NCheck Lite

(@)——a@ Version: 5.0.46.141
Location: 6.9143593, 79.8535446
Address:26 A Alwis Pl, Colombo, Sri
Lanka

Figure 6.26 About view of Android lite client

dOD——eNCheck Standard
g

@ ©50.46.111

12113 technology

Figure 6.27 About view of Android standard client
r 1

@ ®NCheck Guard

@ @10

1130 technology

Figure 6.28 About view of Guard client

CLOSE

7. Open NCheck Bio Attendance log folder

8. Generate NCheck Bio
diagnostic info

Attendance

9. Open NCheck Bio Attendance privacy

NCheck Bio Attendance support email policy
NCheck Bio Attendance website 10. Close button
Preferences

Windows

Table 6.11 Preferences of clients

Android 108
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Lite Not available
Standard e  Camera list
Surveillance e  Camera list

e Surveillance
engine properties
Guard Not available

6.6.1.2.1 Capture sound

e Capture sound
e Crop face
e Capture quality
e Predefined location
e Checkout notification
e Enable logs
e Device settings
— Capture sound

Crop face

Extract on server

Low CPU support

Startup application
External scanner

e Camera settings
— Mirror preview
— Enable app orientation
— Rotation settings
e Power saving mode
— Enable power saving
mode
e Security
— Encrypt the database
¢ Debug mode
— Enable logs
e  Diagnostic report
Not available

e Capture sound

e Crop face

e Enable auto capture
e Capture quality

e Enable logs

Enable to play the capturing sound when the image is capturing.

6.6.1.2.2 Crop face

Enable to crop face to increase the matching accuracy.

6.6.1.2.3 Predefined location

NCheck Bio Attendance

Capture sound
Crop face
Predefined location

Checkout notification

Not available

Not available

Not available

This allows to set a default location for Android and I0S Lite clients. This predefined location will be used for the
recording event according to the selected option in Allow predefined location client setting in the server.

The predefined location dialog as follows.
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Predefined Location
Predefined Location

Set a location to be used in case of

GPS location not available @_.
D—e |
@—eo @
R—e
o = o

@—. e CLEAR .—@
©—. Cancel {:.I\NCEL OK.—®

Figure 6.29 Predefined location
dialog in 10S Lite client Figure 6.30 Predefined location dialog in

Android Lite client

1. Latitude 4. Clear button

Latitude coordinate of the location Remove all location parameters.
2. Longitude 5. Ok button

Longitude coordinate of the location Save location coordinates
3. Address 6. Cancel button

6.6.1.2.4 Checkout notification

Check-out notifications are used to aware user to check-out before the check-out time. Checkout notifications
are available in Android and I0S Lite clients registered as a personal device

6.6.1.2.5 Extract on server

Face details should be extracted to identify the faces in the captured image. Enable this setting to minimize the
extraction delay on low performance devices.

6.6.1.2.6 Low CPU support
This setting has introduced for low CPU devices to lower the CPU usage when application in use. Enable this

setting to preview captured face instead of showing the face rectangle (as mentioned in Face capture view
section) with lower resolution preview.

6.6.1.2.7  Startup application

Enable this setting to start application on restart the device.
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6.6.1.2.8 External scanner

NCheck Bio Attendance Standard can be used with external
scanners in order to record attendances with extended user
experiences. Currently NCheck Bio Attendance Standard supports
below type of devices/scanners

1. TPS980

TPS980 is an Android Biometric Face recognition Terminal
with infrared sensor and face recognition camera and
fingerprint scanner. NCheck Bio Attendance Standard client
can be installed to use with available sensors.

. HF-7000

HF-7000 from HFSecurity is a fingerprint reader based on
capacitive fingerprint sensor. The fingerprint scanner uses
USB for communications with host PC or device. Refer this
link for more information.
To configure the NCheck Bio Attendance Standard

1. Select External scanner from the scanner list

2. Select configure button to configure the selected
scanner.

3. Select the feedback type from the list

. All events

NCheck Bio Attendance

External scanner

External Scanner

(® HF7000
(O siomini
O sitel

(O custom

CONFIGURE

Feedback for
O All events

@ External Scanner events

Figure 6.31 External scanners view of
Android standard client

Select this option to apply scanner configuration across all scanners.

i External scanner events

Select this option to apply scanner configuration to

< ZAZ Scanner Configuration

Finger Image Quality 60%

external scanner events. 3. Select the Configure button to

customize the selected scanner configuration above.

6.6.1.2.9  Mirror preview

Enable this to fix the mirror effect of the camera preview.

6.6.1.2.10 Enable app orientation

Enable this to fix the application ore as 0, 90, 180, 270 degrees.

Trigger events
Check in
Check out
Unidentified

Trigger timeout 5 seconds

OK

Figure 6.32 TPS980 scanner
configuration view
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This setting may not be compatible with the devices, designed for a fix orientation
Accelerometer and gyroscope sensors are not available

6.6.1.2.11 Rotation settings

Custom rotation settings need to be configured in case of camera orientation and device rotation settings return
from the Android API are not same as standard Android devices. This applicable for the devices,

¢ Designed for a specific orientation
e Accelerometer and gyroscope sensors are not available
Camera orientation and device rotation can be set as follows,

Camera orientation for a normal android device can be identified as follows.

Table 6.12 Camera orientation

Camera Orientation
Front camera 270 degrees
Back camera 90 degrees

When the camera orientation has differences as mentioned above, this value can be set manually using these
settings.

Device rotation for a normal device can be identified as follows,

Table 6.13 Custom device rotation

Device orientation Device rotation
D |
1
D
2
D
o
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User can set matching value for device rotation in special devices depending on the device orientation as above
table.

6.6.1.2.12 Enable power saving mode

Reduce the CPU usage when application is idle.

6.6.1.2.13 Power saving mode timeout

The timeout can be select to set the device idle when no attendance recording. Available timeouts are
e 10 minutes
e 20 minutes
* 30 minutes

e 1 hour
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6.6.1.2.14 Encrypt the database

NCheck Bio Attendance

Encrypt the database of NCheck Bio Attendance Standard client by giving a password.

6.6.1.2.15 Enable logs

Log all events to a file for debugging.

6.6.1.2.16 Diagnostic report

Generate Diagnostic report and send to developers for debugging.

6.6.1.2.17 Capture quality

Select face capture quality to reduce the time when recording events

Low
Medium
High
very high

6.6.1.2.18 Camera list

This option allows to configure IP cameras with NCheck Bio Attendance Windows Standard client application.

Name URL Key
@—. Main entrance hitps://192.168.2.25:6547 CAMERA_7134

Main exit https://192:168.2.14:2345 CAMERA_1811

Security room https.//192.168.2.15:4321 | CAMERA_4546 |

m LEa=0

@ —E B0

Figure 6.33 Camera list preference of Windows standard client

1. Camera list table
Camera list view as shown in Figure 6.34
Camera list view of camera list preference.

1.
2.

w

Name URL

Main entrance  https://192.168.2.25:6547

S
[
Key

CAMERA_7134

Name

URL Main exit https://192:168.2.14:2345 CAMERA_1811

|P address Of the camera Securityroom  https://192.168.2.15:4321 l CAMERA_4546 I

Key @ 3
Add button

Add new camera. Figure 6.34 Camera list view of camera list preference

Remove button
Remove selected camera.

2. Apply button
Update all camera in the camera list
3. Cancel button
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6.6.1.2.19 Surveillance engine properties

4 Surveillance Engine properties

() L a - [ Determine Gender @—{ :l
@ —@ 0 vetermine age O petect Glasses  @———(2)

®

Figure 6.35 Surveillance engine properties of Surveillance client

1. Use NVDIA GPU
Enable/disable running surveillance engine on GPU
2. Determine Age
This enable/disable showing the age on top of the face rectangle in the attendance view.
3. Determine gender
This enable/disable showing the gender on top of the face rectangle in the attendance view.
4. Determine Glasses
This enable/disable showing the availability of glasses (whether the user is wearing spectacles) on top
of the face rectangle in the attendance view.
5. Apply button
6. Cancel button

6.6.1.2.20 Enable auto capture

The capture mode of the Guard client can be changed as following.

1. Manual capture
The fault capture mode of the Guard client. When this mode has enabled, the Guard must capture the
face manually pressing the capture button. To enable this mode, disable enable auto capture mode
setting from the preference menu.

2. Auto capture
To enable this feature, enable “Enable auto capture mode” from the Preference menu. When the
auto capture mode has enabled, the Guard client will be automatically detect the face and then
extract once faced to the camera.

6.6.1.3  Connection status

Table 6.14 Connection status view of clients

Connection status view

Windows | Lite

! https://localhost 8443 L5 All user group Customer: My Organization Online

Figure 6.36 Status bar view of Windows lite client
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Standard/
Surveillance

Android  Lite Kathrine Dowd

kat.dowd@gmail.com

My Organization

cloud.ncheck.net

22 (+137) meters away!

Figure 6.38 Registration details of Android Lite client

Standard

Guard

Figure 6.40tus bar of Guard client

1. Network availability
License status indicator
Shows the current license obtaining status as licensed, trial or expired.
3. Server and port
URL and port of the connected server in cloud, on-premises or standalone mode
4. Registered user/user group name
Registered user/user group name is showing in cloud or on-premises mode. In standalone mode, “All
users” will be shown.
5. Organization name in the cloud or on-premises mode
6. Connectivity status with the server indicator in cloud and on-premises mode as shown in below.

Table 6.15 Online/Offline statuses of Standard clients

Status Description Android standard Windows standard client
client

Online Connected with Q m
the server
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Offline Cannot connected
with the server .

7. Synchronizing progress of the standard clients if the Offline operation mode is enabled.
8. Email address if the Lite client registered to the user and Allow without biometrics setting has

enabled.
9. Server indicator for cloud, on-premises, and standalone mode.

Table 6.16 Server indicators for Clients

Mode Indicator
Cloud

On-premises

Standalone @
10. Location restriction status

Location restriction status indicates how far from the location coordinates where the location
restriction applied as mentioned in Location restrictions section. Android Lite client uses Google
location services to find the device location. Location restriction status indicated following details.

Status View

Location is restricted. But user is @ @ @
inside the permitted radius

Location is restricted. User is not
inside the permitted radius.

222 (+7) meters away!

Figure 6.42 User is not inside the permitted area

Location services are not available. y ; |
Location services of the device has 'O' Location not available!

disabled or not available in the Figure 6.43 Location coordinates are not
area. available

Not restricted

Location has not restricted.

Figure 6.44 Location has not
restricted
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1. Location restriction indicator
Indicator will be turned to red if the user is not inside the permitted radius from the
location coordinates where the location restriction applied. Otherwise it will be shown in
green color.

2. Distance
Distance from location coordinates where the location restriction has been applied.

3. Location accuracy
This parameter indicates the accuracy of the distance. As shown in Figure 6.41 User inside
the permitted area, the correct location can be anywhere between 11+ 14 meters and 11 -
14 meters.

The distance and location accuracy may not be accurate depending on the Google location service availability.
Please refer this Google maps help for more details.

6.6.2 Main view for non-biometrics capture

This feature is currently available with NCheck Bio Attendance Lite for Android only.

In NCheck Bio Attendance Lite for Android, users are allowed to record the events without presenting face
biometrics. In order to enable this feature, Users must enabled the Allow without biometrics setting as
mentioned in NCheck Bio Attendance control panel Client settings view or Device settings sections.

The view is changing according to the enable/disable status of the Manual capture start setting in the NCheck
Bio Attendance Client settings view or Block/unblock device/API

Block/unblock selected device/API from the list. If the device/API has blocked

3. User could not be able to enroll biometrics or record attendances from the blocked devices.
4. User could not be able use APIs

6.6.2.1 Unregister device

Unregister the selected device/API from the list. Unregister devices should reregister to record attendances.

Device settings as shown in Table 6.17 Main views for non-biometric capture. When the Manual capture start is
enabled, user can select the event as check-in or check-out before record.
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Manual capture
start is disabled

Manual capture
start is enabled

NCheck Bio Attendance

Table 6.17 Main views for non-biometric capture

Android Lite
Figure 6.45 Capture without biometric

view of Android lite client
10S Lite ®

Kathrine Dowd

Figure 6.46 Capture without biometric view
for 10S Lite client

Android Lite

CHECKIN  CHECK OUT

Figure 6.47 Capture without biometric view of Android lite
client when manual capture start setting is enabled
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10S Lite

Kathrine Dowd

CHECKIN'| CHECK OUT @

Figure 6.48 Capture without biometric view
of 10S Lite

Time
Check-in/check-out icons
Connection status
User thumbnail
Record event button
Record the events
6. Check-in button
Record the check-in events
7. Check-out button
Record the check-out events

LR ol

6.7 Attendance view

Attendance view shows attendance view screen. Attendance view Screen has the following components.
e Capture view
e Manual event selection view
® Record event view
® Result view
e Recent events list

Following error could be occurred during capture.

Table 6.18 Error messages of record attendances

Error code Error message

2002 License cannot be obtained

2055 Device has not registered. Please register the device first.

2056 The location is restricted. You are not allowed record attendance from this
location
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2042
2037
2043
2044

2057

2058

2059

2060
2064
2065
2067

6.7.1 Capture view

NCheck Bio Attendance

Could not record events. The user has been blocked
Could not record events. The device has been blocked
Could not record event. Check-in time has restricted
Could not record event. Check-out time has restricted

You have already checked-in/checked-out. Please try again in {number of
seconds} seconds.

Attendances time has restricted. Please contact administrator for more
details.

No match found. Please make sure that face/fingerprint/iris templates have
been enrolled before record attendance.

Failed to identify the face/fingerprint/iris. Please try again.
Could not record attendances. Invalid user id input.
Could not record attendances. Peripherals are not ready. Please try again.

User not allowed to Check-in while on Restricted Leave!

The default capture view of the NCheck Bio Attendance Standard and Lite clients. Capture view can have a one
or more capture device views. Those are

e face capture view

e User ID input

e Fingerprint Capture view

e |ris Capture view

Capture view supportability in Lite and Standard can be identified as follows.

Face capture

User id input

Fingerprint capture
view
Iris capture view

RFID capture view

Barcode capture view

Table 6.19 Capture view supportability in clients

Lite Standard Surveillance Guard

X
X X X X X
X X X X X
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Version

Window Lite
s

Standard

Surveillanc
e

NCheck Bio Attendance

Table 6.20 Capture views of clients

Lite

Figure 6.50 Capture view of Windows standard client

Figure 6.51 Capture view of Surveillance client
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Android Lite

Standard

Guard

Figure 6.54 Capture view of Guard client
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10S

5.

NCheck Bio Attendance

Lite

Figure 6.55 Capture view of 10S Lite client

. Face capture view
. Fingerprint Capture view
. Iris Capture view

. User ID input

Face ID view

6.7.1.1 Face capture view

Windows Lite

Table 6.21 : Face capture views of clients

Version

Figure 6.56 Face capture view
of Window lite client

232



Android

NCheck Bio Attendance

Standard
Jumn here
2 <
Surveillence
Figure 6.58 Face capture view of Surveillance client
Lite -

Figure 6.59 Face capture view
of Android lite client
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Standard —
Low CPU
support is
disabled.

Standard —
Low CPU
support is
enabled

Guard

*

Figure 6.60 Face capture view of
Android standard client

Figure 6.61 Face capture view when Low
cpu mode enabled in Standard client

Detecting.

Figure 6.62 Face capture view of Guard client

NCheck Bio Attendance
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10S Lite
Figure 6.63 Face capture views of 10S lite
client
1. Image preview
2. Camera name
3. Facerectangle
4. Face liveness guidance
Face liveness guidance in Standard clients if the Liveness setting has enabled.
5. Capture button
In Android Guard client, capture button will appear if Manual capture mode is turned on. Refer Capturing
faces section for more details.
6. Instruction for face capture
7. Liveness Instruction
8. Settings of the face capture view
9. Resolution
10. Flashlight
11. Switch camera
12. Multi face button
Available in Lite clients. Refer Single/multi face mode face capturing for more details
13. Turn on auto capture/manual capture modes
14. Extracting image of the Android Standard client when Low CPU support has enabled
15. Status text
Status texts are available in NCheck Bio Attendance Standard client for Android when Low CPU support
has enabled and Guard client
16. Face ID view of |0S Lite client

Table 6.22 Status texts of Android Standard and Guard clients

Description Standard client - Low CPU Guard client
support has enabled

Face capturing in progress Detecting.. Detecting..

Face extraction in progress Extracting.. Extracting..
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Face matching in progress
in guard client

. Mask detection indicator

NCheck Bio Attendance

Performing matching..

Mask detection indicator is showing in the view according to the Mask detection setting and Mask
detection threshold can be applied from either web control panel Client settings view or Client settings

Proceed to Capturing faces section for more detail about capturing face in client applications.

6.7.1.2  Capturing faces

Face capturing in Standard client

Face capturing in lite client

Face capturing using Face ID in Lite client
Multi face mode in Lite client

uh L=

6.7.1.2.1 Face capturing in Standard client

Face capturing in Surveillance client of Windows and Guard client of Android

Face capture for attendance recording is performed in the following steps.

1. Face capture instruction “Stay facing camera” is shown

2. The user faces to the camera

3. If the face liveness setting is enabled, users can see the liveness guidance in the screen as mentioned in
Face liveness mode for client application section. Otherwise Standard client shows face rectangle and

captures face automatically.
4. The client performs attendance recording

5. The Client will validate the user according the Authentication mode

To enable face liveness, select face liveness mode from the Biometric settings view of NCheck

Bio Attendance control panel.

6.7.1.2.2  Face capturing in lite client

o record attendance in the single face mode,

1
2

. Face capture instruction “Stay facing camera” is shown
. The user faces to the camera

. Select Capture button

. The client performs attendance recording

. If no template enrolled for the user, NCheck Bio
Attendance lite client registered to a user will be asked to
enroll face if the Self-enroll templates is enabled in the
server as shown in Figure 6.64 Self enrollment in Android
lite client

1. Enroll button
Enroll the captured image as face template.
6. If templates exist, in successful event record, the Client
will validate the user according the Authentication mode.

No faces enrolled, Please enroll faces.

No faces@vailable o= 6

Figure 6.64 Self enrollment in Android lite client

236



NCheck Bio Attendance

6.7.1.2.3  Face capturing using Face ID in Lite client

For NCheck Bio Attendance Lite client for 10S, face ID authentication mode can be enabled from Use in-built

biometric verification on personal clients setting.The Client will validate the user according the Authentication
mode once the capture the face.

6.7.1.2.4 Multi face mode in Lite client

Multi face mode can be used to record attendances of the group of users from single capturing. This mode

is available on NCheck Bio Attendance Lite clients registered with a user group and switched to the multi
face mode.

To record attendance in the multi face mode,

1. Enable multi face mode in the Face capture view

2. Capture the face image of the users the multi-face view will be shown as Table 6.23 Face captured
views of the multi face mode

Table 6.23 Face captured views of the multi face mode
Lite

Windows
Client

Figure 6.65 Multi face captured view of Windows lite client
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2 out of 3 persons identified v

Victor Huego
EDIT

Jhon Steurt EDIT @
Kathrine Dowd
®@ @EDIT @)

Karl Rods
EDIT

@—kacoao carture @————(5)

Figure 6.66 Multi face captured view of Android lite
client

I0S client
< Home Multiface Record

a‘ Capture More

F 1
Victor Huego Edit
i X

W Bryant Neil Edite—@

- Liam Cameron  Edit

[ !
John Stewart Fdit n

Figure 6.67 Multi face captured view of 10S lite client

1. Unidentified users
Unidentified users represent

NCheck Bio Attendance
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1. Users unable to identify when capturing (Ex: Not enough lighting condition, lower quality of the
capturing images)

2. Users are not available in the registered user group
2. Identified users

3. Record enable/disable button
Select this button to record attendance of the identified/assigned user.

4. Edit button
This allows to assign unidentified face for selected user. To enable this settings, Manual face selection
setting should enabled from the Device settings or Biometric settings view of NCheck Bio Attendance
control panel. The face assign view is shown in Table 6.24 Face assign view of the multi face mode. In
the face assign view select the user from the list to assign the face.

Table 6.24 Face assign view of the multi face mode

Lite client

Windows EDIT ASSSIGNED USERS .

Client

Identified Image Assigned Status

UNASSIGNED

Figure 6.68 face assign view of Windows lite client
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Android
Client Assign face

e Unassigned

Figure 6.69 face assign view of Android lite client

I0S client
< Multiface Assign a face

Unassigned

G4

Assigned

‘_! -

Unassigned

Unassigned

Assigned

Assigned

- Y a | B
: vl

Figure 6.70 face assign view of 10S lite client

5. Capture more button
User can capture a new image to re-capture unidentified users.

6. Record button
The Client will validate the user according the Authentication mode

6.7.1.2.5 Face capturing in Surveillance client of Windows and Guard client of Android

1. Follow the capturing mode
1. Manual capture
If the manual capturing is enabled, select the capture button
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2. Auto capture

If the auto capture is enabled, stay facing to the camera until the client capture the image
2. The client performs matching with the NCheck Bio Attendance server to select the matching event
type as follows

1. Surveillance client
In Surveillance client, the event will be recorded and updated in the result view. Refer Result
view for Surveillance client for Windows and Guard client for Android section for more
details.

2. Guard client
In Guard client, once the face is captured, a record view will be prompted in order to
compare the captured face and matching person face. Refer Record event view section for
more details.

6.7.1.3  Fingerprint Capture view

For NCheck Bio Attendance standard clients, Capture view indicates finger print scanner is available. Once the
fingerprint available, put the finger on fingerprint scanner to record the attendances.

For NCheck Bio Attendance Lite clients for Android and I0S, fingerprint authentication mode can be enabled
using Use in-built biometric verification on personal clients setting.

Table 6.25 Fingerprint capture view of Android and 10S Lite clients

Android Lite

& 19218815

Mot n

® RECORD EVENT

Figure 6.71 Fingerprint capture view of Android Lite client
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10S Lite

Figure 6.72 Fingerprint capture view
of 10S Lite client

1. Record Event button
The Client will validate the user according the Authentication mode

6.7.1.3.1  Fingerprint authentication prompt for Android Lite

Fingerprint authentication prompt is shown in Figure 6.73 Fingerprint
authentication prompt

1. Fingerprint authentication prompt
Once the fingerprint authentication prompt is appeared, Put the
finger on the fingerprint scanner. After successful authentication,
The Client will validate the user according the Authentication

mode
2. Cancel button Fingerprint authentication prompt
Cancel the fingerprint authentication prompt. NCheck Lite is ready o scan the fingerprint

O—+te

@— —————4@ cancEL

e

Figure 6.73 Fingerprint
authentication prompt

6.7.1.4 Iris Capture view

This view is available on NCheck Bio Attendance Standard clients for Windows only.

As shown in Capture view, NCheck Bio Attendance Standard client will indicates if the iris scanner is available.
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Figure 6.74 Iris capture view

1. Name of the iris scanner
2. Left eye

3. Right eye

NCheck Bio Attendance Standard client support single and double side iris scanners.

After scan the iris, client will validate the user according the Authentication mode

6.7.1.5 User ID input

The following inputs are allowing in NCheck Bio Attendance Standard clients to record attendances
1. Employee code input’
2. RFID Input

3. Barcode Input

To record attendances, each user must have user Employee code, RFID and Barcode id as
mentioned in Add/Edit users section

6.7.1.5.1 Employee code input

User ID input has the following controls
1. ID Field

2. Submit button

Table 6.26 User ID view of Standard clients

Standard client
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Windows Client
0 _';_ F mployes code Submit @

Figure 6.75 User ID view of Windows standard client

Android Client

OK — (@

Figure 6.76 User ID view of Android client

Once the employee code is given, client will validate the user according the Authentication mode

6.7.1.5.2  RFID Input

User allows to use RFID scanner available with Android devices or external RFID scanners with the devices to
scan RFID.

Capturing RFID
1.Put the RFID card/tab on the RFID scanner/Android device
2.The Client will validate the user according the Authentication mode

6.7.1.5.3  Barcode Input

NCheck Bio Attendance Standard for Android client allows to scan the barcode using front or back camera or
external barcode reader with your device.
Capturing Barcode

1.Scan barcode using the Barcode scanner

2.The Client will validate the user according the Authentication mode.
6.7.1.6  Authentication mode
The authentication mode can be set to the selected device from the NCheck Bio Attendance web control panel
as mentioned in Edit device section or Client control panel (Standalone mode) as mentioned in Client peripheral

configuration section. Following table shows authentication types availability for the NCheck Bio Attendance
clients.

Table 6.27 Authentication modes availability for the clients

Authentication mode Lite Standard Surveillance Guard

Identification / \/ \/ /

Verification x \/ )( X
X v X X

None
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6.7.1.6.1 Identification

The default authentication mode for NCheck Bio Attendance clients. Following table shows how the
identification mode is working in clients.

Table 6.28 Identification in clients

Client Identification

Lite and Standard Once the user identified using either form biometic or user id input, the

client client shows the Result view.

Surveillance and Once the user is identifed using face biometric, the surveillance client

Guard client will show the Result view for Surveillance client for Windows and Guard
client for Android. The Guard client shows the Record event view
appears.

6.7.1.6.2  Verification mode

In NCheck Bio Attendance standard clients, user can be verified using a biometric input and user id input. The
verification Ul flow can be changed from the NCheck Bio Attendance web control panel as mentioned in Edit
device section or Client control panel (Standalone mode) as mentioned in Client peripheral configuration section
as follows.

1. Userid first

The client will be asked for a biometric input once a user id input is given first.
2. Biometric first

The client will be asked for a user id input once a biometric input is given first

When the user is verified, client show the Result view.

6.7.2 Manual event selection view

Manual event selection is available for NCheck Bio Attendance Lite for Android and 10S
and Standard client for Android only

Manual event selection view allows to user to select the event type as check-in or check-out before record the
attendance. To enable this feature Manual capture start setting from NCheck Bio Attendance Control panel
Client settings view or Device settings should be enabled first.

Manual event selection is available for

1. Manual event selection of Lite clients
2. Manual event selection of Standard clients

6.7.2.1 Manual event selection of Lite clients

Manual event selection view for NCheck Bio Attendance Lite for Android and 10S appears according to the
authentication mode using the Use in-built biometric verification on personal clients setting.

Table 6.29 Manual event selection view of Lite clients

Lite client Biometric authentication View
mode
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Android Face
Figure 6.77 Manual event selection view of
Android lite client
Finger ID
2 CHECKIN  CHECKOUT (3)
Figure 6.78 Manual capture start of finger ID
view in Android Lite
10S Face

CHECK OUT

Figure 6.79 Manual capture start view of 10S
lite client
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Finger ID

//»-\
(//\
///’\

)

@ GHECKIN| CHECK OUT ©

Figure 6.81 Manual capture start of finger ID
view in IOS Lite

CHECKIN | CHECK OUT g

Figure 6.80 Manual capture start of face
ID view in 10S Lite

Face ID

1. Capture view
2. Check-in button

Face

Attendance will be recorded as Check-in event once the user face is identified by the NCheck Bio
Attendance server.

Finger ID

Attendance will be recorded as Check-in event once the finger is authenticated successfully as
mentioned in Fingerprint authentication prompt for Android Lite section.

Face ID

3. Check-out button

Face

Attendance will be recorded as Check-in event once the user face is identified by the NCheck Bio
Attendance server.

Finger ID

Attendance will be recorded as Check-out event once the finger is authenticated successfully as
mentioned in Fingerprint authentication prompt for Android Lite section.

Face ID
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6.7.2.2 Manual event selection of Standard clients

Manual event selection views of the NCheck Bio Attendance Standard clients are shown in Table 6.30 Manual
event selection in NCheck Bio Attendance standard clients.

Table 6.30 Manual event selection in NCheck Bio Attendance standard clients

Android Lite

Android Standard

CHECKIN  CHECKOUT 9

Figure 6.82 Manual event selection view of Android standard
client

1. Organization logo
Check-in button
In Standard client, select check-in button to proceed to Capture view to record attendance as Check-in
event.

3. Check-out button

In Standard client, select check-out button to proceed to Capture view to record attendance as Check-
out event.
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6.7.3 Record event view

This view available in NCheck Bio Attendance Guard client only

Once the face captured as mentioned in Face capturing in Surveillance @M_@

client of Windows and Guard client of Android section, record view
appears to side by side comparison of captured face image and matching

face image of the user with the details such as user name and employee @ . °
code as below. H H

1. Name of the view e
2. Application logo ‘ @
3. Side by side comparison view o &
4. Matching list view

F’e’lfl E a

Figure 6.83 Record event view

6.7.3.1  Side by side comparison view

Side by side comparison view represents both captured face image Q- le %
and matching user details to compare and proceed to record the

event. ﬁ
D——o

(2,
1. Captured face image ‘ &
Captured face image of the user - ﬁ
2. Selected person view
3. Employee code selection @—@peter dowdigzsris
If the person is not identified successfully by the server I
Guard can select the user manually by entering the
employee code here
4. Name and employee code of the selected person
5. Event type as check-in or check-out
Even type is not available for black list events
6. Record button

Record the event. The result will be appeared in the result view as mentioned in Result view for
Surveillance client for Windows and Guard client for Android section.

o

—Q

Figure 6.84 Side by side comparison view of
Guard client

6.7.3.1.1  Selected person view

The person appeared in this view can be recorded by the Guard. The selected person can be,

1.  Whitelist person
2. Blacklist person
3. False match
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6.7.3.1.1.1 Whitelist person

If the selected person is not blocked it is known as whitelist person @106 (X o gm®)
1. Matching score
The score when matching user face biometric with the captured @—o
| |

image.
2. Matching face image
Face image from the biometric face image of the matching users
which has the highest matching score.
3. Remove button
Removed the selected person

Figure 6.85 Whitelist event

The Guard allows to record the person as check-in or check-out. view of Guard client

6.7.3.1.1.2  Blacklist person

If the selected person is blocked, it is known as blacklist

& sl
1. Matching score @"1 06 Q._@

The score when matching user face biometric with the
captured image.

2. Block indicator
Block indicator appears if the user has blocked.

3. Matching face image
Face image from the biometric face image of the matching
users which has the highest matching score.

4. Remove button
Removed the selected person

®—o

f

The Guard can record the event as blacklist. Figure 6.86 Blacklist event view of Guard

6.7.3.1.1.3 False match client

The captured person may not be existed in the database. In such cases, Guard can keep the selected person as
empty (false match) and record the event.

6.7.3.2  Matching list view

This view is showing all identified person details. Once Guard selected a person from the list, selected user will
be shown in Side by side comparison view either a Whitelist person or Blacklist person.

1. Selected user

@—ePeter Billy Karl
@—.mwc?tu wer8ui wer9oy
95 h @ 83 ®
v/ oo
[ a

Figure 6.87 Close match list view of Guard client
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2. First name

Employee code

4. Matching score
The score when matching user face biometric with the captured image.

5. Biometric face image
Face image from the biometric face image of the matching users which has the highest matching
score

6. Blocked indicator

w

6.7.4 Result view

Result view shows the recorded event details. Result view as follows,

1. Resultview for Standard and Lite clients
2. Result view for Surveillance client for Windows and Guard client for Android

6.7.4.1 Result view for Standard and Lite clients
6.7.4.1.1 Result view for Single face mode
In the single face mode, the result view appears for the successful check-in or check-out events as follows.
Table 6.31 Result view of the single face mode
Lite Standard

Windows

Checked In
Tuesday, June 16, 2020

3:33:54 PM

| =
& B Checked In
i ‘\ & Tuesday, June 16, 2020
'/ 3:33:54 PM
Kathrine Dowd

Kathrine Dowd

Today 00:48:45
Week 00:48:45
Month 13:45:57

Today 00:48:45
Week 00:48:45
Month 13:45:57

O,

Figure 6.88 Result view of Windows lite client Figure 6.89 Result view of Windows standard

client
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10S

N U A WNE

®@——e(Check in

@Q——=»13:11:37
(@—eKathrine Dowd

kat.dowd@gmail.com

Worked hours

@)—@ouy

Week
@—. Month

Number of users are restricted in

@ the premises!
Current checkins 1/5

@—. CANCEL EVENT

Figure 6.90 Result view of Android lite client

Worked Hours
Today: 00:34:35
This Week: 00:34:35
This Month: 13:31:47

Cancel Event

Figure 6.92 Result view of 10S lite client

User profile image

Username

Event type

Total work hours of the day

Total work hours of the week

Total work hours of the month

Event recorded time

Check-in limitation message

If the number of check-in are lower than
the maximum occupancy for group

NCheck Bio Attendance

™\ Kathrine Dowd 0—@

Check ine—Q®
13:13:390——@)

(#A————e Today 0 Mins

© Week Month
0 Mins ‘ 12 Hrs, 57 Mins

@ Number of users are restricted in the
H)remis‘.e:»‘.' Current number of checkins 5/ 5
(9) CANCEL EVENT

Figure 6.91 Result view of Android standard client

Not Available

premises, check-in will be recorded
successfully. Otherwise check-in will be
restricted. Refer Maximum occupancy for
group premises setting in the server for
more details.

9. Cancel button
Cancel the event recorded. This button will
disappear in few seconds after the event
result view appeared.
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6.7.4.1.2  Result view for multi face mode

This view is available in NCheck Bio Attendance Lite clients only.

In multi face mode, result view appears with all users for all check-in check-out details as follows.

Table 6.32 Result view of the multi face mode

Lite

Windows
Client

Figure 6.93 Result view of multi face mode in Windows lite client

Android Client Results

Kathrine Dowd

Karl Rods
Jhon Steurt

Gl o

Figure 6.94 Result view of multi face mode in Android lite
client
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10S client :

{ Multiface  Results Done

Liam Cameron  [SiEESR

’ Victor Huego  [ofgllelaaOlv):

% John Stewart heck-In|

¢
(' Bryant Neil Check-Out
Figure 6.95 Result view of multi face mode in 10S lite client
Result view for Surveillance client for Windows and Guard client for Android

As mentioned in Record event view section, NCheck Bio Attendance Guard client records following events.

1.

Whitelist event

If the selected person by the Guard is not blocked and the event type as check-in or check-out
Blacklist event

If the selected person by the Guard is blocked, event will be recorded as blacklist

False match event

If the Guard select no person, the event will be recorded as false match.

As mentioned in Face capturing in Surveillance client of Windows and Guard client of Android section,
following events can be recorded in NCheck Bio Attendance Surveillance client for Windows.

1.

Whitelist event
Event type as check-in or check-out.
Blacklist event
If the user is blocked, event will be recorded as blacklist
Unidentified event
Unidentified event will be recorded if
1. No match available for the captured face image
In this case user can select any user from the registered user group and record the event as
whitelist or blacklist event.
2. Close matches available for the captures face image
In this case user can select the user from the close match list and record the event as
whitelist or blacklist event.

Following table is showing the views for all available events in Surveillance and Guard client.
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Table 6.33 Result view of events in Guard and Surveillance clients

Matching Surveillance client Guard client
event type
Whitelist
event
Checked Out “ ) ‘
Monday, October 12,2020 Kathrine DOWd._(:)
10:51:05 AM Check ine—Q
Kathrine Dowd . L C
e Figure 6.97 Whitelist event of Guard client
Figure 6.96 whitelist event of Surveillance
client
Blacklist S
event T Kathrine Dowd @——(2)
Black Liste Black liste——®
Monday, October 12, 2020 o .
10:50:18 AM 10:47:510——©
Figure 6.99 Blacklist event of Guard client
Unidentified
event (No
match Un Identified
found) y Wednesday, May 13, 2020
- - 11:51:00 AM | Not available
Figure 6.100 Unidentified event of Surveillance client
Unidentified
event (Close
match
found)
Not available
Figure 6.101 Close match event of Surveillance
1. User profile image 6. Edit button
2. Username Edit the selected evet as mentioned in
3. Eventtype section
4. Total work hours of the day 7. Number of matches in the close match list
5. Eventtime This view appears for the unidentified

events if multiple matched found.
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6.7.4.3 Edit event

This view is available NCheck Bio Attendance Surveillance client only.

The recorded event can be edited in following case

1. The captured face has matched with the different person(s)
In this case, the captured face is matched with different person and the event will be recorded as
Check-in, Check-out or blacklist. If the person is matched with multiple persons, the event will be
recorded as unidentified event.

2. The captured face has no match
The captured face has matched with no person and the event will be recorded as unidentified.

In such cases Guard allows to edit the event as follows.

Table 6.34 Edit event view of Surveillance client

Event Edit event View

Person has matched .
with different Edit Events

person(s) ®_.”‘" [ = |

- ey

Figure 6.102 Edit event view when matching with different person(s)
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Edit Events

O T -

Captwed Image Matched image

= M
il

10/12/2020 10:31.10 AM

No match

Name

Code

Figure 6.103 Edit event view when person has no match

Employee code

Guard allows to select the correct person using the employee code. The selected person will be
updated in the Side by side comparison view.

Side by side comparison view

Matching list view

Close button

Close Edit event dialogue.

6.7.4.3.1 Side by side comparison view

The side by side comparison view allows to compare the captured face of the person with matching parson(s)
and record the event in following cases.

1.

The captured face has a match

The captured face can be matched with either the server result or person selected by the Guard. In
such cases event can be recorded as Check-in, Check-out or Blacklist if the person has been blocked.
The face has not a match

The Guard allows to record the event as false match if the captured person is not existing in the
system.

Table 6.35 Side by side comparison view of Surveillance client

Case View
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Person has
matched with Captured Image Matched Image
person(s)
0 © Score: 97
asc1354
(3®)——#10/12/2020 10:51:05 AM
@—OName Kathrine Dowd
(®—®code asc1354
®—e Black List ®
@ T
Figure 6.104 Side by side comparison view when captured face has a match
Person has no

match

Captured Image Matched Image

O—e

(®——#10/12/2020 10:51:05 AM
@—.Name
@—OCode

o ©

Figure 6.105 Side by side comparison view when captured face has no match

1. Captured face image of the user
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Matched/selected person view

‘ @
[
®_.0 @ Score: 97—

asc13540—(3
Figure 6.106 Matched/selected person view

1. Image
Wither the face biometric image of the matched person or thumbnail image of the selected
person.
2. Matching score
3. Employee code of the matched/selected user
4. Blocked status
This status is shown if the matched/selected person is blocked.
5. Delete button
Removed the matched/selected person. If the captured face image has no match, Guard can
remove the matched/selected person using this button and record as false match.
Event date and time
Name of the matched user
Employee code selection view
User able to find the user entering employee code if no match found for the captured face image.
Otherwise this will be disabled.
Check-in button
Record the event as Check-in if the matched/selected user is not blocked.
Check-out button
Record the event as Check-out if the matched/selected user is not blocked.
Blacklist button
Record the event as blacklist if the matched/selected user is blocked.
Unidentified button
False match button
Record the event as false match, if the captured face image has no match.
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6.7.4.3.2  Matching list view

v

®——=eScore: 120 @ score: 117

P\
O—re
@— ~’rﬁ@8ui

mwc7tu

Figure 6.107 Close match list view of Surveillance client

Selected user

Face biometric image

Matching score

Employee code of the user

Blocked indicator

This indicator appears if the user is blocked.

LA ol

6.7.5 Recent events list

This view is available in NCheck Bio Attendance clients for Windows only.

Recently recorded attendances are showing in the recent events list. Recent event list view follows

Figure 6.108 Resent event list views of Windows client

Recent event list view

l@] Checked Out
= B s3113pm
@ AN L

Kathrine Dowd

Today 03:1525
Week 03:15:32
Month 03:15:32

Standard and Lite clients

’%] Checked In
= N s3047pm
.

Kathrine Dowd

Today 03:14:59
Week 03:15:06
Month 03:15:06

Figure 6.109 Recent event list view of clients
for Windows
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Surveillance client

(%] Checked In
W o
11:55:46 AM

Kathrine Dowd

[%1 Black Listed
PN B wednesday May 13,2020
, 11:52:31 AM

Kathrine Dowd

Figure 6.110 Recent event list view of Surveillance client

1. Event filter view
2. Result view for Surveillance client for Windows and Guard client for Android

6.7.5.1 Event filter view

2020-05-1312:22.37 . C

1. Eventtype
e  Whitelist
e  Blacklist
e Unidentified
e (Close match
2. Timeline selector
Using the timeline selector, the timeline can be changed, and it will support 24 hours of period to
backward. It will filter the events according to the timeline selected
3. Timeline of the event
By default, this shows the current timeline and timeline can be changed using the Time line selector.

6.8 Client control panel

NCheck Bio Attendance Client Control panel available in clients if the Offline operation mode has enabled in
Attendance Standard cloud/on-premises server as shown below.

Table 6.36 Standard clients control panel availability on offline mode
Offline mode enabled

Network available Network disabled

Cloud X /
On-premises x /
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Standalone \/ ‘/

Following options are available in NCheck Bio Attendance Standard Client control panel for Android and
Windows,

Table 6.37 Control panel options of Standard clients

Cloud On-premises Standalone

v

User management

Peripheral view of clients

Event logs
Reports view
Settings view

Admin tasks of Clients

WA XN X
RN NANENAN

X
v
X
X
v

6.8.1 Login view
Table 6.38 Login views of Clients control panel

Windows client

User Name

Password

Figure 6.111 Login view of Windows standard client

Android client

Control Panel

B—o LOGIN

Figure 6.112 Login view of Android standard client

1. Username

2. Password

The default control panel login password of the Android client is Admin. Windows client does not have a
default password. The password can be changed as mentioned in Standalone password view section.

3. Login button

Table 6.39 Error messages of control panel logging could be appeared when logging to the control panel.
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4. Cancel button

Table 6.39 Error messages of control panel logging

Error code Error message

2066 Invalid password. Check the password again.

6.8.2 User management
Table 6.40 User management views

® ® 6 ® O @

Windows
Client

;;;;;;

Figure 6.113 User management view of Windows standard client

263



NCheck Bio Attendance

Android € Users
Client

3 Bryant Neil

4 Katherine Dowd

@_-A Kty SOA
@ Liam Cameron
& Victor Huego
Figure 6.114 User management view of Android standard client

1. Users list view 5. Delete button
2. User quick view Delete selected user. Refer Edit user section for
In android Stannard client, select user quick view more details of delete user.
for User view of Android Standard client. 6. Refresh button
3. Add button Refer the user management view.
Refer Add user section for more details. 7. Manage biometrics
4, Edit button 8. Search user
Refer Edit user section for more details. 9. Enroll from history button

Refer Enroll from Windows client history section
for more details.

6.8.2.1 User view of Android Standard client

User view of the Android Standard client preset all user details as follows. @Fm < Kathrine Dowd : @
1. User first name and last name r i
2. User menu
1. Edit -
. e
Edit user ® Kathrine
2. Remove Do

Remove user
3. Biometrics
Manage biometrics as mentioned in Manage biometrics
section
3. User details view

ZwH]Dv

Contact

kat.dowd@gmail.com

Figure 6.115 User view of
Android Standard client

6.8.2.2 Add user
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Table 6.41 Add new users view

Windows

cien
@—.Fusz Name* ol @
(@)-@Lost Name
(©)-@Employee Code* Q)
(8)-@cmail
@..aarcode RFID Tag ._@
(9)-@address Line 1 _ Address Line 2 ()
@‘cny Country ._@
@.sme Zip Code
@—.Yelephone
® =R o

Figure 6.116 Add user view of Windows standard client
Android

. €  New person
Client [Cmmm ]

O @
- Address

@..} irst name

113111

?

Contact

Figure 6.117 Add user view of Android standard client

User image thumbnail preview
In Android standard client select the image thumbnail to browse the image file from the file system.

Browse button
Browse image from the file system

First name
Last name

Employee code
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17.
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Barcode ID

Refer Capture barcode from client section for more details.

RFID tag
Refer Capture RFID from client section for more details.

Email
Address line 1
Address line 2
City

Country

State

Zip code
Telephone

Apply button
Apply button will be disabled if the mandatory fields are empty or Validation errors exist. Refer Table
6.42 Error messages of add/edit user in client control panel for all error messages.

Cancel button

Table 6.42 Error messages of add/edit user in client control panel

Error code Description

3001 Mobile/telephone number is not valid for the selected country/region.
3002 Invalid email address.

3005 Barcode scanner could not be found.

3006 RFID scanner could not be found

2020 Selected file is not a valid image file.

2021 Employee code already exists.

2022 Barcode ID is already available for different user

2023 RFID is already available for different user

2039 Could not capture barcode. The device has been blocked
2040 Could not capture RFID. The device has been blocked
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6.8.2.2.1 Capture barcode from client
Table 6.43 Barcode field view

Windows client
Barcode ° @

Figure 6.118 Barcode field view of Windows Standard client

Android client
D—e ne—0o

Figure 6.119 Barcode field view of Android standard client

1. Barcode text field
Barcode capture button
Select Capture button to scan the barcode from the client application as mentioned in Table 6.44
Capturing barcode from Client applications.

Table 6.44 Capturing barcode from Client applications

Android client Scan the barcode after the barcode scan view appeared as shown in Figure 6.120
Barcode capture view.
1. Main menu
1. Switch camera
2. Change resolution
2. Barcode scan area
After successful scan, barcode id will appear in the barcode field.

<  Barcode capture H 0,

0" 3 572

6000 "~ 2914
Figure 6.120 Barcode capture view of Android client

Windows client 1. Select the barcode field
2. Scan the barcode from the connected barcode scanner
3. After successful scan, barcode id will appear in the barcode field.
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6.8.2.2.2  Capture RFID from client
Table 6.45 RFID field view

Windows client

RFID P D

Figure 6.121 RFID field view of Windows Standard client

O—ewril @.—@)

Figure 6.122 RFID field view of Android standard client

Android client

1. RFID text field

2. RFID capture button
Select Capture button to scan the RFID from the client application as mentioned in Table 6.46
Capturing barcode from Client applications.

Table 6.46 Capturing barcode from Client applications
Android client 1. Scan the RFID after the RFID scan view appeared as Figure 6.123 RFID

capture view
2. After successful scan, RFID id will appear in the RFIDID field.

<  Capture RFID

Capturing RFID...

Figure 6.123 RFID capture view of Android
client

Windows client 1. Select the RFID field
Scan the RFID from the connected RFIC scanner
3. After successful scan barcode id automatically
appeared in the RFID field.
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6.8.2.3  Edit user

Table 6.47 Edit user views

Windows client

First Name Kathrine
| ast Name Dowd
@—. Employee Code  2wHjDv
Emadl kat domd@gmal com
PBarcode RFID
lddress 1 Balch Springs, Texas, Texas Address 2 Texas, 123432, US
ity ~ Country US
Ftate Zip
Phone Number 415417543010

Figure 6.124 Edit user view of Windows standard client

podroid clent

Kathrine

—e

Dowd

ZwHjOv

Contact

kat dowd@gmail. com
+15417543010 a
Address

Figure 6.125 72 Edit user view of Android
standard client
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1. User details view as mentioned in Add user section.

6.8.2.4 Manage biometrics

To proceed to manage biometric view for particular user in NCheck Bio Attendance Android standard client,
Select Biometric button of the User view of Android Standard client section.

In the edit user view, if no biometric has been enrolled for user, NCheck Bio Attendance Android standard will
show a notification to enroll biometric as shown in Figure 6.126 “No template enrolled” notification in Android
standard client.

1. Enroll button
Select enroll button to select the biometric

type as shown in Figure 6.128 Biometric type f o
selection view of Android standard client to +15416424231

capture biometric. _—
No templates enrolled! @

Figure 6.126 “No template enrolled” notification in Android
standard client

Table 6.48 Manage biometrics view

Windows client

Figure 6.127 Manage biometrics view of
Windows standard client
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Android client

€  Biometrics

'!

i
®
®
i
o Biometric type
; @—.Face
(@)—eFinger
od® - -
(\\- @—.Iris
&)
wae oo ® Figure 6.128 Biometric type selection view

) ) o of Android standard client
Figure 6.129 Manage biometrics view of

Android standard client

1. Enrolled face images list
2. Capture face button
Refer Capture face from standard clients section for more details.
3. Enrolled fingerprint images list
4. Capture fingerprints button
Refer Capture fingerprint from Standard clients section for more details.
5. Enrolled iris images list
6. Capture iris button
Refer Capture iris from Windows standard client section for more details

Refer Capture from client applications section for the error message could be appeared while capturing
biometrics.

6.8.2.5 Enroll from Windows client history

This feature is not available for NCheck Bio Attendance Android client.
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This option allows enroll biometrics from previous recorded events from users who are not enrolled with NCheck
Bio Attendance server.

©

ENROLL FROM HISTORY

®—.From 1718/2020 (3 To 2/18/2020 (3

Please select biometrics to enroll

— .
a
O (] (]
P 1S ¥
@——-——.202002-18 2020-02-18 2020-02-18 2020-01-31 2020-01-31
17:28:06 17:27:25 17:27:21 11:09:10 11:09:08

Figure 6.130 Enroll from history view

Date filter
2. Unidentified biometric lists
3. Delete button
Delete event from the list
4. Event date and time
5. Enroll button
Enroll selected biometrics from the list. Table 6.49 Error messages of Enroll from history is shown the
error messages could be appeared when enroll biometrics from history
6. Cancel button

Table 6.49 Error messages of Enroll from history
Error code Error message Figure 6.131 Enroll from history view of Windows standard client

2024 Could not enroll selected face/finger/iris image.

6.8.3 Peripheral view of clients

All available peripherals are showing in this view. The peripheral view as follows,
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Table 6.50 Peripherals list views

Windows
Client Device Name DESKTOP-JN2TCPS
Operating System  Microsoft Windows NT 6.2.9200.0
0S Version 6.2.9200.0
Name Type Status
Logitech HD Webcam C270 FACE ENABLED
SecuGen FDUO03/SDU03 device #1 FINGER ENABLED
CMI-Tech BMT-20 IRIS ENABLED
HID Keyboard Device USER_ID ENABLED
Figure 6.132 Peripherals view of Windows standard client
Android
. < Peripherals
Client
Camera a
HMD_Global_Nokia_4.2_FACE
Finger Q—@
HMD_Global_Nokia_4.2_FINGER
Employee ID
=
Barcode |
HMD_Global_Nokia_4.2_BARCODE "
: RFID
HMD_Global_Nokia_4.2_RFI[ @
Iris
©®
HMD_Global_Nokia_4.2_IRIS
Password
Or
HMD_Global_Nokia_4.2_SECRET

Figure 6.133 Peripherals view of Android standard client

Device details view of Windows standard client

Edit button

Refer Edit peripheral view section for more details. In Android client double click on peripheral quick
view.

Refresh button

Peripheral list view of Windows standard client

Peripheral quick view of Android standard client
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6.8.3.1 Device details view of Windows standard client

This view is showing device details as
follows.

Device Name DESKTOP-JN2TCPS

Operating System  Microsoft Windows NT 6.2.9200.0

1. Device name
2. Name of the operating system
3. Version of the operating system

OS Version 6.2.9200.0

Figure 6.134 Device details view of Windows standard client

6.8.3.2  Peripheral list view of Windows standard client

This view shows all peripheral (P 0 (3
available with the device as follows.
1. Peripheral name A ¥ Type Sl
2. Peripheral ID @ HID Keyboard Device . USERID  ENABLED
3. Status B

Peripheral is enabled or Logitech HD Webcam C270 FACE ENABLED

disabled. Futronic FS88 #1 FINGER  ENABLED
4. Selected peripheral

Double click on the selected

peripheral to get the Edit

peripheral view.

CMI-Tech BMT-20 IRIS ENABLED

Figure 6.135Peripheral list view of Windows standard client

6.8.3.3  Peripheral quick view of Android standard client

This view present details of the selected (1)—eCamera
peripheral.

Be—0

Figure 6.136 Peripheral quick view of Android standard client

(@ —eHMD_Global_Nokia_4.2_FACE

1. Peripheral type

2. Peripheral ID

3. Peripheral image
This image become green when the peripheral is available with the device. Otherwise become grey
color.

Select the peripheral quick view to get the Edit peripheral view.

6.8.3.4  Edit peripheral view
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Table 6.51 Edit peripheral views

Edit Peripheral

Name

HID Keyboard Device

XFw/
XEhJRCNWSURfMDNGMCZQSURfMEQOQSZNS'

Status [ ]

R

Figure 6.137 Peripheral edit view of Windows standard client

O

Finger

@—.Siatus .l.nahlt\.’i

@—e

SAVE

Figure 6.138 Peripheral edit view of Android standard client

1. Peripheral name
Peripheral code

A unique id for the peripheral. Peripheral

code cannot be edited.
3. Peripheral status
Enable/disable the peripheral.
4. Save button
5. Cancel button

6.8.4 Event logs

Windows 3
Client

0 User name

Kathrine Dowd

Kathrine Dowd

Table 6.52 Event logs views

® ®

Date 8/27/2019

RE-EVALAUATE

Event Time

Employee Code

Event Type

70tYko 8/27/2019 4:31:40 PM

70tYkO 8/27/2019 4:31:43 PM

Figure 6.139 Event logs view of Windows standard client
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Client
Date 2015-08-02 G
Person All users X
@J k ? Kathrine Dowd
Kathrine Dowd
CHECKOUT
2019-08-02
Figure 6.140 Event logs view of Android standard client
1. Event logs filter view log quick view for edit event log. Refer
2. Date filter Edit event log section for more details.
Select the date to retrieve event logs. 7. Delete button
Default date is current date. Delete selected event log. In Android
3. Username filter client refer Edit event menu of Android
Select the username to retrieve event standard client section for delete event
logs. log.
4. Event logs list view of Windows standard 8. Refresh button
client Refresh event logs view
5. Add button 9. Re-evaluate button
Refer Add new event log section for more Select this button to re-arrange events
details check-in/check-out sequence of users.
6. Edit button 10. Event log quick view of Android standard
In Android standard client select on event client
6.8.4.1 Event logs list view of Windows standard client

Event log list view of the Android
standard client shows all event logs

as follows.
1. Username
2. Employee code
3. Event type as Check-in or
Check-out
4. Event date and time
5. Selected event

Double click on selected
event to Edit event log.

Kathrine Dowd

Kathrine Dowd

Employee

70tYk0

70tYk0

Code Event Time

Event Type

8/27/2019 4:31:40 PM

8/27/2019 4:31:43 PM

Figure 6.141 Event logs list view of Windows standard client
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6.8.4.2 Event log quick view of Android standard client

Event log quick view of Android standard client shows

. i o————
details of the selected event log as follows e @

701Yk0 @ ©)
1. User thumbnail ‘ CHECKIN@ @
2. Username 20190802 090818 @—————5)
3. Employee code Figure 6.142 Event log quick view of Android standard
4. Event type as Check-in or Check-out client
5. Event date and time

Select on event quick view to Edit event log.

6.8.4.3 Add new event log

Table 6.53 Add event logs view

@—.Name Karl v
@—OEvem Date  6/12/2019 )
(@ —eEvent Time 16:10:42 ]
(©)—@Eventtype  CHECKIN -

o N BB o

Figure 6.143 Add event log view of Windows
standard client

Windows Client
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6.8.4.4

Android Client

Event thumbnail
Person name
Date

Event time
Event type

1. Checkout

Edit event log

Windows Client

O—e

NCheck Bio Attendance

¢ Eventlog
%
®—.Z..|'..‘ ) m
@—.E vent t yUY m
®—.E--"'. yp# CHECKIN -

Figure 6.144 Add event log view of Android standard

client

2. Unidentified

3. Not known

6. Add button
7. Cancel button

Table 6.54 Edit event log views

Add Event Log

Name Kathrine v
EventDate 8/2/2019 i)
Event Time 09:22:48 §]
Eventtype CHECKIN v

=3

Figure 6.145Edit event log view of Windows standard client
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Android Client € Event! | e

o
(©)

Figure 6.146 Add event log view of Android standard
client

1. Event details view as shown in
2. Edit event menu of Android standard client

6.8.4.4.1 Edit event menu of Android standard client

This menu available in the Android standard client to delete the
selected the selected event log Delete

1. Delete Figure 6.147 Edit event menu of
The delete the selected event log Android standard client

6.8.5 Reports view

Table 6.55 Report views

Windows @ @ G)

client

Figure 6.148 Report view of Windows standard client
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client
®—. Report Work hour =

® From  2019-08-02 o)
To 2019-08-02 o)
( : ——@Summarize by DAILY -

®—.Person All users X
~
Work day Full name Employe

©—e

Figure 6.149 Report view of Android standard client

1. Reporttype
1.  Workhour report
2. 6.7.5.3 Event log report
Filter report by username
Select report start date and end date to generate report
Report options of Windows standard client
Report data view
Summarize report by daily, weekly, or monthly

Ov AW

6.8.5.1 Report options of Windows standard client

Report options of the Windows standard clients available shown
as below.

1. Refresh button
Refresh report view.
2. Print button
Print the report.
3. Save CSV button Figure 6.150 Report options view of Windows
Save report in CSV format. standard client
4. Save PDF button
Save report in PDF format.
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6.8.5.2  Workhour report

Windows client

Android Client

6.7.5.3 Event log report

Windows Client

Android Client

NCheck Bio Attendance

Table 6.56 Details in the workhour report

Report columns as follows

1.

Date

The date for the workhour entry.

Name

Name of the employee.

Employee code

Productive work hours

Work hours without early arrival and late departure.

Report columns as follows
1.

Workday

Day for the entry.

Full name

First name and last name of the user.
Employee code

Work hours

The number of work hours for the day.

Table 6.57 Details in the Event log report

Report columns as follows

1.

Name

Name of the employee

Employee code

Direction

The event as check-in or checkout
Time

Event time

Report columns as follows
1.

Workday

Day for the entry.

Full name

First name and last name of the user.

Employee code

Event time Date and time the event is performed.
Event type

Event type as check-in or checkout.
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6.8.6 Settings view

General settings of clients
Shift settings of clients
Biometric settings of clients
Client peripheral configuration

LN =

6.8.6.1 General settings of clients

Windows client

NCheck Bio Attendance

Table 6.58 General setting views

Interval between consecutive face scans Low

Enable Kiosk Mode .

Kiosk Mode Exit Code admin

Event log image size SMALL

Standalone Password Use empty password

Android client

Current Password
Password

Confirm Password

Figure 6.151 General setting view of Windows standard client

©—. Enable manuel event selection O

@— ——@Event log image size MEDIUM v

@—.Ofﬂine/Standalone password

[C] Empty password

@D—o SAVE B

Figure 6.152 General setting view of Android standard client

1. The interval between consecutive face scans 2. KIOSK mode operation (For Microsoft
Minimum time difference between two Windows clients)

ancillary events to prevent event duplication

for the user.

3. KIOSK mode exit code

4. Event log image size
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5. Standalone password view 7. Save button

6. Enable/disable Manual capture start

6.8.6.1.1 Standalone password view

Table 6.59 Standalone password view of clients

Windows client

Use empty password (@)

Current Password

Password

Confirm Password

Figure 6.153 Standalone password view of Windows standard client

Android client

(M—+=_] Empty password
O

@—®Confirm |

Figure 6.154 Standalone password view of Android standard client

1. Empty password
Select this option to login control panel with empty password.
2. Current password
3. Password
New password.
4. Confirm password
5. Save button
Save password details. Save button will be disabled if the mandatory fields are empty or Validation
errors exist. Al errors message could be appeared as shown below.
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Error code
3003
3004
3012

Windows Client

Android Client

Ll S

Default shift start time
Default shift end time
Day start time

Save button

NCheck Bio Attendance

Table 6.60 Error messages of password save

Error message
Password does not match.
Password must contain at least 6 characters with one number.

Current password is incorrect

Shift settings of clients

Table 6.61 General settings

Shift Start 08:00:00 4

Shift End 17:00:00 1

Figure 6.155 Shift settings view of Windows standard client

©
C)
C)

(1)—eshift start 00:00

@ —eshiftend 23:59

(®—eDay start 00:00
@—e SAVE %S |

Figure 6.156 Shift settings view of Android standard client
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Windows
Client

Android
Client

Biometric settings of clients

NCheck Bio Attendance

Table 6.62 Biometric settings views

Liveness Threshold

Face template size

Recognitio

ccuracy

Verification accuracy

Enroliment accuracy

Face confidence

Face quality

Finger quality

Iris quality

Hat Detection Threshold

High Speed Face Detection
Enable Hat Detection
Hide recent event list

Mas!

etection mode

etection threshold

MNone

MEDIUM
Low High
L High

High
Low High
Low High
Low High

High

High

DETECT

Figure 6.157 Biometric settings of Windows standard client

Accuracy

@—es

[

O—e

—8

6 —e

—

D—ercec

—_—

@—en
—e
NONE -

O—e
D—e

@—e
P—e

(59___.2” e
@—e~

DO_NO. s

@—e
H—e

e

SAVE

Figure 6.158 Biometric settings of Android standard client
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1. Face liveness mode for client application identified differently from time to time. By
increasing the value, the system is forced

2. Face liveness threshold for client application ) .
to ignore low quality iris scans.

3. Face template size
Size of each face enrolled template among
medium or large. Large face template 12. High-speed face detection
contains more details than medium.

11. Hat detection threshold

13. Hat detection feature

4. Recognition threshold
5. Verification threshold 14. Hide user list on windows client
6. Enrollment threshold
. 15. Mask detection
7. Face confidence
8. Face quality 16. Mask detection threshold
9. Fingerprint quality

17. Save button
10. Iris quality threshold

Increase the value if the same user
6.8.6.4 Client peripheral configuration

Table 6.63 Peripheral configuration views

Windows client

Authentication Mode \nenmipicaTION

Capture Id First .

Events

External Executables
MName External Executable Path

configuration_1 C:\Wsers\nishm\Desktop\fingerprint_scanner.exe

Figure 6.159 Peripheral configuration view of Windows standard client
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Android client
®—.Authentic;alicn mode VERIFI.. -
@—.Caplure 1D first

®—.E-:ents ANY v

@ o| Parameters
] Event

[] sequence ID
[] Timestamp

[C] user Reference
[] usemname

[ shift

I:l Location

D User status

[C] Peripheral code

[rigger on ANY >

®_. SAVE %]

Figure 6.160 Peripheral configuration view of Android standard client

1. Authentication mode
Available authentication modes are,

e Identification
Identification is the default authentication mode. Identification is performed on biometric and
user id data. User biometric data such as face, finger print and iris are comparing against the
database with previously collected biometric samples depending on the Recognition threshold.
If the matching score is greater than the Recognition threshold, user is considered as identified.
Therefore, this mode may demand large processing time. User id data such as user id, barcode
and QR code are comparing against the database and giving the matching users.

¢ Verification
The verification mode can be applied with a user id peripheral and a biometric peripheral in order to
verify the user against the previously collected biometric sample. To get verified, matching score
should be greater than Verification threshold.

Key Board ||I|II| Barcode E RFID
T

[P =
I
lQJFace (@ Fingerprint 0 ris

Figure 6.161Combinations of user id peripheral with biometric
peripheral in verification mode

. None

2. Capture id first
The verification sequence when the verification is selected as the authentication mode. If the capture Id
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first has enabled, id input should be input before the biometric. Otherwise biometric should be given at

first.

3. Events

Attendances will be recorded in the specific event type as selected from this option.

e check-in
¢ checkout

® any

Both Check-in and Check-out events

4. Manage external executable

Refer Manage external executables section.

5. Save button

6.8.6.4.1 Manage external executables

NCheck Bio  Attendance
Standard clients can be
configured to run external
programs (Either from
external executable or API)
during user identification. For
an example, an automatic
door opening program can be
executed upon successful user
identification. Following
setting should be specified to
configure external programs.

1. External executable lists
2. Add external executable

3. Edit external executable

Name External Executable Path

configuration_1 C:\Users\nisha\Desktop\fingerprint_scanner.exe

Figure 6.162 Manage external executables view

Edit external executable in Windows standard client

4. Delete external executable
Delete selected external executable.

NCheck Bio Attendance Android standard client doesn’t support on multiple external
executable. It only allows to as single external executable to trigger APIs.
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6.8.6.4.2  External executable lists

External executable list as follows. @ @

1 Name of the external executable
2 Path to the EXE/URL of the API

External Executable Path

configuration_1 C:\Users\nisha\Desktop\fingerprint_scanner.exe

Figure 6.163 External executables list of Windows standard client

6.8.6.4.3  Add external executable

Table 6.64 Add external executable view of Windows standard client

Windows client ADD EXTERNAL EXECUTABLE
@—.Name

@—.External Executable Path -
@—.Tngger on ANY 5

(@)—erarameters
[ event O sHiFT coDE

(] seQueNce 1D O LocaTion

O TIME STAMP (0 USER STATUS
(] USER REF (J ADDRESS
(] USER NAME () PERIPHERAL CODE

® =

Figure 6.164 Add external executable view of Windows client

Android client

@—e

[ event

[ sequence 0
[ Timestamp
[ user Reference
[ usermame

[ shift

[ Location

[ user status
[ Address

[[] Peripheral code
®—. Trigger on ANY -

Figure 6.165 Add external executable view of Android client

289



NCheck Bio Attendance

1. Name
Name of the external executable.

2. Path of the external executable
Path of the external executable or API URL to invoke.

3. Trigger on

e Any
Trigger the executable when record check-in or checkout events.

e Check-in
Trigger executable when record check-in event.

e Check-out
Trigger executable when record checkout event.

e Unidentified
Trigger executable when the record is not identified as check-in or checkout.

4. Parameter
Following parameter(s) can be passed to the external executable when triggering the executable.

e Event (EVENT)
Event type as CHECKIN, CHECKOUT or UNIDENTIFIED.

e Sequence id (SEQUENCE_ID)
Id of the event.

e Time stamp (TIMESTAMP )
Date and time of the event.

e User reference (USER_REF)
Employee code of the user.

e User name (USER_NAME)
First name and last name of the user event recorded.

o Shift code (SHIFT_CODE )
Shift code of the NCheck Bio Attendance Standard clients. In the standalone mode shfit code is
DEFAULT.

e Location (LOCATION )
Longitude and latitude of the event geo-location. Example: {Longitude,lattitude}

e User status (USER_STATUS )
User is blocked or not. Pass 0 if the user has blocked otherwise 1.

e Address (ADDRESS)
Address of the user.

e Peripheral code (PERIPHERAL _CODE )
Unique identified number of the peripheral.

The applied parameters will be passed to the external executable as below when recording events.

Table 6.65 Parameters with external executable path or URL

Type Format
External e Value of the parameters will be separated with empty space
executable e Example: {parameter value 1} {parameter value 2} {parameter value 3}
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URL e As URL parameters
e Example:
{url}?{Paramter1}={value}&{Paramter2}={value}&{Paramter3}={value

NCheck Bio Attendance Standard client for Android is supported for URLS’s only.

6.8.7 Admin tasks of Clients
Table 6.66 Admin tasks views

Windows client

Password R —

o Password must Aeve murseman namber of § chacacters with aticast one

wppercase letter and sticast one number digt

User Narre Action Type Descrgptron Created At

Admin LOGIN Successiully logged in 20190923 134308
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Android client

€<  Admin tasks

EXPORT IMPORT  BIOMETRICS

AUDIT LOG

[] person
[] eventlogs

[ Authentication data

Figure 6.166 Admin tasks view of Android standard client

1. Data import
2. Data export
3. Database backup and restore

4. Database
5. Biometrics
6.6.7.7.5 Audit logs
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6.8.7.1

NCheck Bio Attendance

Data import/export

This allows to import/export below information.

1. User profile information

e First name e Country

e Last name e State province region
e Employee code e Zip or postal code

e Email ¢ Barcode

* Primary telephone number e RFID

e Addressl ¢ Created date and time
e Address2 e System Id

e State

2. Event log information

e Check-in latitude e Shift start time

® Check-in longitude e OT start time

e Check-in address ¢ Shift span seconds
e Check-in description e OT span seconds

¢ Check-out latitude ¢ OT enabled or not

¢ Check-out longitude e OT limit in hours

¢ Check-out address e Check-in timezone
* Check-out description e Check-out timezone
¢ Employee code e Work hours

e Check-in time e Maximum OT hours

¢ Check-out time

All date time should be MM/dd/yyyy h:mm:ss a format and date format should be
MM/dd/yyyy format when export data.

To import/export data successfully following, following guidelines must be satisfied.

1.

vk wn

The file names of csv files (user profile information and event logs ) should be

User profile information : PersonData.csv

event logs : EventLogData.csv

All date format must be MM/dd/yyyy.

All time format must be h:mm:ss.

The column names should be equal as above.

Country, state, provincial code, zip/postal code, email and telephone number should be in correct
format.

293



NCheck Bio Attendance

6.8.7.1.1 Dataimport

Table 6.67 Date import views

Windows client DATA IMPORT

[ user profile information

[ eventlogs

Import from -

Enter password

STATUS

T IT 1

£33 B ©

Figure 6.167 Data import view of Windows Standard client

Android client 0] person

[[] Event logs

®)—erassword

@——.lmport file
.

®—e IMPORT o

Figure 6.168 Data import view of Android standard client

1. Importing information
. User profile information
o Event logs information
2. Import location
Select the file path of the importing file.
3. Encrypted password of the importing file
4. Status
Importing status in successful or fail attempts.
5. Import button
Import button will be disabled if the mandatory fields are empty or Validation errors exist. Table 6.68
Error messages of import data from clients is showing error messages could be appeared.
6. Close button
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Table 6.68 Error messages of import data from clients

Error code Error message

2062 Data import failed. Invalid password.

2063 Data import failed. The selected file could not be imported.

4003 Unidentified error occurred during data import. Please contact administrator or

NCheck Bio Attendance support for more details.

6.8.7.1.2  Data export

Table 6.69 Data export views

Windows client DATA EXPORT

User profile information

[ Event logs

®— —@Fath to export -
@—.ﬁmer password

@ Your password should have atleast 6 characters and
include atleast one digit.

@—.Conﬂrm Password

@—.STM us
® — = O

Figure 6.169 Data export view of Windows standard client

Android client [ Person

I:l Event logs

®—.5"1.:'.'.::|::

@— —@Export directory

©_ 9 EXPORT o

Figure 6.170 Data export view of Windows standard client

1. Exporting information
¢ User profile information
¢ Event log information

. Select path to export location

. Password to encrypt the exporting file

A W N

. Confirm password

5. Status
Exporting status in successful or fail attempts.
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6. Export button
Export button will be disabled if the mandatory fields are empty or Validation errors exist. Table 6.70
Error messages of export data from clients is showing error messages could be appeared.

7.

Close button

NCheck Bio Attendance

Table 6.70 Error messages of export data from clients

Error code Error message

3003 Password does not match.

3004 Password must contain at least 6 characters with one number.

4004 Unidentified error occurred during data export. Please contact administrator or

NCheck Bio Attendance support for more details.

6.8.7.2  Database backup and restore

Database backups and restore allows to back up the database as JSON files in a zip file securely and restore back

in the application. The backup file contains,

1.

Person.json

All user information added as mentioned in Add user section.

Authentication.json

All authentication information of users such as biometrics, RFID and barcode.

eventlogsPairViews.json

All check-in and check-out pairs are backup in this file.

settings.json

All settings as mentioned in Settings view section are kept in this file.

We are recommending to keep backup files safe without alter any information to prevent
backup restore failures. Backup and restore feature are not available for NCheck Bio
Attendance Android standard client.

6.8.7.2.1 Database backup

This view allows to backup the database as
follows.

1.

2.

Database backup location

The password to encrypt backup file
Password must have at least 6
characters with on digit.

Confirm password

Status
Database backup status in successful
or fail attempts.

BACK UP DATABASE
(1)—®Path to backup -

@—.Enter password

@ Your password should have atleast 6 characters and
include atleast one digit

@—.Conﬂrm Password

(@) —esTaTUs

©

Figure 6.171 Backup database view of Windows standard client
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5. Back up button
Backup button will be disabled if the mandatory fields are empty or Validation errors exist. Table 6.71
Error messages of backup database in clients Show all the error messages could be occurred.

6. Close button

Table 6.71 Error messages of backup database in clients

Error code Error message
3003 Password does not match.
4001 Unidentified error occurred during data backup. Please contact

administrator or NCheck Bio Attendance support for more details.

6.8.7.2.2 Database restore

'dl'his view allows to restore backup RESTORE DATABSE
atabases as follows.

1. Database location (1)—®Restore from -

2. Database encrypted password @ Enter password
3. Status

Database restore status in successful

or fail attempts. (@) —esTaTUS

Restore button will be disabled if the
mandatory fields are empty or
Validation errors exist. Table 6.72
Error messages of data backup and restore view Show all the error messages could be occurred.

Figure 6.172 Restore database view of Windows client

5. Close button

Table 6.72 Error messages of data backup and restore view

Error code Description

2015 Data restore has been failed. Could not decrypt the file with the given password
2014 Data restore has been failed. Invalid backup file

4002 Unidentified error occurred during data restore. Please contact administrator or

NCheck Bio Attendance support for more details.
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6.8.7.3  Database encryption

Database encryption feature is not available for NCheck Bio Attendance Android standard
application.

Database encryption could be
done as follows.

@®
1. Password @ Gt Pasonerd
©)

Password  —|

© Possword must have minimum number of 8 characters with aticast one uppercase letter and atieast one number digit

Password must have 8
characters with one
uppercase character and

one digit. Figure 6.173 Encrypt database view of Windows standard client

2. Confirm password
Save button will be disabled if the password and confirm password fields are empty or validation errors as
shown in Table 6.73 Error messages of database encryption

3. Save button

Table 6.73 Error messages of database encryption

Error code Error message

3003 Password does not match.

6.8.7.4 Biometrics

Re-extract users’ biometric templates from biometric engine and re-enroll.

Table 6.74 Re-extraction views

Windows client RE-EXTRACT TEMPLATES

This task may take some time to complete. Do you want to re-enroll?

@—.Sta(us FINISHED

Cancel

@

Figure 6.174 Re-extract template view of Windows standard client

Android client
Re-Extract

Extract the templates from the images and re-initialize the
biometric engine

@-’ RE-EXTRACT

Figure 6.175 Re-extract template view of Android standard client
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1. Status
Status of the template extraction as in-progress, Finished or failed.

2. Re-enroll button
Select re-enroll button to begin extraction. The extraction time will be depended on number of
templates to re-enroll. Table 6.75 Error messages of biometric re-extraction view is showing the error
messages during re-extraction.

3. Finish button
Select finish button to finish re-enroll task while in-progress or finish.

4. Cancel button

Table 6.75 Error messages of biometric re-extraction view

Error code Error messages

2002 License cannot be obtained

2048 Biometric re-extraction has failed on following images.
l. {images list}

6.8.7.5 6.7.7.5 Audit logs

This view shows date and time with the actions history performed by the user in the control panel. The
following actions types are logged by the application.

Table 6.76 Admin logs views

Windows
client

Aution Type A v From 7/15/2019 . To 8/15/2019

User Name Action Type Description (e

Admin LOGIN Successfullyloggedin  2019-08-1510:48:33

Admin LOGIN Successfully loggedin ~ 2019-08-1511:09:12

Figure 6.176 Manage audit log view of Windows standard client
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Android

client D)—@sctionype

All v

Start date

End date

2020-02-04 g
2020-03-10 G

19:34.3 1|

@ €2020-03-10
15:17:16

2020-03-10
14:47:39

2020-03-10
14:47:20

2020-03-10
13:14:15

2020-03-10
12:13:51

LOGIN

ADD_PERSON

LOGIN

LOGOUT

LOGIN

Figure 6.177 Manage audit log view of Android standard client

1. Action type

Filter audit logs by action type
2. Date filter with start and end date
3. Audit logs list view

The available action types are

¢ LOGIN
Date and time for the admin logins.

e LOGOUT
Date and time for the admin logouts.

e ADDEVENTLOG
Date and time when event logs added.

e MODIFYEVENTLOG
Date and time when event logs modified.

e DELETEVENTLOG
Date and time when event logs deleted.

e ADDPERSON
Date and time when persons added.

e MODIFYPERSON
Date and time when persons modified.

e DELETEPERSON
Date and time when persons deleted.

NCheck Bio Attendance
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6.8.7.5.1  Audit logs list view

Table 6.77 Audit log list views

cient T 9 9 ?

User Name Action Type Description Created At

Admin LOGIN Successfully logged in 2019-08-1510:48:33

Admin LOGIN Successfully loggedin  2019-08-1511:09:12

Figure 6.178 Audit logs list view of Windows standard client

Android 2019-08-15 LOGIN
client 10:59:12
@—e —Q@
2019-08-15 LOGIN
10:52:04
2019-08-15 LOGOUT
10:51:10
2019-08-15 LOGIN
10:45:08
2019-08-15 LOGIN
10:41:27
2019-08-13 LOGIN
16:25:57
2019-08-13 LOGIN
16:22:18
2019-08-13 LOGOUT
16:22:08
2019-08-13 LOGIN
16:21:57

Figure 6.179 Audit logs list view of Android standard client

Username

Action type
Description

Created date and time

el A o
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7 ERROR MESSAGES

All error messages showing in NCheck Bio Attendance server configuration window, control panel, clients and
API are showing in this chapter. In NCheck Bio Attendance, all error messages are identified using error code as
mentioned in Error code section and error messages have been divided in to 3 basic error types as mentioned
in Error types section. Refer Error messages list section for all available error messages

7.1 Error code

Error code is a 4 digits unique number specified to identify error messages. Refer Error types section for more
details about error codes for each error type.

7.2 Error types

The following error types available across NCheck Bio Attendance server and clients.

7.2.1 Communication errors

Error showing in connection failures of NCheck Bio Attendance server and clients. Error code format of the
communication message is IXXX.

7.2.2 Application errors

NCheck Bio Attendance server and clients specific errors are known as application errors. Error code format of
the application errors is 2XXX.

7.2.3 Validation errors

All input data from NCheck Bio Attendance control panel and clients are validating before send to the server. It
will ask to review and correct the inappropriate data with certain error messages. Error code format of the
validation errors is 4XXX.

7.2.4 Unidentified errors

Errors other than Communication errors and Application errors are known as unidentified errors. Error code
format of the unidentified errors is 4XXX.

7.2.5 Common error messages

Errors could be appeared in any operation of NCheck Bio Attendance control panel/clients are known as
common errors. The error code of common error message is X9XX.

7.3 Error messages list

Table 7.1 Error messages list of server and clients

Error code Error message Description
1001 Could not connect with MYSQL/MSSQL {server This message may appear if the entered
url}: {port} server. database server is not reachable/offline.
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1002

1003

1901

2001

2002

2003

2004

2005

2006

2007

2008

2009

Could not connect with the email server {host
name}: {port}.

Unable to connect with the FTP server {server
name}

Unable to connect with the NCheck Bio

Attendance server {server URL}

Trial license has expired.

License cannot be obtained

The license is already in use.

The license limit has exceeded. Please contact
administrator/ NCheck Bio Attendance_support
for more details

No valid NCheck Bio Attendance license has
found.

Invalid SSL certificate file.

Invalid key store password or SSL key alias.

Invalid port number. Please select the valid port.

Port is used by another application.

NCheck Bio Attendance

Contact NCheck Bio Attendance support
for more detail.

Email server may offline or not reachable.

The FTP server is not reachable.

This message may appear, if

e The Server has stopped

e The server is not reachable from
clients in cloud or on-premises
mode.

After the 30days trial period you must
obtained a valid license.

The license cannot be obtained if

1. The license is not valid

2. The internet is not available with
the device to verify the license with
the licensing server.

Refer License section for more details or
contact NCheck Bio Attendance support.

This message may appear if the license file
already in use with another device. In this
situation you may

1. Deactivate the license in the
current  device from the
neurotechnology web site.

2. Purchase valid license from the
web site.

This message appears if the number of
available licenses in the multiple license
file/license dongle has exceeded.

The selected file, license code or dongle
has no valid license.

The selected SSL file should be valid file
with system certificate and private key.

The key store password or SSL key alias of
the selected SSL certificate is invalid.

The selected port is not available.

The added port should not be used by
another application to user with NCheck
Bio Attendance server.
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2010

2011

2012

2013

2014

2015

2017

2018

2019

Invalid SQLite database or password. Please
recheck the database file or password.

SQlLite database migration has failed with
following errors.

1. Errorl
2. Error2

{database name} could not be found.

Invalid MYSQL/MSSQL username and password.

Data restore has been failed. Invalid backup file.

Data restore has been failed. Could not decrypt
the file with the given password.

Could not connect with the email server {host}:
{port}. Invalid username or password.

Invalid username or password.

Could not find the user associated with {email
address} email address.

NCheck Bio Attendance

This message may appear for the selected
SQlite database, if

1. Selected SQLite database file is
not a database file
2. Database password is incorrect.

SQlLite database migration has been
designed to migrate old databases to be
compatible with installed NCheck Bio
Attendance server. The certain migration
rules have been applied in each version. In
case of migration failure, it will show the
associate error messages with version.
Please contact the NCheck Bio
Attendance for more details.

The database name is not available in the
MYSQL/MSSQL server.

This message may appear if,

1. Entered username has not existed

2. Username or Password is incorrect.

3. Entered wuser does not have
administrator privileges.

In order to restore backup, the backup
file should be available with all data

as mentioned in Data backup and restore
section.

Backup decrypt password is incorrect.
Please try with correct password again.

This message may appear for the email
server if

1. The username has not existed
2. Incorrect username and password

This message may appear if

1. The username has not existed
Contact the administrator or NCheck
Bio Attendance support for more
details.

2. Incorrect password
Reset the password if you don not
remember the password.

This message may appear if the NCheck
Bio Attendance could not able to the find
the user associated with the email when
reset password. Contact Administrator for
more details.
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2020

2021
2022

2023

2024

2025

2026

2027

2028
2029
2030

2031

2032

2033

2034

2035

Selected file is not a valid image file.

Employee code already exists.

Barcode ID is already available for different user

RFID is already available for different user

Could not enroll selected face/finger/iris image.

Capture face with enough lighting

The biometric image has already enrolled for
another user

User group code has already existed.

The shift name has already existed.
The roster name has already existed.

The holiday name has already existed for the
selected date.

You already have applied the leave(s) for start
date — end date.

Could not exceed the available number of leaves
for {leave type name} leave type.

A roster item already existed on {date} with {shift
name} shift and {user group name} user group.

{user 1, user 2...} user(s) have been added as
additional staff for the {shift name} shift on {date}.

Failed to email registration token.

NCheck Bio Attendance

All image files must be valid images file
with allowed image extensions.

Employee code could not be duplicated.

Barcode id could not be duplicated with
barcode id of another user.

RFID could not be duplicated with barcode
id of another user.

This error may appear if,

1. The Enrollment threshold has
not satisfied

2. The face/fingerprint image has
not satisfied the Face
confidence/Face
quality/Fingerprint quality.

Please contact NCheck Bio Attendance
support form more details.

The face image should be clear enough for
extraction. If the captured image is not
clear this message will appear.

A biometric image could not be

The user group code could not be
duplicated.

Shift name could not be duplicated.
Roster name could not be duplicated.

Could not add same holiday for the same
date.

Multiple leaves could not be added in
same day.

Cannot exceed the number of available
leave in each leave type when add leaves.
Refer Configure leave type section to
change number of leaves in each leave
type or Leave entitlement section to
change the leaves for particular user.
Users, Contact administrator for more
details.

A roster item cannot be duplicate with
date, shift name and user group name.

Cannot duplicate user as additional staff
for the selected shift and date.

This message may appear if,
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2036

2037

2038

2039

2040

2041

2042

2043

2044

2045

2046

2047

2048

Peripheral configuration name has already
existed.

Could not record events. The device has been
blocked

Could not enroll events. The device has been
blocked

Could not capture barcode. The device has been
blocked

Could not capture RFID. The device has been
blocked

The API has been blocked

Could not record events. The user has been
blocked

Could not record event. Check-in time has
restricted

Could not record event. Check-out time has
restricted

Could not email reports for the recipients

Invalid FTP file path

Invalid FTP username or password

Biometric re-extraction has failed on following
images.

1. {images list}

NCheck Bio Attendance

1. The Email notification settings
has not configured.

2. No email has available for the
user

Peripheral name could not be duplicated.

Clocked devices are not allowed for enroll
biometrics and record events. This
message appeared when the devices is
blocked. Refer Block/unblock device/API
section for more details.

This message appears when the API is
blocked. Refer Block/unblock device/API
section for more details

Blocked users are not allowed to record
attendances. Refer Block/unblock users
section for more details of block/unblock
users.

Event cannot record when the check-in
time is not in the check-in restricted
interval. Please refer Add/Edit shifts
section for more details.

Event cannot record when the check-out
time is not in the check-out restricted
interval. Please refer Add/Edit shifts
section for more details.

This message may appear if the Email
notification settings has not configured.

This message appears if the selected FTP
path is not existed.

This message may appear if,

1. Username has not existed for the
given FTP
2. Incorrect password

This error may appear if,

1. The Enrollment threshold has
not satisfied

2. The face/fingerprint image has
not satisfied the Face
confidence/Face
quality/Fingerprint quality.
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2049

2050

2051

2052

2053

2054

2055

2056

2057

2058

Your current subscription has blocked. Please
settle the outstanding amount and try again.

Customer has blocked. Please contact support.

Failed to register with the NCheck Bio Attendance
server {server URL}

Failed to register with the registration code

The registration token has already been used.
Please generate new registration code or contact
administrator.

Could not discover the NCheck Bio Attendance
server URL.

Device has not registered. Please register the
device first.

The location is restricted. You are not allowed
record attendance from this location

You have already checked-in/checked-out. Please
try again in {number of seconds} seconds.

Attendances time has restricted. Please contact
administrator for more details.

NCheck Bio Attendance

Please contact support for more details.

You are not allowed to change the plan
without paying outstanding amount of the
current plan.

The customer can be blocked, if

1. If the credit period of the
subscription has passed. Please pay
the outstanding amount to enable
the account.

If the customer account has been blocked
by NCheck Bio Attendance system
administrator. Please contact NCheck Bio
Attendance support for more details.

Make sure that the server is running.

Make sure that the registration code is
correct. Delete the existing registration
code and generate new one in case if you
cannot register.

The registration token can use to register
a single device.

The server discovery button of the clients
in on-premises mode is working if the
server and clients are operating within the
same local area network. Otherwise this
message will be shown.

The device should be enrolled before
record attendances. Please refer Register
clients section for more details.

User is not allowed to record attendances
in restricted locations. Refer Location
restrictions section for more details.

NCheck Bio Attendance clients is not
allowed record events in certain time
interval defined by the administrator to
avoid duplicates events.

The attendance time is restricted if

e No Valid shift available for the
event
e  Overtime restriction has added

Please contact administrator for more
details. Standalone users please contact
NCheck Bio Attendance support.
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2059

2060

2061

2062

2063

2064

2065

2066

2067

3001

3002

3003

No match found. Please make sure that
face/fingerprint/iris templates have been
enrolled before record attendance.

Failed to identify the face/fingerprint/iris. Please
try again.

Data restore has been failed. Invalid backup file.

Data import failed. Invalid password.

Data import failed. The selected file could not be
imported.

Could not record attendances. Invalid user id
input.

Could not record attendances. Peripherals are not
ready. Please try again.

Invalid password. Check the password again.

User not allowed to Check-in while on Restricted
Leave!

Mobile/telephone number is not valid for the
selected country/region. Please recheck again.

Email address is not valid.

Password does not match.

NCheck Bio Attendance

The biometric used to record event is not
matching with the enrolled biometrics in
the server. Please contact administrator
to enroll your face to record attendances.
Standalone users please contact NCheck
Bio Attendance support.

This message appears in case of face
extraction in the server side. Please
contact the administrator if you receive
this message continuously. Standalone
users please contact NCheck Bio
Attendance support.

To restore data successfully, any file(s) or
key value pairs in backup file(s) should not
be altered. Otherwise data restore can be
failed. Refer Data backup and restore
section or Database backup and restore
section for clients

The password must be correct to import
the file.

The CSV files guidelines must be fulfilled
as mentioned in Data import/export to
import data successfully.

Attendances may fail if, the employee
id/barcode/RFID does not match with
users.

NCheck Bio Attendance Standard client
may require time to initialize/refresh all
connected peripherals.

The message could be appeared when try
to sign in the clients standalone/offline
control panel.

User check-ins can be limit for the user
group premises. If the check-in count is
greater than the maximum occupancy for
group premises, check-in will be
restricted. Refer Maximum occupancy for
group premises setting for more details.

The telephone/mobile number should be
followed the certain format according to
the selected country/region.

The email address should be followed the
correct format.

Password and confirmation password
should be equal.
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3004

3005

3006

3007

3008

3009

3010

3011

Password must contain at least 6 characters with

one number.

Barcode scanner could not be found.

RFID scanner Could not be found

Camera could not be found.

Fingerprint scanner could not be found

Iris scanner could not be found

Could not record overtime. Overtime should not

be greater than the max overtime hours.

Only 5 decimal places are allowed in latitude and

longitude values.

NCheck Bio Attendance

Every password has defined in NCheck Bio
Attendance control panel and clients must
contain 6 characters and one digit for
enhance the security.

This message may appear if

1. The connected barcode scanner is
not compatible with the device

2. No barcode scanner has connected
with the device

Refer Other section for more details.
This message may appear if

1. The connected RFID scanner is not
compatible with the device

2. No RFID scanner has connected
with the device

Refer Other section for more details.
This message may appear if

1. The connected camera is not
compatible with  NCheck Bio
Attendance

2. No camera has connected with
the device.

Refer Face section form more details.
This message may appear if,

1. The connected fingerprint
scanner is not compatible with
NCheck Bio Attendance

2. No fingerprint scanner has
connected with the device.

Refer Fingerprint section for more details.
This message may appear if,

1. The connected Iris scanner is not
compatible with  NCheck Bio
Attendance

2. No Iris scanner has connected
with the device.

Refer Iris section for more details

Overtime hours could not exceed the max
overtime hours.

For latitude and longitude values, 5
decimal places accuracy is allowed. Round
the values if it exceeds the 5 decimal
places.
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3012

4001

4002

4003

4004

Current password is incorrect

Unidentified error occurred during data backup.
Please contact administrator or NCheck Bio
Attendance support for more details.

Unidentified error occurred during data restore.
Please contact administrator or NCheck Bio
Attendance support for more details.

Unidentified error occurred during data import.
Please contact administrator or NCheck Bio
Attendance support for more details.

Unidentified error occurred during data export.
Please contact administrator or NCheck Bio
Attendance supportfor more details.

NCheck Bio Attendance

To change the password of the clients
standalone control panel, the correct
current password should be given.

This message could be appeared when
unidentified error occurred within the
system. Contact administrator or NCheck
Bio Attendance support for more details.

This message could be appeared when
unidentified error occurred in the system.
Contact administrator or NCheck Bio
Attendance support for more details.
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8 LICENSE AGREEMENT

8.1 IMPORTANT - Read this License Agreement Carefully

8.2 By buying the software you indicate your acceptance of the Software
License Agreement.

8.3 Definitions and Interpretations

In this Agreement, unless the context otherwise requires:

e  “Software” means the product which is covered by this License Agreement and which is named as
NCheck Bio Attendance v5.0.

The following License terms govern your use of the Software unless you have concluded the separate agreement
with

Neurotechnology. By installing, you agree to be bound by the terms of this LA. If you do not agree to the terms
of this LA, you may not install, copy or otherwise use the Software.

8.4 Software Product License

Copyright laws and international copyright treaties, as well as other intellectual property laws and treaties
protect the Software. The Software is licensed, not sold.

8.4.1 Grant of License. Description of other Rights and Limitations

8.4.1.1 Use of the Software or the Software Components.

Neurotechnology grants you a personal, non-exclusive license to use the Software for the purpose of time
attendance based on fingerprint recognition technology. Installation, adaptation, redistribution in any
other manner than prescribed in this Agreement is forbidden and concludes the breach of this Agreement
provisions.

8.4.1.2 Installation

You may install the Software on a hard disk or other storage device; install and use the Software on a file server
for use on a network for the purposes of

e permanent installation onto hard disks or other storage devices
¢ use of the Software over such network; and make backup copies of the Software

8.4.1.3  Reproduction and redistribution

You may reproduce and redistribute software to the End Users, as many times as you have obtained Software
licenses.
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8.4.1.4  Restrictions.
8.4.1.4.1 Limitations on Reverse Engineering, Decompilation, and Disassembly.

You may not reverse engineer, decompile, or disassemble the Software. You must forbid your End Users
to reverse engineer, decompile or disassemble the Software. If you learn of any misuse of Software, you
shall notify Neurotechnology immediately.

8.4.1.4.2 Rental.

You may not lease or rent the Software.

8.4.1.4.3 Proprietary notices.

You may not remove any proprietary notices on the Software.

8.4.1.4.4  Transfer of rights.

Permanent or temporal transfer of all or any of your rights acquired due to this Agreement is forbidden without
Neurotechnology consent.

8.4.1.4.5 Export control.

You will not export or re-export Software without appropriate licenses, in case the law requires such licenses.

8.4.2 Ownership

The Software is owned and copyrighted by Neurotechnology. Your license confers no title to, or ownership
in the Software and is not sale of any rights of the Software. No one provision of this Agreement should
not be construed as an expression to assign or sell any copyrights or any other intellectual property rights
to the Software from Neurotechnology to you.

8.4.3 Copyright statement

All title and Neurotechnology owns copyrights in and to the Software and accompanying printed materials.
Copyright laws and International treaty provisions protect the Software. Therefore, you must treat the
Software products like any other copyrighted material (e.g., a book or musical recording). You may not
use or copy the Software or any accompanying written materials for any purposes other than what is
described in this Agreement. The Software is Copyright © 2010 Neurotechnology. All rights reserved. The
Software remains the sole and exclusive property of Neurotechnology at all times.

8.4.4 Technical Support

Neurotechnology agrees to provide technical support via Internet, using E-mail address provided in http:
//www.neurotechnology.com

8.4.5 Disclaimer of Warranty

Neurotechnology declares that the Software confirms to its published specifications and is delivered to
you free from any defects. However, the Software is provided on an “AS IS” basis, and Neurotechnology
shall in no event warrant the performance or results you may obtain by using the Software and disclaims
all any warranties express, implied or statutory with regard to Neurotechnology products.
Neurotechnology declares that the Software have no bugs or other non-conformances. However, if you
find any defects in the Software Neurotechnology’s liability is limited, to replacement of the Software,
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which will be fulfilled within the duration of 30 (thirty) days from the moment of information about such
defects of the Software. This disclaimer of warranty constitutes an essential part of the agreement.

8.4.6 Exclusion of Liability/Damages

The following is without prejudice to any rights you may have at law, which cannot legally be excluded or
restricted. You acknowledge that no promise, representation, warranty or undertaking has been made or
given by Neurotechnology (or any of its directors, officers, employees, affiliates or owners) to any person
or company on its behalf in relation to the profitability of or any other consequences or benefits to be
obtained from the delivery or use of the Software or other materials. You have relied upon your own skill
and judgment in deciding to acquire the Software and any accompanying manuals and other materials for
use by you. Except as and to the extent provided in this agreement, neither Neurotechnology nor any of
its directors, officers, employees, affiliates or owners will in any circumstances be liable for any other
damages whatsoever (including, without limitation, damages for loss of business, business interruption,
loss of business information or other indirect, incidental, special or consequential loss) arising out of the
use, or inability to use, or supply or non-supply, of the Software and any accompanying written materials
regardless of the basis of the claim and even if Neurotechnology, or an authorized Neurotechnology’s
representative has been advised of the possibility of such damages. Some states or jurisdictions do not
allow the exclusion or limitation of incidental, consequential or special damages, or the exclusion of
implied warranties or limitations on how long an implied warranty may last, so the above limitations may
not apply to you. Neurotechnology’s total liability under any provision of this agreement is in any case
limited to the amount actually paid by you for the Software.

8.4.7 Term

This Agreement will become effective upon your acceptance and continue in effect unless you cease to
use the Software. You may terminate this License Agreement at any time. In addition, without prejudice
to any other rights, this Agreement and the license granted hereunder will terminate automatically if you
fail to comply with the terms and conditions described herein. You agree that, upon such termination, you
will destroy or permanently erase all copies of the Software, and that you will immediately cease any
distribution of Licensee Products with incorporated the Software.

8.4.8 Entire Agreement

This License Agreement is the entire agreement between you and Neurotechnology relative to the
Software, and supersedes all prior statements, proposals or agreements relative to its subject matter,
written or oral. This Agreement may only be modified in writing signed by an authorized representative
of Neurotechnology.

8.4.9 Controlling Law and Sever ability

This License shall be governed by and construed in accordance with the laws of the Republic of Lithuania,
as applied to agreements entered into and to be performed entirely within Lithuania between Lithuanian
residents. If for any reason a court of competent jurisdiction finds any provision of this License, or portion
thereof, to be unenforceable, that provision of the License shall be enforced to the maximum extent
permissible so as to effect the intent of the parties, and the remainder of this License shall continue in full
force and effect.
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8.4.10 Third Party Software

The following software (or certain identified files distributed with the software) may be included in this
product. The disclaimers and copyright notices provided are based on information made available by the
third-party licensors listed.

8.4.11 Server application

Table 8.1 License and agreements for third party softwares used in the server

third party component

Wro4j Maven Plugin

Apache Maven Resources
org.springframework.boot
org.springframework.security.oauth
org.springframework.security
mysql-connector-java

License and agrrement

Apache License, Version 2.0

Apache License, Version 2.0

Apache License, Version 2.0

Apache License, Version 2.0

Apache License, Version 2.0

Mysql connector community licnese

Zip4j Apache License, Version 2.0
sqlite-jdbc Apache License, Version 2.0
sqlite-dialect Apache License, Version 2.0

Microsoft JDBC Driver For SQL Server
Facedj Core

Apache HttpClient
commons-dbcp
commons-net

commons-io

VIES Service Client

AWS SDK For Java
spring-kafka

guava

org.imgscalr

commons-csv

Apache Commons BeanUstils
Gson

MIT license

MIT license

Apache License, Version 2.0
Apache License, Version 2.0
Apache License, Version 2.0
Apache License, Version 2.0
Apache License, Version 2.0
Apache License, Version 2.0
Apache License, Version 2.0
Apache License, Version 2.0
Apache License, Version 2.0
Apache License, Version 2.0
Apache License, Version 2.0
Apache License, Version 2.0
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http://logging.apache.org/log4net/license.html
http://logging.apache.org/log4net/license.html
http://logging.apache.org/log4net/license.html
http://logging.apache.org/log4net/license.html
http://logging.apache.org/log4net/license.html
https://downloads.mysql.com/docs/licenses/connector-j-5.1-gpl-en.pdf
http://logging.apache.org/log4net/license.html
http://logging.apache.org/log4net/license.html
http://logging.apache.org/log4net/license.html
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
http://logging.apache.org/log4net/license.html
http://logging.apache.org/log4net/license.html
http://logging.apache.org/log4net/license.html
http://logging.apache.org/log4net/license.html
http://logging.apache.org/log4net/license.html
http://logging.apache.org/log4net/license.html
http://logging.apache.org/log4net/license.html
http://logging.apache.org/log4net/license.html
http://logging.apache.org/log4net/license.html
http://logging.apache.org/log4net/license.html
http://logging.apache.org/log4net/license.html
http://logging.apache.org/log4net/license.html

8.4.12 Web application

Table 8.2

third party component
Anchor.js

AngularlS
Angular-base64

Angular Dynamic Locale
Angular-iso-country-filter
Angular-localization
Angular-gettext
Angular-datatables
Angular-confirm

Angular-chart.js
Angular]S Google Maps
Angular-moment
Angular-notify
Angular-recaptcha
Angular-schema-form
Angular-spinner
Angular-translate

Angular)S-ui-router
Angular-ui-switch

Angularls - VisJS
bc-phone-number

Bootstrap
Bootstrap-formhelpers
Bootstrap Dropdowns
Enhancement

Chart.js

CodeMirror
DataTables

FullCalendar Standard

Html2canvas

Handlebars

International Telephone Input
JavaScript Cookie

jsPDF

JSZip

Jquery

Jquery.cookie

License and agrrement
MIT license

MIT license

MIT license

MIT license

MIT license

MIT license

MIT license

MIT license

Apache License 2.0

Apache License 2.0
MIT license
MIT license
MIT license
MIT license
MIT license
MIT license
MIT license

MIT license
MIT

MIT license
MIT license

MIT license
MIT license
MIT license

MIT license
MIT license
GPL v2 license and the BSD

3point
MIT license

MIT license
MIT license
MIT license
MIT license
MIT license
MIT license

MIT license

MIT license

NCheck Bio Attendance

License and agreements for third party softwares used in the web Ul

Copyright

UMD contributors.
Google, Inc.

Nick Galbreath
Lucas Galfaso
Pedro Catré

Rahul Doshi

Ruben Vermeersch
Louis Lin

Jerome Touffe-Blin

Allen Kim

Uri Shaked and contributors
Chris Gross

VividCorte

Textalk

Uri Shaked and contributors
The angular-translate team,
Pascal Precht

Chris Jackson and others

Twitter, Inc.

Vincent Lamanna

Twitter, Inc and The Bootstrap
Authors

Chart.js Contributors

Marijn Haverbeke

Niklas von Hertzen
Yehuda Katz

Jack O’Connor
Klaus Hartl

James Hall

Klaus Hartl
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https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://www.apache.org/licenses/LICENSE-2.0
https://www.apache.org/licenses/LICENSE-2.0
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://www.gnu.org/licenses/old-licenses/gpl-2.0.en.html
https://opensource.org/licenses/BSD-3-Clause
https://opensource.org/licenses/BSD-3-Clause
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT

Jquery  Password  Strength
Meter for Twitter Bootstrap
Jquery-ui

jquery-validation
Lodash

Moment.js

Moment Timezone

ng-camera
ngDialog

ng-file-upload
ng-image-appear
ng-img-crop

ng-intl-tel-input
ng-image-input-with-preview
Object-path

pdfmake

Poisition.js

pvpCountryPicker

Schema Form File
Selection.js

Script.js

Scripts.js

timePickerPop.js

third party component
ui-grid-auto-scroll (Third party
library used for Ul-grid)
ui-grid-custom-scroller (Third
party library used for Ul-grid)
ui-grid-custom-cell-select
Validator.js

Vendor.js

Vis.js

Webcamijs

8.4.13 Lite client for Windows

GPL v3 and MIT licenses

MIT license

MIT license
MIT license

MIT license

MIT license

MIT license
MIT license
MIT license
MIT license
MIT license
MIT license
MIT license
MIT license
MIT license

MIT license
MIT license
MIT license

MIT license
License and agrrement
MIT license

MIT license

MIT license
MIT license

Apache License 2.0 and MIT
license
MIT license

NCheck Bio Attendance

Jorn Zaefferer

JS Foundation and other
contributors
Benjamin Cabanes
Likeastore.com
danialfarid

Arun Michael Dsouza
Alex Kaul

rswebteam

Deiwin Sarjas

Mario Casciaro
Feross Aboukhadijeh

Pablo Villoslada Puigcerber

Netzwerkplan GmbH
Simon Reinisch

mytechtip
Copyright
stevezau

Marcelo Sauerbrunn Portugal

Cina Saffary

Almende B.V. and Contributors

Joseph Huckaby

Table 8.3:License and agreements for third party software’s used in Lite for Windows

third party component
CefSharp.Wpf

Deviceld

Extended.Wpf.Toolkit

License and agrrement
CefSharp.Wpf license

MIT license

Microsoft public license

(MS-PL)

Copyright
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https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://www.apache.org/licenses/LICENSE-2.0
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://raw.githubusercontent.com/cefsharp/CefSharp/master/LICENSE
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MS-PL
https://opensource.org/licenses/MS-PL

Hardcodet.Notifylcon.Wpf

Help
logdnet
MahApps.Metro

MaterialDesignColors

MaterialDesignThemes

The Code Project Open
License

Apache License, Version 2.0
MIT License

Microsoft public license
(MS-PL)

MIT license

Microsoft.EntityFrameworkCore. = SQlite Microsoft Entity | .Sqlite
Framework core license

Newtonsoft.Json
Prism.Core
Prism.Unity

Prism.Wpf

8.4.14 Standard client for Windows

Table 8.3 License and agreements for third party software’s used in the Standard vlient for Windows

third party component
BCrypt-Official

CefSharp.Wpf
Deviceld

Extended.Wpf.Toolkit
Hardcodet.Notifylcon.Wpf

Help
logdnet
MahApps.Metro

MaterialDesignColors

MaterialDesignThemes

Microsoft.EntityFrameworkCore.

Newtonsoft.Json
PDFsharp-MigraDoc-wpf

Prism.Core

MIT License
MIT License
MIT License

MIT icense

License and agrrement

CefSharp.Wpf license
MIT license

Microsoft public license (MS-PL)

The Code Project Open License

Apache License, Version 2.0
MIT License

Microsoft public license (MS-PL)

MIT license

SQLite Microsoft Entity Framework

core license
MIT License

MigraDoc Foundation License

MIT License

NCheck Bio Attendance

Copyright
rdez

.Sqlite
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https://www.codeproject.com/info/cpol10.aspx
https://www.codeproject.com/info/cpol10.aspx
http://logging.apache.org/log4net/license.html
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MS-PL
https://opensource.org/licenses/MS-PL
https://opensource.org/licenses/MIT
https://raw.githubusercontent.com/aspnet/AspNetCore/2.0.0/LICENSE.txt
https://raw.githubusercontent.com/aspnet/AspNetCore/2.0.0/LICENSE.txt
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://raw.githubusercontent.com/cefsharp/CefSharp/master/LICENSE
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MS-PL
https://www.codeproject.com/info/cpol10.aspx
http://logging.apache.org/log4net/license.html
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MS-PL
https://opensource.org/licenses/MIT
https://raw.githubusercontent.com/aspnet/AspNetCore/2.0.0/LICENSE.txt
https://raw.githubusercontent.com/aspnet/AspNetCore/2.0.0/LICENSE.txt
https://opensource.org/licenses/MIT
http://www.pdfsharp.net/MigraDoc_License.ashx?AspxAutoDetectCookieSupport=1
https://opensource.org/licenses/MIT

Prism.Unity

Prism.Wpf

8.4.15 Lite client for Android

NCheck Bio Attendance

MIT License

MIT icense

Table 8.4 License and agreements for third party softwares used in Lite client for Android

third party component
Android Logging Log4j
CirclelmageView
Fabric

gson
Spring For Android Rest Template

8.4.16 Standard client for Android

License and agrrement
Apache License, Version 2.0
Apache License, Version 2.0
¢ Codehaus Classworlds license
GNU LESSER GENERAL PUBLIC LICENSE
BSD 3-Clause License
Eclipse Public License - v 1.0
Apache License, Version 2.0

Apache License, Version 2.0
Apache License, Version 2.0

Table 8.5 License and agreements for third party software’s used in Standard client for Android

third party component
Android Logging Log4j
Android Logging Log4j
CirclelmageView
CircularProgressBar
Apache Commons |10
Apache Commons Lang
Fabric

gson

Material Components for Android

multidex
CWAC-SafeRoom

Spring for Android Rest Template

8.4.17 Lite client for 10S

8.4.17.1 CryptoSwift

License and agrrement

Apache License, Version 2.0

Apache License, Version 2.0

Apache License, Version 2.0

Apache License, Version 2.0

Apache License, Version 2.0

Apache License, Version 2.0
® Codehaus Classworlds license
e GNU LESSER GENERAL PUBLIC LI
e BSD 3-Clause License

e Eclipse Public License -v 1.0
¢ Apache License, Version 2.0

Apache License, Version 2.0
Apache License, Version 2.0
Apache License, Version 2.0
Apache License, Version 2.0
Apache License, Version 2.0

Copyright (C) 2014 Marcin Krzyzanowski <" marcin.krzyzanowski@gmail.com> This software is provided ‘as-is’,
without any express or implied warranty. In no event will the authors be held liable for any damages arising
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http://logging.apache.org/log4net/license.html
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from the use of this software. Permission is granted to anyone to use this software for any purpose,including
commercial applications, and to alter it and redistribute it freely, subject to the following restrictions:

® The origin of this software must not be misrepresented; you must not claim that you wrote the original
software. If you use this software in a product, an acknowledgment in the product documentation is
required.

e Altered source versions must be plainly marked as such and must not be misrepresented as being the
original software.

* This notice may not be removed or altered from any source or binary distribution.

8.4.17.2 Cocoalumberjack

Copyright (c) 2010-2014, Deusty, LLC All rights reserved.

The distribution and use of this software in source and binary forms, with or without modification, are permitted
provided that the following conditions are met: * Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer. * Neither the name of Deusty nor the names of its
contributors may be used to endorse or promote products derived from this software without specific prior
written permission of Deusty, LLC.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS “AS IS” AND ANY

EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT

SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCI-

DENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR

BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN

CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
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9 CONTACT

You can contact NCheck Bio Attendance team regarding issues and questions you have. Please send an email to
NCheck Bio Attendance support with your query.
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10 COPYRIGHT

Copyright 2018 - 2021 Neurotechnology. All Rights Reserved.
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